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SUMMARY 
 
The Image Processing and Informatics Laboratory (IPI) settled down in a new laboratory suite with 
3,400 square feet at ISI (Information Science Institute), USC, Marina del Rey, CA in February, 2004 
(See Pg. vi). Major imaging equipment has been reestablished in the server room and the workstation 
room as well as network and Internet2 connectivity (See Pg. vii & viii). Five major goals in 2004 were: 
  

1. Train more post-doctoral fellows and students in Imaging Informatics research. 
IPI now has five post-doctoral fellows with a mix of M.D. and Ph.D. Six students are pursuing 
graduate degrees, of these, two are medical doctors with many years of clinical experience 
enrolling in the imaging informatics Ph.D. program.  

2. Develop the Data Grid Concept and implement a prototype system. 
The first phase of a Data Grid prototype has been designed and implemented. It won the 
“infoRAD Certificate of Merit” Award in the 90th RSNA Scientific Exhibit (See Pg. xii). A U.S. 
patent has been filed. 

3. Research Image Integrity to comply with the HIPAA requirement. 
A novel 2-D and 3-D “Lossless Digital Signature Embedding” concept has been developed (See 
Pg. ix). 

4. Embark on the final phase of the bone age assessment of children research project. 
With the continuous support from NIBIB, the bone age assessment of children research project 
is entering its last phase. In this third and final phase, additional data will be collected to improve 
the statistical power of the CAD method in order to be ready for clinical evaluation. The progress 
report won the “Honorable Mention” Award in the 90th RSNA Scientific Exhibit (See Pg. x).   

5. Assist HCC2 (Healthcare Consultation Center) to implement a total solution PACS. 
IPI staff assisted the new HCC2 Facility, USC Health Sciences Campus, in implementing a 
HIS/RIS/PACS/VR total solution for filmless operation, opened for clinical use in July 2004. 
Along with five BME undergraduate students, an ASP data backup model with Internet 2 
connection has been established (See Pg. xi). 

 
In addition, Dr. Huang’s new book: “PACS and Imaging Informatics” was published by John 

Wiley & Sons in March 2004. A Special Issue in the Journal of Computerized Medical Imaging and 
Graphics: “Imaging Informatics”, with Dr. Huang as the Guest Editor, has been completed and will be 
published in March 2005. Some of the papers contributed by the IPI staff are enclosed in the Selected 
Reprints and Preprints Section.   
 

This Report also contains selected published and in-press papers during the year, as well as 
preprints to appear in the Proceedings of the International Society for Optical Engineering SPIE 
Medical Imaging, San Diego, California, February 12-17, 2005. 
 
Our research has been supported by: 

• US Army Medical R&D IPA Fellow 30-8034-150475 
• NIH R01 EB 00298 
• NIH R01 LM07606 
• NLM Training Grant 1T15LM07358 
• USC RA No. 3051-00 
• USC Undergraduate Research Award No. 22-2149-6044 
• Array Corporation, Japan 
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in the PDA as a preview before distribution. 

•Provide clinical review from clinical users. 
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Data mining and visualization of average images in a digital hand atlas 
Aifeng Zhang*, Arkadiusz Gertych, Brent J. Liu, H.K. Huang 

Image Processing & Informatics Lab, Dept. of Radiology, ISI/USC, Marina Del Rey, CA 90292 

ABSTRACT 
We have collected a digital hand atlas containing digitized radiographs of normally developed children grouped 
accordingly to age sex and race. A set of features stored in database reflecting patient's stage of skeletal development has 
been calculated by automatic image processing procedures. However due to improper hand position and poor image 
quality, almost 20% of cases in early stage of development were failed for feature extraction. The purpose of this paper 
is to propose a methodology to fill up the missing features by means of regression. Based on regression results, average 
feature vectors (AFVs) for each age group were obtained. Then a least median squares (LMS) classifier was trained by 
AFVs and the final model was applied to predict the bone ages. The accuracy of prediction achieved by this model was 
compared with fuzzy logic approach and two radiologists’ readings. The results prove AFV is an efficient way to predict 
values of missing data for a given reference hand image. 

Keywords: Bone age assessment, data mining, digital hand atlas, least median squares 

1. INTRODUCTION 
Bone age assessment (BAA) is a procedure performed in pediatric radiology to evaluate a stage of skeletal maturation. A 
most commonly used method in clinical practice is the book atlas matching assessment developed by Greulich and Pyle1. 
The reference set includes hand images of normally developed children and their demographical data. This method is 
based on visual comparison of the patient’s hand image with images collected in the atlas. The closest match is 
subjectively selected by the radiologist and yields the bone age of the patient. A difference between the assessed bone 
age and the patient’s chronological age indicates the degree of abnormalities in skeletal development. The book atlas 
remains unchanged from its initial publication in the early 1950s with data collected entirely from only upper middle 
class Caucasian populations in the mid west of the US. Due to changes both in population diversity and nutrition, an 
updated data collection becomes crucial in improving the bone age assessment process. In addition, different radiologists 
experience and background may lead to different diagnosis performed for the same case thus this approach is subjective 
by nature. Our study found that two radiologists’ readings on the 137 African American girls from newborn to 13 years 
old have the mean difference at 0.53 years and it could be up to 2.50, which confirm results achieved by other 
researches2. Double reading of hand images (consecutive reading by two radiologists) may increase the accuracy, but at 
high costs. So, an automatic bone age assessment tool is highly desirable in assisting the radiologists to achieve high 
efficiency and effectiveness. 

Recent works on the field of computerized approach to BAA have already been completed 4, 5, 10. This hand atlas consists 
of 1080 cases grouped accordingly to sex and age. Thus there are 19 clusters (newborn, 1 – 18) in eight categories (i.e. 
Caucasian, African-American, Hispanic, and Asian). These images have been subjected to fully automatic procedure of 
image processing yielding a vector of features for each successfully processed region of interest 6, 7. To perform 
objective evaluation of the bone age based on extracted features, a fuzzy logic classifier has been applied 4. Using this 
procedure an average difference of evaluated bone age and chronological age is equal to 1.13 yr for girls and 0.94 boys 
respectively 3. In order to evaluate and compare other findings, two readings were performed by radiologists for all 
images collected in database. Image data collection, extracted regions and classifications results are stored in database10. 

However, due to improper hand position and poor image quality, almost 20% of cases in early stage of development 
were failed to feature extraction. The purpose of this paper is to propose polynomial regression to solve the missing 
features problem and study least median square (LMS) 8 approach to predict the bone age. The accuracy of prediction 
achieved by this model was compared with fuzzy logic approach and two radiologists’ readings. We observe a good 
accuracy in bone age assessment while using new-obtained features value.  
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2. DATA COLLECTION 

2.1 Hand atlas 

We have acquired a total of 1,080 digitized hand images of normally developed children, 5 images for each group of pre-
pubertal children and 10 images for children during puberty from the Childrens Hospital Los Angeles (CHLA) from 
boys and girls of European, African, Hispanic and Asian descent 3, 4, 5. This image collection has been subjected to fully 
automatic image processing including: background removal, hand and regions of interest detection, regions segmentation 
and features extraction 10, 15. Then the objective evaluation of bone age is achieved based on features dataset and fuzzy 
logic algorithm 13. 

We asked two radiologist experts for independent readings of our collected image data. The discrepancy between 
radiologists’ readings and chronological age was calculated for each image and we found only 2% of our collections are 
beyond the standard division of the chronological age. A good image collection is a key issue in further processing and a 
designing of a classifier which is based on assumption that that the chronological age is equal to the bone age in 
reference data set.  

Due to inaccuracies of hand position in the radiographs almost 10% of cases remain unprocessed. This value mainly 
includes X-rays performed in newborns and kids below 3 years of age, when up-right hand position is difficult to 
achieve. The number of not processed images is also increased by additional 10% of cases where the image processing 
methodology fails because of poor image quality. Hence, the bone age is not calculated by BAA software in those 
images. Figure 1 is an overview of number of images for each age group with completed features extracted in African 
American girls at the age ranging from newborn to 12 years old. This category has been selected to perform overall 
analysis described in this paper.  
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Figure 1: The overview of number of image collection for African American girls 

2.2 Features of skeletal development 
Image processing software has been successfully 
developed to segment out a hand image, locate regions of 
interest6, 7, and perform detailed analysis of 6 epi-
metaphyseal regions of interest (Figure 2) to extract 
features of skeletal development. A feature vector 
consists of 11 values calculated based on radiological 
findings followed by means of region of interest (ROI) 
segmentation (Figure 3). Distal regions of interest from 
all hand images have been automatically extracted and 
subjected to this procedure. At the early stage of skeletal 
development, the epiphyses are separated from the 
metaphyses (Figure 3). Due to the bone’s growth, they 
change its shape from a single deposit of calcium to a 
disc-like shape and move toward the metaphyses.  

 

 

 
 Figure 2: Epi-metaphyseal ROIs 

marked on 3 fingers. 
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Features describing the size and shape of epiphysis are of high discrimination power in this case. Distance-related 
features are only available in the children under 12-14 years of age. In a latter stage, the gap between epiphysis and 
metaphysis disappears and another type of information is gathered. Features reflecting the size of bones are no longer 
pertinent at this developmental stage. The feature vector consists of 9 distance-related and 2 contrast-related features. 
The first set of features is defined as follows: 

 

 (1) 

 

Area-related features are defined as: 

 

 (2) 

 

 

And contrast features are defined as:  

 

 (3) 

 
 

3. METHODOLOGY  
This section describes the procedures of the methodology. First, polynomial regression is performed in order to fill the 
missing feature data. Then from regression results, the average feature vectors were calculated. Finally least median 
squares classifier was trained by AFVs and the final model was used to predict the bone age for a given hand image with 
unknown bone age.  
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As described above, 33 (11*3) features were extracted from each image. To evaluate the importance of the features in 
predicting the bone age, the correlation between feature and chronological age was obtained. The correlation coefficient 
for each feature r, were calculated as 

 
∑ ∑
∑

−−

−−
=

22 )()(

))((

yyxx

yyxx
r  (4) 

Where: x - is the chronological age, y - denotes the feature variable, x and y denotes mean values of variables 
respectively. 

Figure 4 shows the absolute value of correlation coefficients for 33 features, from F1_2d, F1_3d … to F11_4d. 
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Figure 4 Absolute Correlation Coefficients for 33 features (F1_2d denotes Feature no 1 of 2nd distal ROI) 

All the coefficients, except for F2_2d, F2_3d and F2_4d, are within the scope of 0.7 to 1.0, which indicated that the 30 
out of 33 features are well correlated with the chronological age. Feature F2_2d, F2_3d and F2_4d by themselves don’t 
reflect correlation between its values and chronological age, since measurements are not related to size of epiphyses. 
This feature is only used to distinguish early and late stages of development.  

3.1 Missing data processing  

As we can see in Figure 3, about 20% of the images have missing features. In order to fill the missing features value and 
complete the database, polynomial regression was performed. As we mentioned in the data collection section, based on 
our normal collection, we can assume that the chronological age is equal to the bone age. The high correlation 
coefficient between each of the 30 features and chronological age verifies the accuracy to predict the missing feature 
values by the chronological age. Polynomial regression with degree of 3 for each feature is described as follows: 

 3
3

2
210 XpXpXppY ⋅+⋅+⋅+=  (5) 

Where p0, ,p1, p2,  p3 are the estimated polynomial coefficients, X denotes the chronological age as input variable and Y 
denotes the feature as output variable.  

This regression procedure was repeated for every feature. Two example results for Feature no. 1 of 2nd ROI and Feature 
no. 7 of 3rd ROI respectively are shown in Figure 5. 
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Figure 5 Polynomial regression results for feature F1 of 2nd ROI and feature F7 of 3rd ROI 

Considering computation complexity, the degree of 3 was chosen in the polynomial regression. It gives a good 
approximation on 30 out of 33 features. The regression results with degree 1 and 2 were proved to have bigger error than 
degree of 3, especially at the age 9 to 12 because more cases were collected at this range.  

3.2 Average feature vector (AFV) calculation 
From the regression result, the average feature vector (AVF) was obtained by resampling of regression curve with 1 year 
interval. We have tried to adjust the better interval by testing the methodology with three different intervals equal to 0.2, 
0.5 and 1 year respectively. This yields a number of 70, 28, and 14 AVFs obtained for our sample data set. Each AVF 
consist of 33 average features.  

3.3 Bone age assessment by least median squares (LMS) 
In the polynomial regression procedure, the chronological age is used to estimate the missing feature values. In reverse, 
we could predict the age based on the feature values since, the feature and age has strong correlation. But how to 
combine 33 features to predict is a multi-variant regression problem. In this paper, we use the least median of squares 
(LMS) method to predict the bone age8. In contrast to least square (LS) algorithm, which finds the minimum of sum of 
the square errors, it estimates the parameters by solving the nonlinear minimization problem: 

 { }2min ii
emedE =  (6) 

Where 2
ie is the square error between predicted result and real data and i stands for the instance number.  

A series of AFVs obtained above were taken as training set. In this study, for every set of AFVs (dimension equal to 33) 
the regression entity is computed and the least median of square errors of all the other AFV is calculated. When the 
smallest median of square error is computed for all the possible combinations, the set which has the smallest median of 
square error will be chosen as the final model. Both LMS and LS were tested on African American girls’ category and 
LMS achieved better prediction accuracy.  

4. RESULTS  
The quantitative evaluation of methods was performed by applying the algorithm to African American Girls’ category. 
This study did tests with different age intervals, 0.2, 0.5 and 1 year, in the AFV set which trains the LMS classifier, the 
prediction results vary. It’s easy to conclude that the smaller interval, the better prediction. But in this study, decreasing 
the interval for average feature vector won’t improve the predication accuracy. We present the errors between 
chronological age and predicted bone age in Table 1. For the smallest interval more AFVs contribute to classifier 
structure and model becomes more complicated and follows the input data, thus larger maximal error is received. For 
higher intervals value we observe that model adapts to trend of input data and mean absolute value error decreases. 
Based on this calculation we decided to use 1 year interval which achieves small mean absolute error. 
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Table1 Prediction performance with 3 different intervals 

Interval of 
AVFs 

Min absolute 
error 

Max absolute 
error 

Mean absolute 
error 

Standard 
Deviation 

0.2 yr 0 3.20 1.0578 0.79571 
0.5 yr 0 2.90 0.8096 0.68717 
1 yr 0 2.96 0.7644 0.68351 

Table 2 presents the accuracy accomplished by fuzzy logic classifier, radiologists’ readings and least median square 
classifier. Results marked with * indicates that the numbers are obtained from the good images which have all features 
correctly extracted. 

Table 2 Prediction error of different approaches 

Assessment  
Error             method 
statistics 

Radiologist 1 Radiologist 2 Fuzzy Logic LMS 

Mean absolute error 0.5264 0.5854 0.6108* 0.7644 

Standard deviation 0.45262 0.50624 0.42670*  0.68351 

 

LMS makes use of only distal ROI features and provides similar prediction results for all the images in sample test as 
fuzzy logic tool. We could improve the performance if the 3 middle ROI features were also taken into consideration.  

The fuzzy logic algorithm cannot yield the bone age for images with missing features, since no information about 
skeletal development is provided to this procedure. On one hand it makes it more robust, reliable and protects the final 
result from heavy errors, but on the other some images remain unprocessed in database. However, LMS can estimate the 
bone age by filling the missing features with polynomial regression. Table 3 gives a case of the bone age prediction of 
LMS comparing with two radiologists’ readings. Features for one ROI are missing for this particular hand image. 

Table 3 Prediction results for 1.3 years-old African American girl 

Assessment 
method 

Sample case 
Radiologist 1 Radiologist 2 LMS 

Chr Age = 1.30 2.00 1.25 1.52 

5. CONCLUSION 
In this paper we present an improvement of existing methodology of computerized bone age assessment approach. It 
provided a solution of the missing feature problem with polynomial regression. A collection of regression curves was 
determined for all feature types based on sample data set. They serve as a basis for average feature vectors calculations. 
They can be further applied to diminish the number of unprocessed cases when automatic procedures of image 
processing fail or when radiographs quality don’t allow extracting the correct data. This will improve the overall 
performance of BAA since more complete feature data will be provided to both fuzzy classifier and LMS algorithm as 
input. 

This study found the optimal interval average feature vector as training set. The advantages of least median squares 
methods were proved in automatic bone age assessment. And because of the nature of LMS, this methodology has the 
robustness to outliers in the feature extraction. 

6. FUTURE WORK 
Better prediction performance could be achieved in two ways. The 3 middle ROI features will also be taken into 
consideration in the bone age prediction. And, we will refine our collections by excluding the images which are not 
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within the normal distribution in terms of age. The images which have big gap among radiologists’ readings and 
chronological age will be regarded as abnormal.  

In older children, calculation of features is based on the horizontal component and wavelet angle of the wavelet 
decomposition13. Further work will be done based on wavelet features. 

Statistical evaluation of our previous work indicates the need for more cases during the fast period of rapid maturation. 
For this reason, we will collect 400 additional cases in the age group of 5-12, male and female. As future data is added to 
the digital hand atlas as well as future techniques, this system can also grow to provide clinicians an aid in the bone age 
assessment process. 
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ABSTRACT 

The need for comprehensive clinical image data and relevant information in image-guided Radiation Therapy (RT) 
is becoming steadily apparent. Multiple standalone systems utilizing the most technological advancements in 
imaging, therapeutic radiation, and computerized treatment planning systems acquire key data during the RT 
treatment course of a patient. One example are patients treated for brain tumors of greater sizes and irregular shapes 
that utilize state-of-the-art RT technology to deliver pinpoint accurate radiation doses. One such system, the 
Cyberknife, is a radiation treatment system that utilizes image-guided information to control a multi-jointed, six 
degrees of freedom, robotic arm to deliver precise and required radiation dose to the tumor site of a cancer patient.  
The image-guided system is capable of tracking the lesion orientations with respect to the patient’s position 
throughout the treatment process.  This is done by correlating live radiographic images with pre-operative, CT and 
MR imaging information to determine relative patient and tumor position repeatedly over the course of the 
treatment.  The disparate and complex data generated by the Cyberknife system along with related data is scattered 
throughout the RT department compromising an efficient clinical workflow since the data crucial for a clinical 
decision may be time-consuming to retrieve, temporarily missing, or even lost.  To address these shortcomings, the 
ACR-NEMA Standards Committee extended its DICOM (Digital Imaging & Communications in Medicine) 
Standard from Radiology to RT by ratifying seven DICOM RT objects starting in 1997. However, they are rarely 
used by the RT community in daily clinical operations. In the past, the research focus of an RT department has 
primarily been developing new protocols and devices to improve treatment process and outcomes of cancer patients 
with minimal effort dedicated to integration of imaging and information systems. Our research, tightly-coupling 
radiology and RT information systems, represents a new frontier for medical informatics research that has never 
been previously considered.  By combining our past experience in medical imaging informatics, DICOM-RT 
expertise, and system integration, we propose to test our hypothesis using a brain tumor case model that a DICOM-
RT electronic patient record (ePR) system can improve clinical workflow efficiency for treatment and management 
of patients. This RT ePR system integrated with clinical images and RT data can impact the RT department in a 
similar fashion as PACS has already successfully done for Radiology. As a first step, the specific treatment case of 
patients with brain tumors specifically patients treated with the Cyberknife system will be the initial proof of 
concept for the research design, implementation, evaluation, and clinical relevance.  

Keywords: DICOM-RT, ePR, Cyberknife, Brain Tumors 

 

1. INTRODUCTION 

Stereotactic radiosurgery is the use of high intensity radiation to ablate a targeted area without much damage to its 
surrounding normal tissue. It has been used for over 30 years for treating brain tumors and other disorders.  
Throughout the years, different equipment has been invented to facilitate such treatment, ranging from the Gamma 
Knife to X-knife to Cyberknife.  Though accurate, the design of the Gamma Knife limits its use to brain only and 
requires an invasive immobilization device for framing.  The X-knife operates using conventional linear accelerator 
with modifications making it less accurate to treat tumors. Both the Gamma Knife and the X-knife have been 
utilized by the RT department for many years now.  The Cyberknife system is a newer radiosurgery system that 
utilizes two distinct innovative technologies.  First, it tracks and verifies tumor location to enable automatic 
compensation for tumor movement utilizing a proprietary image-guidance system.  This image-guidance system 
eliminates the need for an invasive immobilizing device making it frameless.  Second, it utilizes a multi-jointed 
robotic arm with six degrees of freedom to deliver radiation to previously unreachable tumors, reducing damage to 
surrounding critical structures [1].  This allows for treatment of brain tumors greater than 3.5 cm, irregular shaped 



    
tumors, and multiple lesions in the same treatment session with minimal damage to surrounding tissue.  For both the 
Gamma Knife and the Cyberknife treatment planning systems, currently CT and MR PACS studies are utilized to 
plot the treatment plan.    

In order to track the progress of the treatment of brain lesions of patients, clinically relevant data needs to be 
retrieved from various sources.  For example, treatment records for a single RT session would either be stored on 
paper or within an RT information management system.  Another source of data originates from the RT modalities 
described above that are used to treat brain tumors.  Most of these systems can receive DICOM PACS studies which 
are used to perform treatment planning.  However, the treatment planning systems generate image-related data such 
as isodose curves and structure contours overlayed on the clinical PACS studies.  Each RT modality contains a 
separate proprietary treatment planning system with no standard for retrieving the pertinent clinical data.  Another 
source of data is the original clinical PACS studies used for the treatment planning which reside in a Radiology 
PACS.  Finally, each RT modality may have verification images acquired specifically for the treatment session that 
are proprietary in format. In order to review a patient’s case with brain lesions, the physician will have to interface 
with all these various sources of data which will increase time and inefficiency in the RT department.   

With the emergence of PACS as an imaging informatics tool, it has improved the workflow efficiency within the 
Radiology Department.  [2] RT and the utilization of image-guided RT Systems to treat tumors have benefited from 
PACS and the DICOM standard by utilizing clinical images from Radiology.  However, the real benefit to an RT 
department is to extend the experience and knowledge gained from system integration of PACS and modalities to 
the various sources of clinical data dispersed within the RT department.  To date within the RT department, one of 
the biggest challenges towards an effective and efficient clinical workflow is integrating pertinent image and image 
informatics data into one source point for all clinical users. [3] These include a lack of formal methodology to define 
the clinical workflow of tumor cases, lack of system integration, and insufficient IT experts in RT-related 
applications. 

The need for an integrated solution utilizing a DICOM-based ePR server becomes apparent.  In particular, the 
treatment of patients with brain tumors involve radiation treatment with the Cyberknife, which adds another 
challenge since the data derived from the treatment planning system can be quite complex to incorporate into the 
DICOM-RT data model.  Currently, CT and MR clinical images are primarily utilized by the treatment planning 
systems.  The redesign of workflow to incorporate the information will help to enrich the electronic patient records.  
Given this backdrop, the implementation of a DICOM ePR server would be an effective and efficient one-stop-shop 
source for tracking the treatment progress of patient’s with brain tumors by merging the data from the various 
sources and present them in a user interface that will be designed for ease-of-use.  
 
Various generic RT information/management systems feature the availability of necessary clinical data within the 
RT department.  However, the most complete clinical data model is from the proposed DICOM-RT based ePR 
system of this research. Furthermore, the DICOM-RT based ePR system features open system integration based on 
the DICOM standard instead of proprietary like other RT information/management systems. In summary, the 
DICOM-RT based ePR system has the following superior features: 
 

• Complies with DICOM-RT Object definitions 
• Global data distribution  
• Global Treatment Updates 
• Open System Integration 

In this research, a general RT workflow for brain tumors will be introduced along with the design criteria for the 
DICOM ePR system including the DICOM data model, the data collection plan, and integration within the RT 
department.  Medical image and informatics data from one brain tumor patient treated by the Cyberknife system will 
be presented in the results section. 

 

2. METHODS AND MATERIALS 

2.1  Workflow Model for RT of Brain Tumors 



    

 

One of the most important first steps for system integration of clinical image and information systems is to research 
the workflow model of the clinical operations.  Since the focus of this research will be on patients with brain lesions, 
the workflow related to these particular treatment cases will be studied.  
 
The clinical workflow model for brain tumor cases for the Departments of Radiology and Oncology is shown in 
Figure 1.  It shows a preliminary workflow model for treatment of brain tumors including the special clinical 
workflow for the Cyberknife system as well as other systems such as the Gamma Knife.  The treatment begins with 
the patient diagnosed with brain lesion or multiple brain lesions.  The Radiologist reviews the diagnostic MR and 
determines not only whether to treat the tumor(s) but also what type of Radiotherapy will be performed.  If 
conventional RT or surgery is prescribed, then a follow up MR may be acquired or the original MR is used if the 
study is acceptable.  For treatment on the Cyberknife system, a CT study is acquired.  Since the Cyberknife is 
frameless it utilizes the bony landmarks in the CT study to plan the treatment.  However, sometimes the tumor(s) are 
not well delineated in the CT acquisition and an additional MR study may be ordered to assist in the delineation.  
Once the diagnostic studies are acquired, they are used to plan the treatment.  Multiple treatment sessions may be 
required.  The Radiologist reviews the treatment plan along with the Radiation Oncologist.  Once the treatment 
session(s) are completed, the corresponding RT data are recorded in the treatment planning systems of the RT 
modalities as well as in the Oncology Information System.  Follow up MR studies are acquired at one, three, and six 
months respectively after the treatment sessions are completed to track progress.   
 
The utilization of a DICOM-RT ePR system can occur in four clinical points-of-decision within the general RT 
workflow.   

1) The treatment planning area: Information is needed to design the treatment plan for the particular session.  
2) The radiation oncologist’s office: Information is needed for a clinical decision and treatment plan approval 

both before and after the treatment session.  
3) The RT unit or modality: Information is needed to assist during the actual treatment session at the radiation 

treatment unit. 
4) Referring Physician’s office:  Treatment summary is needed for referring physician follow up of the 

patient. 
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Figure 1: General Clinical Workflow for RT of Brain Tumors Including Cyberknife and Gamma Knife. TP: Treatment Plan 

Since there are a variety of brain tumor types, the treatment paths can differ.  It is important to research and develop 
a more robust workflow model that can accommodate the various treatment paths.  Not only would this enhance the 
design of the DICOM-based ePR System, but also serve as the foundation for a methodology to investigate other 
tumor types in the future.   

2.2  DICOM-RT Data Model Development  

The DICOM (Digital Communication in Medicine) standard has been well established and widely successful for 
clinical imaging systems in Radiology, in particular PACS (Picture Archiving and Communication System).  Image 
data acquired from equipment from different vendors can readily communicate with each other and integrate into a 
system through the DICOM standard. In 1997, the DICOM standard was extended to include radiotherapy 



    

 

information and further updated in the latest version released in 2003.  [4,5] Seven DICOM radiotherapy (DICOM-
RT) objects have been included by the DICOM standards committee for transmission and storage of radiotherapy 
images and related information.  These DICOM-RT objects are: 1) RT Image, 2) RT Plan, 3) RT Structure Set, 4) 
RT Dose, 5) RT Beams Treatment Record, 6) RT Brachy Treatment Record, and 7) RT Summary Record as shown 
in Figure 2. [6] Generally, the sources for these data comes from a treatment planning system (TPS), a RT 
information system, and both RT and Radiology modalities.  The DICOM-RT object information models can be 
utilized to develop the data structure for the electronic patient record.  
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Figure 2: Portion of the DICOM Model of the real world. Note that the three records in DICOM-RT (Beam, Brachy, and 
Summary) are grouped under RT Records as denoted with the asterisk. 

To develop a conceptual data model, the RT workflow must be reviewed to define the data required.  Additionally, 
clinical user input is needed as well.  With these input sources, a conceptual model can be developed for an RT 
electronic patient record.  Table 1 shows an example of a conceptual data model that can be further refined with 
more details and input sources.  This model includes a timeline showing the occurrence of DICOM images and 
DICOM objects for a radiation treatment of a patient with brain cancer. 

2.3  Data Collection 

A data survey was performed to track patient cases utilizing the clinical information systems at USC/HSC.  Patient 
cases that exhibit brain tumors was tracked to determine the treatment path and outcome.  These results were 
implemented into the clinical workflow model.  Brain tumor cases from the USC Oncology department will be 
tracked.  From these brain tumor cases, a total of 50 cases treated by the Gamma Knife and Cyberknife will be 
extracted for a specific workflow model and later conversion into the DICOM-RT data model.   The preliminary 
data collection survey was performed to determine the feasibility of data collection for the treatment of brain tumors 
at USC/HSC.  The brief survey was performed using clinical information systems to track historical patients and 
their records.  Table 2 summarizes this survey.  During the past 6 months, a total of ninety-four brain tumor cases 
were identified.  The data survey was performed under the HIPAA Regulations and Compliance Guidelines set forth 
by USC.  In addition, one data set from the Cyberknife System was reviewed and determined to be feasible to 
convert the non-DICOM data into DICOM-RT compliant objects.  

2.4  System Integration 

In June 2004, a fully filmless and paperless environment was implemented at the Health Care Consultation Center II 
(HCCII) located on the Health Science Campus, University of Southern California.  The PACS implemented at 
HCCII stores Radiology clinical images and was designed with long-term storage capable of supporting the entire 
Health Science Campus’ clinical image data.  The Radiation Oncology department features the latest state-of-the-art  



    

 

Patient Name Jane Doe 
Patient ID A123456 
Sex Female 
Age 45 
Telephone 310-867-5309 
Address 1111 S Figueroa Street, Los Angeles, CA 90015 

Course 1 
Region Brain 
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DICOM Image                                   
CT/CT Sim x                                
MR                                   
RT Image                  
Simulation image   x                               
DRR                                   
Portal image             x                     
Treatment Plan 
(RT Structure set, 
RT Plan, RT 
Dose)         x                         
RT Beams Record         x               
No. of treatment             1 2 3     4 5 6 7 8   
Brachy Record                                   

Treatment Status                 

Cont
inue 
RT             

Cont
inue 
RT    

Treat. Comment                  
Treatment 
Summary Record x x     x   x x x     x x x x x   
  

Table 1: Conceptual ePR Data Model w/ Time.  

Year of 
Surveyed 
Cases 

No. of Months 
Surveyed 

No. of Brain 
Tumor Cases 
Found 

No. of Cases 
Treated w/ 
Gamma Knife 

No. of Cases 
Treated w/ 
Cyberknife 

2004 6 94 41 8 
Table 2: Summary of Prelim Data Survey of Brain Tumor Cases at USC/HSC 

image-guided RT systems, including the Cyberknife, which was installed at the Norris Cancer Center and has been 
in clinical use since October 2002.  [7] The entire HSC has connectivity to the two systems, which makes the 
integration of a DICOM ePR system possible. For the DICOM RT ePR system, a three-tier architecture was 
developed [8]: 1) The RT archive server manages, archives and distributes DICOM images and DICOM-RT objects, 
2) The RT web-based application server processes patient planning and treatment data, and 3) the RT web-based 
client application presents the RT data.  The database schema reflects this three-tiered system by physically 
representing the data as well as providing data structures, file organizations and mechanisms for system operation as 
well as data storage.  In the design of the RT workflow, there are two database schemas developed; one for the RT 
archive server and the second for the RT web-based ePR application server.  Because there is more RT data 
presentation at the web-based application server level, the latter database schema is much more complex as 
compared to the RT archive server.  Based on the Data Model and the Clinical Workflow Model, the data workflow 
was designed based on Figure 3 for system integration [8].  Data from the Oncology Information System and 
Cyberknife treatment planning systems will be converted into DICOM-RT objects and sent to the DICOM RT 
Gateway.  The diagnostic images will be sent from the USC PACS Server into the DICOM RT Gateway as well.  
Once the DICOM-RT objects have been received by the DICOM RT gateway, they will be sent to the Archive 



    
server.  A database schema will be developed for the archive server so that the DICOM RT objects can be archived 
and distributed to the web-based application server.  This archive server is a Continuous Available (CA) server 
design with 99.999% uptime that has been utilized for a variety of clinical applications.  [9,10] 
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Figure 3: The RT Data Workflow. 1) RT data input from various different RT sources; 2) Diagnostic images from Radiology 
PACS; 3) Conversion into DICOM-RT objects by the DICOM-RT Gateway; 4) RT archive server stores, manages, and 
distributes RT data; 5) RT web-based ePR application server further manages and prepares patient planning and treatment 
information; 6) Web-based client review workstation displays RT-related data for clinician review. 

Integration of the DICOM-RT ePR System within the clinical environment includes four major points-of-decisions 
and will be described in the following paragraphs:  

1) Treatment Planning in the Treatment Planning Area: In planning the treatment session for a patient with 
brain tumor(s), pertinent clinical information is needed.  For example, the patient’s previous treatment history from 
the treatment planning systems as well as patient files from the oncology information system is needed to plan the 
current treatment session.  In addition, the Cyberknife treatment planning system uses diagnostic CT and MR exams 
to plan the image-guided treatment.  Traditionally, the diagnostic studies are transmitted directly from Radiology 
Imaging Modality, retrieved from Radiology PACS, or stored on data media and then loaded into the treatment 
planning system.  However, treatment planning systems were not designed for robust DICOM transmissions 
between either a Radiology modality or a PACS and transferring imaging data through data media is time-
consuming and inefficient.  The DICOM-RT server can receive images directly from a Radiology modality or 
PACS, then based on the workflow, either automatically transfer the imaging data to the respective treatment 
planning systems or perform an on-demand DICOM send from the DICOM-RT server.  System integration research 
and development between the DICOM-RT server and the respective treatment planning systems will insure a more 
robust clinical workflow when diagnostic CT and MR exams are required.  In addition, the availability of important 
historical clinical imaging and information at the point-of-decision will help to improve the treatment planning 
process. At this point-of-decision, a user-interface will be designed tailored to the specific needs and requirement for 
viewing pertinent information.  A web-based client application was implemented for the users to assist in their 
decision-making process. 

2)  Treatment Planning Verification Before and After Treatment Session at the Radiation Oncologist Office:  
This major point-of-decision in the RT clinical workflow is the verification of the treatment planning and follow-up 
by the Radiation Oncologist.  Therefore, it is crucial for Radiation Oncologists to have every available clinical 
imaging and information data to make as accurate a decision as possible.  Because the existing clinical workflow has 
limitations on both time and availability to retrieve the necessary data, the DICOM-RT ePR system must be 
researched and developed to address these needs. For example, development of the database schema to include all 
necessary clinical data and user interface design for the RT Web-based application server are two very key 
milestones for the successful integration of the system at this point-of-decision.  Because image-guided treatment 
planning systems data can be complex, the presentation of the image and information data may reflect that same 
level of complexity.  Based on input from both Radiation Oncologists and Radiation Therapists at USC/HSC 
married with existing data and workflow models, a database schema and user interface design was developed to 
meet the clinical needs.  This was implemented in the Web-based application server as well as the web client.   
Figure 4 shows a preliminary user interface workflow model showing the different functions that a clinician end-
user would perform.  [8] This model will be expanded and modified to accommodate the complex nature of the 



    
Cyberknife RT data.  Once the user-interface design as well as the database schema was developed for this most 
important point-of-decision, it can be extended to the other points-of-decision more readily since the requirements of 
the Radiation Oncologist include the largest amount of available clinical image and information data. 

3)  Treatment session at the RT Unit:  Prior to executing the treatment plan, it may be necessary to review the 
treatment plan or reference pertinent clinical imaging and information data.  At this point-of-decision, a user-
interface was designed tailored to the specific needs and requirement for viewing pertinent information.  A web-
based client application was implemented for the users to assist in their decision-making process.   

4)  Case Review at the Referring Physician’s Office:  Based on input from both Radiation Oncologists and 
Referring Physicians at USC/HSC married with existing data and workflow models, the user interface design will be 
developed to meet the clinical needs.  This was implemented in the Web-based application server as well as the web 
client. Specific developments include the UI design for a patient summary overview and an ePR timeline data model 
as shown previously in Table 1.    
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Figure 4:  User Interface Workflow Describing the Different Functions 

 

 

 

 

 



    

 

3. RESULTS AND DISCUSSION 

This section demonstrates the results obtained from a sample brain tumor case treated by the Cyberknife RT system 
integrated within the proposed DICOM-RT based ePR system.  The end result is a comparison between what 
clinical information is displayed by a conventional RT information system provided by a manufacturer versus that of 
the richer database of the preliminary DICOM-RT based ePR system which can provide more information in the 
display. 
 
Figures 5, 6, and 7 show initial results of this sample brain tumor cases displayed by the GUI design of the web-
based client.  Figure 5 shows the results of a patient-based search in the DICOM-RT based ePR system.  With this 
ePR system, the users can perform queries based on the DICOM data fields (eg, Patient name, Medical Record 
Number, Diagnosis) similar in clinical workflow to PACS and Radiology.  Figure 6 shows CT diagnostic images 
overlayed with the DICOM-RT structure set that was acquired within the Cyberknife treatment planning system.  
These overlays represent the critical structures outlined within the Treatment Planning System for the Cyberknife.  
The blue colored contour encloses the tumor targeted for treatment.  The red colored contour encloses the optic 
chiasm.  The green colored contour encloses the left nerve.  All three contours are displayed in the upper lefthand 
CT image slice. 
 

 
 

Figure 5: Patient Worklist from a Screenshot Display of the DICOM-RT based ePR system showing the ability of a patient 
search engine. In this case, a wildcard “*” search was performed displaying all the patients.  Note, the two anonymized 
Cyberknife patients listed at the bottom.  
 



    

 

 
Figure 6: Display Window showing CT diagnostic images overlayed with critical structures obtained from the Cyberknife 
treatment system.  The contours enclosing the tumor (TUMOR1, blue), the optic chiasm (CRITICAL4, red), and the left nerve 
(CRITICAL6, green) all happen to be displayed on this particular upper lefthand CT image slice. 

Figure 7 is a timeline overview display showing that a CT and MR diagnostic exam was acquired.  Since this 
particular case was an initial survey, some of the pertinent clinical data was missing, hence an incomplete patient 
overview.  However, it is shown that clinical data from the Cyberknife RT system can be integrated within the 
DICOM-RT based ePR system.  Referring to Figure 7 (bottom), a conventional RT management information system 
only has the DICOM RT records but no DICOM RT plan, RT images, and DICOM images.  On the other hand, the 
DICOM-RT based ePR system is able to display information extracted from all of the DICOM-RT objects and can 
be expanded for more detailed views from the icons on the timeline in the User Interface (both bottom & upper 
sections). 

 



    

 

 
 
Figure 7: Timeline overview display of a patient in the DICOM-RT based ePR system.  The RT ePR system has a richer 
database than the conventional RT information/management system. A given RT information management system has only the 
DICOM RT records (Bottom of figure), while the RT ePR is able to display the information extracted from all the DICOM 
objects including the DICOM RT plan, RT images, and DICOM images.  They can be expanded from the icons on the timeline in 
the User Interface (Both bottom and upper sections of figure).  

Finally, Figures 8 and 9 are a comparison of data from the Cyberknife Treatment Planning System (TPS) that was 
reconstructed and displayed to show how the results are identical to that of the screenshot results of the same TPS in 
Figure 9.  The differences being that data in Figure 8 are converted to DICOM-RT objects that can be further 

RT ePR 

Management
System



    

 

distributed to other clinical areas and DICOM-compliant clinical systems while the data in the screenshot in Figure 9 
are proprietary within the TPS and difficult to distribute throughout the healthcare enterprise. 

 

Figure 8: Reconstructed Data Obtained from the Cyberknife Treatment Planning System showing the DVH curves and the 
different radiation beams planned for dose delivery to the brain tumor. 

 
Figure 9: Screenshot from the Cyberknife Treatment Planning System.  Note that the DVH curves and the radiation beams are 
confirmed to be identical to Figure 8. 
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4. CONCLUSION 

A DICOM-RT based ePR system for managing patients with brain tumor cases was designed and developed within 
the Radiation Oncology Department at USC Health Sciences Campus.  Data obtained from a brain tumor case 
treated by the Cyberknife system was collected and integrated within the ePR system as an initial first step.  By 
implementing this DICOM-RT based ePR system, both clinical image and related informatics data are integrated 
into a one-stop source of pertinent clinical information necessary for making treatment decisions within the RT 
department and throughout the healthcare enterprise.  The richness of the clinical data available was shown in 
comparison to standard RT information management systems.  The initial results show the confirmation that the 
conversion of DICOM-RT objects are correct and can be displayed similar to what is displayed within the 
proprietary system.  Preliminary surveys from users within the Radiation Oncology Department reveal that the ePR 
system is beneficial to their clinical workflow.  Future work will include a more robust evaluation methodology to 
investigate the improvements of the clinical workflow especially at the four points-of-decisions described in the 
paper. 
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ABSTRACT 
 
Grid Computing represents the latest and most exciting technology to evolve from the familiar realm of parallel, peer-
to-peer and client-server models that can address the problem of fault-tolerant storage for backup and recovery of 
clinical images.  We have researched and developed a novel Data Grid testbed involving several federated PAC systems 
based on grid architecture. By integrating a grid computing architecture to the DICOM environment, a failed PACS 
archive can recover its image data from others in the federation in a timely and seamless fashion.  The design reflects 
the five-layer architecture of grid computing: Fabric, Resource, Connectivity, Collective, and Application Layers. The 
testbed Data Grid architecture representing three federated PAC systems, the Fault-Tolerant PACS archive server at the 
Image Processing and Informatics Laboratory, Marina del Rey, the clinical PACS at Saint John’s Health Center, Santa 
Monica, and the clinical PACS at the Healthcare Consultation Center II, USC Health Science Campus, will be 
presented.  The successful demonstration of the Data Grid in the testbed will provide an understanding of the Data Grid 
concept in clinical image data backup as well as establishment of benchmarks for performance from future grid 
technology improvements and serve as a road map for expanded research into large enterprise and federation level data 
grids to guarantee 99.999 % up time. 
 
Keywords: Grid Architecture, Data Grid, Grid Computing, Fault-Tolerance, PACS 
 

 
1. INTRODUCTION 

 
Clinical image storage technology has matured significantly during the past ten years but many implementations still 
lack cost-effective backup and recovery solutions.  For example, a large PACS vendor as recently as 2003 could not 
send a second image to a different storage device forcing film to be printed as the backup copy 1.  There are numerous 
backup strategies as summarized by Liu et al 2.  These include second and third backup copies often to tape, continuous 
availability servers, and the application service provider model.  Some of these approaches are detailed in case studies 
in the book “PACS and Imaging Informatics 3.  Solutions to backup are evolving in step with the volatile archiving 
technology 4.  For example, tape as a medium for long-term storage is being challenged by low-cost disk arrays. 
 
Nevertheless current solutions are expensive , difficult to administer, and often time consuming to effect recovery after a 
disaster.  Many large-scale clinical image archive systems, such as PACS, still encounter downtime for hours or days, 
which have the critical effect of crippling daily clinical operations.  According to the Disaster Recovery Guide, 
http://www.disaster-recovery-guide.com/, not all disasters are environmental such as earthquakes or floods.  There are 
also organized and / or deliberate disruption, loss of utilities and services, equipment or system failure, serious 
information security incidents, and other emergency situations.  Any of these disasters could make the images in a 
PACS unavailable.  Radiologists unable to view comparison studies cannot make a diagnosis on a newly acquired exam 
which severely impacts the clinical workflow.  PACS is taking an increasingly enterprise role such as image-assisted 
surgery and oncological treatments or non-invasive procedures.  Therefore, backup and availability of historical image 
data is taking on increasing importance. 
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Data grids evolving from Grid Computing represent the latest and most exciting technology to emerge from the familiar 
realm of parallel, peer-to-peer and client-server models, which is ideal to address this problem of downtime.  We have 
researched and developed a novel Data Grid testbed that consists of several federated PACS integrated by adata grid 
architecture.  
 
Grid computing is increasingly popular in medical research.  Computing grids are being developed to assist research in 
biomedicine and bioinformatics.  Several efforts underway in Europe include HealthGrid and Grid-Enabled Medical 
Simulation Services (GEMSS) Project.  In the US, there is the Biomedical Information Research Network (BIRN) based 
at the San Diego Supercomputer Center whose data centered around brain imaging of human neurological disorders and 
associated animal models. 
 
Grids currently under development for clinical applications are predominantly for digital mammography.  The 
University of Pennsylvania Consortium developed the  National Digital Mammography Archive Grid (NDMA).  A 
small company i3Archive has commercialized the NDMA technology in the United States.  eDiamond Grid will 
become a federated database of mammograms shared by numerous breast screen centres in the UK 5.  The Mammogrid 
aims to develop a pan-European mammography database.   
 
Our focus is on data grids for clinical operations that depend on a 24/7 availability of PACS and the associated storage 
archives.  Grids for bioinformatics access large amounts of data but medical research is not mission-critical.  Similarly, 
grids for digital mammography focus on the archival and retrieval of a large dataset but rarely is image availability 
mission-critical.  The emphasis on backup and recovery in clinical operations drove us to an architecture that could 
support heterogeneous platforms across geographic distances and DICOM compliance which means no added software 
to clinical equipment. 
 
 

2. MATERIALS AND METHODS 
 
Our grid concept involves the integration of a grid computing architecture to the DICOM environment so that a 
federation of clinical organizations can create a DICOM data storage grid.  A failed PACS can then recover its image 
data from other archives in the federation in a timely and seamless fashion.  The grid makes the specific hardware, 
protocols and physical location transparent to the end user.  A DICOM client only needs to know the DICOM AE Title 
of the grid.    
 
2.1 Data Grid Architecture 
The grid means many things according to a survey by Gillett et al 6.  Our grid is anchored on an open set of standards 
and protocols called the Open Grid Services Architecture (OGSA) 7.   The design of our grid reflects the five-layer 
architecture of grid computing: Fabric, Resource, Connectivity, Collective, and Application Layers 8 that is used in the 
Open Grid Service Architecture (OGSA).  These layers are described below in the context of our target clinical 
implementation built upon services in the open source Globus Toolkit 3.2 (GT3) created at the Argonne National 
Laboratory, and ISI (Information Science Institute) of the University of Southern California 9.   
 

1. Fabric Layer: This is the lowest layer and includes the physical devices or resources (e.g., computers, storage 
systems, and networks).   Our architecture consists of a DICOM compliant fault-tolerant (FT) backup Archive 
Server and a PACS simulator at the research laboratory (IPI: Image Processing and Informatics); two SANs 
(Storage Area Network) at two PACS clinical sites; and a communications network system including Gigabit 
LAN (local area network), Internet 2  and broadband WAN (wide area network - T1). 

2. Connectivity Layer: This layer above the fabric layer includes the communication and authentication 
protocols required for Grid network transactions (e.g., exchange of data between resources and verification of 
the identity of users and resources).   Some of the applicable GT3 services include Grid Security (GSI), high-
performance secure data transfer (GridFTP). 



3. Resource Layer: This layer contains connectivity protocols to enable the secure initiation, resource 
monitoring, and control of resource-sharing operations.   Some of the GT3 services are remote job submission 
and control (GRAM) and Replica Location Service (RLS). 

4. Collective Layer: This layer above the Resource Layer contains protocols, services, and APIs (Application 
Programming Interface) to implement transactions among resources (e.g., resource discovery, and job 
scheduling).  This layer consists of services that interact between the User Applications and the services in the 
Core Middleware, such as database service (to find the best available database in the Data Grid), information 
service (to monitor the current active services in the Data Grid), and data service (to find the physical address 
of the logical data) as well as other services.   

5. User Application layer: This is the highest layer and calls on all other layers for resources.  This layer might 
obtain necessary authentication credentials (e.g., set up connection), query a replica catalog to determine the 
status of a fabric resource or the location of a file, submit requests (e.g., via DICOM), or monitor the progress 
of a transfer.    

The connectivity and resource layer are often joined together and called “core middleware” as shown in Figure 1.    The 
integration of DICOM with the data grid is shown below in a simplified view of the grid architecture showing a 
combined connectivity and resource layer.  DICOM services are integrated at both the core middleware and collective 
layer or user level middleware.  DICOM SCU (service class user), SCP (service class provider), and Query/Retrieve are 
key components integrated within the five layer architecture. 
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Figure 1 Layers of Grid Architecture with DICOM Services 

 

 
2.2 Clinical Implementation of the Data Grid 
Our data grid takes advantage of rapid decreases in storage hardware and the incremental cost of adding storage to a 
SAN.  When a facility already operates a SAN, additional storage can currently be purchased for less than $10,000 a 
terabyte 10.  Storage devices can be physically isolated (e.g., 3U rack unit) or the SAN management tools can dedicate a 
partition to the Data Grid of the federation.  This physical and logical isolation ensures that clinical data at the hosting 
site won’t be mixed with data sent from federation members.    



 
Geographical separation of alternate storage devices within a data grid is a benefit for several reasons.  Data is protected 
from disasters that cause localized damage to a facility such as a plane crash.  However, there are disasters that may not 
directly destroy the data center but nevertheless curtail its capability.  For example, construction outside the hospital can 
cut a power cable.  Generators can provide temporary power but high power consuming devices like disk-intensive 
storage are often the first systems to be powered down when power is limited.  The PACS would then lose access to the 
images.  However, a data grid would still allow complete access to images provided that the reading workstation and 
network switches still have power.   Our implementation of a data grid would provide both backup of clinical images 
but also operational flexibility during recovery events.  
 
The clinical implementation planned for this data grid consists of three sites as shown in Figure 2.  The federation will 
consist of one research laboratory and two clinical PACS sites, Saint John’s Health Center, Santa Monica, and the 
Healthcare Consultation Center II, USC Health Sciences Campus 2.  The first site is the IPI Lab where the major 
resources are the PACS Simulator and the DICOM Fault-Tolerant backup Archive.  The latter serves as IPI’s archive in 
the Data Grid.  The second and the third sites are the Saint John’s Health Center, Santa Monica, CA (SJHC) and the 
Healthcare Consultation Center II (HCCII) at the University of Southern California, Health Sciences Campus.  These 
clinical sites already have previous research collaborations with IPI Laboratory facilitating their participation in the 
initial clinical evaluation.  In addition, both sites have a clinical PACS with a SAN archive system although different 
storage hardware.   
 
The three-site configuration of this Data Grid design example is shown in Figure 2.  A partition of each SAN which is 
separate from the partition used to store clinical PACS image data will be used as backup archive resources in the Data 
Grid (“P2”).  These storage resources are shown in gray on Figure 2 and found in the fabric layer of figure 1.  This data 
grid architecture allows any DICOM resource such as a quality control (modality) workstation, reading workstation or 
clinical workstation outside of the Data Grid to access services within the Data Grid.  The communication from the 
workstation to the Data Grid are shown as grey double-headed arrows. 
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Figure 2 Architecture for a Clinical Data Grid 
 
 



Our initial Data Grid implementation design uses three sites as a matter of convenience.  Three sites are sufficient to 
demonstrate the principles of data grid technology.  The grid architecture allows for unlimited expansion to additional 
sites.  The inherent limitation of a data grid is the number of federation partners that can work with each other. 
 

2.3 Backup of Clinical Images in the Data Grid 

Clinical images generated in the three sites, IPI, SJHC, and HCCII are backed up by the Data Grid using the following 
protocol. The objective is to have two backup copies of image data acquired from any site in the Data Grid.   In 
addition, there are several databases in the Data Grid to track the header information of the images and the physical 
storage location of both images.  The numbers next to arrows in Figure 2 illustrate the backup policy from SJHC to the 
Data Grid in more detail as described by Liu et al 2. 

1. After an examination is completed at the SJHC CT scanner, the modality workstation sends out two copies of 
the image data, one to the SJHC clinical PACS Server, and the second to the Data Grid.   

2. The SJHC PACS Server receives the first copy of the image data and stores it in the SJHC SAN (P1) as its own 
clinical archive. 

3. The Data Grid activates a resource to receive the second copy of the image. The Data Grid monitors the status 
of the resource and activates a second one if the first resource fails.  

4. After receiving the image data, the resource automatically sends two copies, one to the IPI FT Backup Archive 
and the second to the HCCII SAN (P2). Since the Data Grid distributes redundant copies to two different 
storage sites, a single-point-of failure is avoided. After the image data has been successfully archived in the 
two storage sites, the physical location is logged within the Data Grid and physical storage information of each 
copy of image data is kept.  

5.  Patient information of the image data (header information but not the image itself) to a DICOM Data Model 
database in the Data Grid.  The database is replicated and distributed to the FT backup Server at IPI, the SJHC 
SAN (P2), and the HCC SAN (P2).  Three copies of the database are used to avoid a single-point-of-failure.  

 

2.4 Image Recovery from the Data Grid 

The scenario is that SJHC PACS archive goes down during a disaster and the physician from a SJHC workstation needs 
to query/retrieve the backup image data from the Data Grid immediately for review. The following is the design of a 
service-driven configuration and workflow for the image data recovery procedure as specified by Liu et al 2. 

 

Step 1:  Find the Patient Information from the most optimal database copy in the Data Grid  

1) A DICOM Q/R SCU (Service Class User) in a SJHC workstation sends a Query/Retrieve  request to 
the Data Grid.   

2) The Data Grid receives this request and finds from the copies of the database in the grid, which holds 
the desired patient record.  

3) The Data Grid surveys the status (e.g., availability and latency) of all the database resources (copy of 
the database at HCCII SAN (P2), copy of the database at IPI, and copy of the database in SJHC SAN 
(P2) within the Fabric Layer) and determines the most optimal selected database location. The 
selected database gets the patient information and returns to the DICOM Q/R SCU in the Application 
Layer.  This step is necessary because the user will have to select studies and images from the patient 
information directory, which is a standard DICOM Q/R operation from the PACS workstation. 

 Step 2:  Retrieving Image Data from the Data Grid 

4) After the user selects a set of studies from the patient directory, the DICOM Q/R SCU in the 
Application Layer requests the Data Grid to retrieve the patient image data from the most optimal 
image data database where this image data resides in terms of the best latency and efficiency. 



5) Because there are two copies in the two storage sites (HCCII SAN (P2) and IPI FT Backup Archive) 
in the Data Grid, it determines which replica is the best choice to perform the retrieval based on 
network connection.  It is noted that this optimal location may be different from the previous optimal 
location for patient information where the patient information is located because a very large amount 
of image data will be transferred in this latter operation.  Network availability, file sizes and types will 
be major determined factors.  

6) The Data Grid selects the storage site with the best response (e.g., IPI Archive) and initiates a DICOM 
move client to request the DICOM server to transmit the file from the specified storage site to the 
SJHC workstation.  Note that Step 2 is performed completely within the Data Grid and is seamless to 
the user. 

 
 

3. RESULTS 
 
A Data Grid Testbed was developed in the IPI Laboratory as an initial step.  This Data Grid testbed mimics the 
implementation design model described in sections 2.3 and 2.4.   The goal for the testbed was to implement a five layer 
grid architecture integrated with DICOM services to achieve the following: 
 

• Show connectivity of the Data Grid by connecting resources (e.g., DICOM archives) across multiple networks 
to three sites 

• Connect a clinical site to the Data Grid via multiple resources (e.g., Grid Access Points)  

• Implement three copies of the database in the Fabric Layer to avoid a single-point-of-failure,  

• Represent the IPI Archive, as well as the HCCII SAN and SJHC SAN partitions as storage resources for the 
Data Grid  

• Develop the services in the Collective Layer, and modify the Applications such as DICOM query/retrieve , 
client/SCU and a DICOM storage client.   

Our testbed currently simulates only one clinical site attached to the Data Grid due to hardware resource constraints.  
Figure 3 overlays the physical components of the testbed onto the clinical model of Figure 2 to graphically illustrate the 
parallelism of the testbed to the clinical setting.   

The grid resources on Figure 3, shown in gray background with white text, are labeled “Grid Access Point”, DICOM 
Store” and “DICOM DB”.    There is a modality simulator and reading workstation to represent one site.  Three 
simulated DICOM storage archives were configured to represent the storage fabric resources located at “SJHC SAN 
P2”, “FT Backup Archive” and “HCC2 P2”.  These are called DICOM storage resources which physically resided on 
Sun Ultra II servers.  In addition to storage resources, the databases storing the image meta-data (e.g., DICOM header 
information) are shown as “DICOM DB”.  The transactions with the grid take place with a grid access point (GAP).  
The testbed used two GAP’s for fault tolerance.  The actual clinical implementation will include multiple GAP’s at each 
of the sites to provide fault tolerance.  Each GAP in the testbed was physically hosted on a PC running the Linux 
operating system.  Actual clinical images with anonymized demographic patient data were used in testing the Data Grid.  
These images were from Computed  Radiography, Computed Tomography, Magnetic Resonance, and Ultrasound 
modalities.  
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Figure 3 Data Grid Testbed Configuration 

 
 

Section 3.1 Testbed Backup Demonstration 

The testbed implements the clinical backup policy of Section 2.3 using the same steps previously described. 

 

Step 1 -  Modality simulator representing SJHC sends an image to the PACS Server. 

Step 2 – PACS Server stores the primary image to the clinical partition (P1). 

Step 3 – Modality simulator sends image to the Data Grid 

The Data Grid receives images from the modality simulator via the grid access point.   Grid Access Point 2 is the 
primary connection shown in Figure 3 that receives the images from the modality.  If there were problems, failover 
could occur to Grid Access Point 1. 

Step 4 – Data Grid sends two copies to Storage Resources 

Grid Access Point 2 simultaneously sends a copy to Grid Storage Resource 1 and 2.  These storage resources are 
intended to represent geographical separation from the storage resource at SJHC labeled “Grid Store 3”.  Storage 
Resources 1 and 2 were placed on different sub-networks to represent delays from passing through network devices 
(e.g., firewall).  If there is a problem with a storage resource, the Data Grid buffers the data until the connection is re-
established. 

Step 5 – Data Grid updates the DICOM databases 

The Data Grid processes the image headers and updates the DICOM databases for the Data Grid. 

 



Steps 1 to 5 demonstrate the basic functionality of the Data Grid.  We added additional tests to demonstrate the fault-
tolerance and recovery capabilities of the Data Grid.   

“Pull the plug” test demonstrated fault-tolerance and failover.  The RJ-45 connector to Grid Storage Resource 1 is 
removed while images are being sent.  Transmission immediately stops.  Once the connector is reinserted and a network 
connection established, the sending of images should resumes.  The same test is done by “pulling the plug” on Grid 
Storage Resource 2 during image transmission.  A DICOM application on a workstation is then used to retrieve the 
images to verify that all the images were received. 

Alternate Grid Access Point test demonstrates the fault-tolerant backup to the Data Grid continues by pulling the plug 
on Grid Access Point 1.  The modality then switches to Grid Access Point 2.   Grid Access Point 2 simultaneously sends 
a copy to Grid Storage Resource 1 and 2.  The fault-tolerance of the Data Grid using Grid Access Point 2 is then tested.  
The sequence of tests in Step 1are repeated.  

 
There are combinations of test scenarios that can be exercised to demonstrate the operation of sending a study from the 
modality to two storage devices.  The first factor is the condition of the grid access point.  GAP1 may be primary so the 
failover is to GAP2.  The second factor is the condition of the storage resource.  The resource may be connected and 
operational during the entire time the study is being sent.  The resource may not be available when first requested by the 
grid access point but a few seconds later may once again be connected.  The third condition of the resource is that the 
connection is lost during the middle of a transmission.  In this case, the study should resume sending.  The single 
modality sending studies to two grid access points results in 36 potential tests.  We tested about 1/3 of the conditions as 
shown in Table 1. 
 
 

Grid Access Point Condition  
Storage Status GAP1 Primary Failover to GAP2 GAP2 Primary Failover to GAP1 
Storage 1   
Available at start Sent Sent Not tested Not tested 
Not available Started on recovery Not tested Not tested Started on recovery 
Interrupted during 
send 

Resumed after 
recovery 

Resumed after 
recovery 

Resumed after 
recovery 

Not tested 

Storage 2   
Available at start Sent Not tested Not tested Sent 
Not available Not tested Not tested Started on recovery Not tested 
Interrupted during 
send 

Not tested Resumed after 
recovery 

Not tested Not tested 

Storage 3   
Available at start Not tested Not tested Sent Not tested 
Not available Not tested Not tested Not tested Not tested 
Interrupted during 
send 

Not tested Not tested Not tested Not tested 

 
Table 1 Test Scenarios for DICOM Send to Data Grid 

 

 

Section 3.2 Testbed Recovery Demonstration 
The ability to retrieve images during an outage of the local storage archive is the next series of tests.  The procedure was 
discussed in Section 2.4.  The testbed hardware is identical to the one used for backup in Figure 3.  This sequence of test 
illustrates the  utility of the Data Grid when recovery of images is necessary from alternate storage resources. 
 
Step 1 – Grid Storage Resource 1 is unavailable – Grid Access Point 1 is primary connection 
 



The workstation with a DICOM client wishes to retrieve a study but the local PACS is unavailable.  Using DICOM 
client software (e.g., Cedara Iview), a query is made to the Data Grid for a particular study.  A DICOM connection is 
established with the grid access point so that the results of the query (e.g., search) can be returned to the client.  
Typically the local storage resource has the best response time.  If the plug is pulled on Grid Storage Resource 1 then 
the Data Grid routes the query to see if the study is on Grid Storage Resource 2.  The results are then returned to the 
client. 
 
The next test is to retrieve the image.  A retrieve request is made to Grid Access Point 1 which routes the request to the 
Storage Resource that provides the best response.  A DICOM move is then executed by the storage resource sending the 
image directly to the DICOM client.  The storage resource then returns a message to the client that the images are being 
sent.  The images can then be checked once they are received. 
 
Step 2 – Grid Storage Resource 1 and Grid Access Point 1 are not available 
 
The same sequence as step 1 occurs.  Using a DICOM client, a query is made to the Data Grid for a particular study.  A 
DICOM connection is established so that the results of the query (e.g., search) can be returned to the client.  However, 
failover to Grid Access Point 2 takes place which now processes the query and return of search results followed by the 
send. 
 
Again, there are a large number of combinations to be tested.  We examined a few conditions as shown in Table 2.   
 
 

Grid Access Point Condition  
Storage Status GAP1 Primary Failover to GAP2 GAP2 Primary Failover to GAP1 
Storage 1   
Available at start Query returned: C-

Move made 
Query returned: C-
Move made 

Not tested Query returned: C-
Move made 

Not available Failover to Storage 2  Failover to Storage 2  Not tested Failover to Storage 2  
Storage 2   
Available at start Not tested Not tested Query returned: C-

Move made 
Not tested 

Not available Not tested Not tested Failover to Storage 1  Not tested 
Storage 3   
Available at start No images stored No images stored No images stored No images stored 
Not available No images stored No images stored No images stored No images stored 

 
Table 2 Test Scenarios for DICOM Query/Retrieve to Data Grid 

 

 
4. DISCUSSION 

 
Data collected from this initial Data Grid testbed demonstrates that a data grid architecture provides fault-tolerant 
backup and a capability for recovery during disasters.  We chose to use DICOM services as much as possible so that 
there is no need for modification of the clinical devices which already use DICOM.  These clinical devices are those 
that would like to store and access image data from the Data Grid.  The insights gained from this version of the testbed 
are guiding the development of the next version.  We discuss some of these insights below.    
 
Our implementation of C-Store in the DICOM Data Grid provides a buffering mechanism so that any storage resource 
that is inactive or has the connection interrupted will receive all the images once the connection is restored.  No image 
data is lost once sent into the Data Grid.  Our next version will need to incorporate the IHE modality performed 
procedure protocol so that status information on the sending of the backup copies will be available as well.   



The Data Grid also strengthens the DICOM Query command.  Without the Data Grid a query attempt would fail if the 
requested DICOM database is unavailable or busy.  The Data Grid now passes the query to the best performing DICOM 
database and returns the search results to the requesting workstation. 
 
The Data Grid does not have as great of a benefit to the retrieval of an image to the workstation using a DICOM C-
Move.  The Data Grid gives a reliable routing of the request to the best performing storage resource.  However, C-Move 
directly sends the images to the requesting workstation bypassing the Data Grid.  This means the Data Grid cannot help 
in finding the best connection path back to the requesting workstation.  This is an area for further research. 
 
Recovery of a network connection after an interruption takes many seconds depending upon the operating system.  The 
unpredictable reconnection time has implications for our future testbed.  First, periodically monitoring the health of the 
grid components is insufficient for a clinical operation.  While the health of the grid needs to be known, speedy transfer 
of images cannot rely upon a status measured every 5 to 10 seconds.  Each DICOM service that is requested should 
initiate a status inquiry to the most likely resources that will be utilized.  For example, the local storage device and the 
next most likely storage device should be checked at the time of a request.  However, checking on the status of other 
resources can be deferred until a failed status condition occurs.  Second, the Data Grid must be able to buffer the images 
in process.  The delays in transmission or temporary failure of a device cannot be predicted.  Buffering of the images 
sent by the modality allowed our testbed to recover from the times we pulled the plug and resume sending images.   
 
  

5. CONCLUSIONS 
 
The successful demonstration of the Data Grid in the testbed provided an understanding of the performance issues in the 
Data Grid concept in clinical image data backup as well as establishment of benchmarks for performance from future 
grid technology improvements. In addition, the testbed can serve as a road map for expanded research into large 
enterprise and federation level data grids to guarantee CA (Continuous Availability, 99.999 % up time) in a variety of 
medical data archiving, retrieval, and distribution scenarios. 
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ABSTRACT 
 
With the development of PACS technology and an increasing demand by medical facilities to become filmless, there is a 
need for a fast and efficient method of providing data backup for disaster recovery and downtime scenarios.  At the 
Image Processing Informatics Lab (IPI), an ASP Backup Archive was developed using a fault-tolerant server with a T1 
connection to serve the PACS at the St. John’s Health Center (SJHC) Santa Monica, California. The ASP archive server 
has been in clinical operation for more than 18 months, and its performance was presented at this SPIE Conference last 
year. This paper extends the ASP Backup Archive to serve the PACS at the USC Healthcare Consultation Center II 
(HCC2) utilizing an Internet2 connection. HCC2 is a new outpatient facility that recently opened in April 2004. The 
Internet2 connectivity between USC’s HCC2 and IPI has been established for over one year. There are two novelties of 
the current ASP model: 1) Use of Internet2 for daily clinical operation, and 2) Modifying the existing backup archive to 
handle two sites in the ASP model. 
 
This paper presents the evaluation of the ASP Backup Archive based on the following two criteria: 1) Reliability and 
performance of the Internet2 connection between HCC2 and IPI using DICOM image transfer in a clinical environment, 
and 2) Ability of the ASP Fault-Tolerant backup archive to support two separate clinical PACS sites simultaneously.  
The performances of using T1 and Internet2 at the two different sites are also compared.  
 
Keywords: PACS, ASP, Archive Backup, Internet2, DICOM 

 
1. INTRODUCTION 

 
With the development of PACS technology and an increasing demand by medical facilities to become filmless, there is a 
need for a fast and efficient method for providing data backup for disaster recovery and downtime scenarios. Based upon 
previous work performed at the St. John’s Health Center (SJHC) using a fault-tolerant backup archive at the Image 
Processing Informatics Lab (IPI) [1,2] with a T1 connection, an extended ASP Backup Archive was implemented for the 
USC Healthcare Consultation Center II (HCC2) utilizing an Internet2 (I2) connection.  [3] 
 
Once implemented, the backup archive system offers fast and ease-of-use DICOM query/retrieve from HCC2 when the 
primary archive onsite is unavailable. For some PACS sites, there is no off site backup copy and the images are 
vulnerable to a catastrophic loss.  PACS sites that do not use an offsite facility may store a second copy of the images in 
close proximity to the original, leaving both copies potentially vulnerable to loss.  The simplest solution is to store the 
second copy in an offsite storage vault.  However, storage in a vault does not allow quick retrieval of the data during a 
disaster since the data media must be retrieved from the offsite vault and a replacement archive must be in place before 
the data can be loaded.  For this reason, the PACS site would be unable to resume operation within a reasonable amount 
of time.  In addition, historical images are necessary in order for a Radiologist to read new cases which would be 
unavailable if the primary archive site suffers a downtime. 
 
The need for an automated backup system is to allow facilities, such as HCC2, to go filmless and yet maintain their 
records digitally.  The loss of a digital archive can be catastrophic to a Radiology department similar to losing an entire 
film library.  Having up-to-date clinical images stored off site is vital to a filmless environment.  However, one of the 



greatest technical roadblocks in implementing an automated offsite backup is finding a fast broadband connection 
capable of transferring images in a reasonable amount of time.  The IPI Laboratory has previously established Internet2 
connectivity, which is a federal government initiative setup in 1996 to replace the current Internet with one using a 
higher speed backbone for many applications including transfer of medical imaging data.  At this time, Internet2, with 
over 200 research universities and more than 100 non-academic institutions connected to the Internet2 backbone, has 
transmission speeds up to 10Gbits/s in its backbone and is emerging as a great candidate for high speed image data 
transmission solution [4]. 
 
From previous experience, IPI Laboratory has been a pioneer in testing and developing Internet2 for clinical applications 
[5], but this research project provides the additional challenge of using the Internet2 for daily operational tasks and being 
added into an existing ASP solution. Figure 1 depicts the Internet2 connectivity between the HCC2 facility and the IPI 
Laboratory. 
  

 
Figure 1: Connectivity between IPI Laboratory and HCC2 

 
Because the offsite backup archive was already storing clinical images from SJHC, careful strategy and planning is 
needed to store a second site like HCC2’s clinical images with minimal disruption to the normal clinical workflow of 
SJHC. Utilizing the backup server for two sites simultaneously presented a challenge in separating each clinical site’s 
image data during storage and retrieval. It is a complex process that requires the repartitioning of both the long term 
storage and the RAID for short-term storage.  This problem was difficult to address with the first site still running.   This 
paper describes the implementation of adding a second clinical site with I2 Connectivity. 
 

2. METHODOLOGY 
 
There were 4 main steps that were implemented to ensure the success of the project 

1. Clinical Workflow Development 
2. Establishing & Evaluating Internet2 connectivity   
3. Implementing the new site, HCC2 
4. Monitoring and Performance Testing 
 

2.1 Clinical Workflow Development 
The initial step was to determine the workflow of the newly installed PACS implemented at HCC2.  HCC2 installed a 
totally digital solution with integrated Hospital Information System (HIS)/Radiology Information System (RIS)/ PACS/ 
Voice Recognition (VR) in July 2004.  The first step in the workflow is at the registration desk where patient 
information is obtained and an examination is ordered.  Next, the technologist selects an ordered exam from a worklist 
and forwards the patient demographics to a modality workstation. After that, the patient is called in for the examination 
and immediately the study image quality is checked before being sent to the PACS server and diagnostic workstations. 
At the diagnostic workstations, a radiologist makes a diagnosis using voice recognition to generate a report which is then 



sent off as the finalized report.  
 
To implement a fault-tolerant PACS system with an offsite ASP backup service a DICOM gateway must be added, the 
Internet2 connectivity must be established with proper security actions, such as configuring the firewall and restricting 
the access to the offsite PACS server, which also must be taken into consideration. Figure 2 describes in detail how this 
data workflow is presented at HCC2. It assumes a new patient with a single exam ordered. 
 

 
Figure 2: Detailed Data Workflow at HCC2 

First, patient information is entered into the RIS. Then an exam is then ordered and sent via HL7 as part of a modality 
worklist. At this time the patient is called in to perform the examination at the corresponding modality. In step 5 the 
exam is sent to the Quality Control machine to ensure the study has been acquired correctly. After this, the study is sent 
to the onsite PACS server as shown is step 6. Once the PACS server receives a new image, it automatically sends a copy 
to a gateway (step 8) configured to forward images using Internet2 to the ASP backup server at IPI Laboratory (step 9). 
The image data is first saved in the RAID short term storage and eventually migrated to DLT long term storage. At the 



same time, another copy is sent to the web server to retrieval using web technology from outside the hospital. In step 10 
the study is sent to the Display Workstation where the radiologist performs the diagnostics. Then the report is dictated 
and is digitally converted into a report by a server called Report Dictation Server, which then sends off the mentioned 
report back to the RIS Server as it is given in step 13. 
 
2.2 Establishing & Evaluating Internet2 connectivity 
An initial survey was performed between USC IT group to determine the connectivity of I2 from the Health Science 
Campus to the Main Campus.  Since the IPI lab has already established an I2 connection, the survey was necessary to 
determine whether there was I2 Connectivity from the Health Science Campus to the Viterbi School of Engineering at 
the Main Campus.  There was no need to test IPI’s connection to the Viterbi School of Engineering because connection 
was already documented to be established previously.  After communication between IPI and HCC2 was confirmed, 
simulated image data transfer was performed using both FTP and DICOM transfer protocol.  
 
The PACS Simulator software [6] was used to gain familiarity with the operation of a PAC system during the early 
phase of the project. It was important to know how to use the system before beginning modification of the operational 
backup service to minimize interruption and gain a better knowledge of the data transfer workflow. The PACS Simulator 
modeled the different modules of a clinical PACS environment and it was installed on five networked desktop computers 
at the IPI Laboratory. The components listed in order of workflow are: the RIS (Radiological Information System), 
Modality Simulator, Image Acquisition Gateway, PACS Controller and Reading Workstation. Figure 3 below depicts 
this configuration.   
 
 

 
Figure 3: Connection and workflow diagram of the PACS Simulator 

 
The components of the PACS simulator system were used to evaluate DICOM file transfers between HCC2 and IPI. The 
Modality simulator software was setup on a workstation at HCC2 and an image acquisition gateway was setup on a 
workstation in the IPI laboratory. Images were then sent from the modality simulator to the image acquisition gateway to 
determine DICOM transfer capability between the two sites. The locations of the simulator components were reversed, 
and DICOM image files were transferred to determine if a 2-way communication was functional. Lastly, modality 
simulator and acquisition gateway software were installed on workstations at HCC2, and the gateway was configured to 
forward images to a test backup server at IPI.   After the software installation and configuration was complete, the entire 
data flow (Figure 4 below) was tested to determine the functionality of the planned backup server configuration.  
 

 
Figure 4: PACS Simulator component configuration testing planned setup 

 
Data transfer speed was measured between the two sites using built in file transfer timers in the simulator software. 
Since previous T1 performance data between a clinical site (SJHC) and the IPI offsite back-up archive had already been 
collected, a performance comparison of HCC2 utilizing Internet2 and the clinical site utilizing a T1 connecting to the 
backup archive will be presented.  The transfer data collected will be discussed later on in the results section of this 



paper.  
 
2.3 Implementation 
Reconfiguration of the ASP Backup Archive was necessary before image backup support could be extended to HCC2 
because the archive was originally configured to receive data from only one clinical source.  The first step was to 
estimate the amount of incoming data from both clinical sites and determine the storage requirements for amount of time 
previously accorded with all the parties involved: 90 days for HCC2 and 60 days for SJHC. Priority was given to data 
from HCC2 because the SJHC data being archived was a third copy of the hospital’s image files, while HCC2 had no 
backup at all.  After the storage requirements were determined, the backup server’s short term RAID and long term DLT 
were reconfigured to reflect the new storage setup.   
 
2.3.1 IPI Setup for Two Clinical Sites 
The Backup Archive had been in clinical operation to serve SJHC for six months worth of clinical image data backup 
[7]. The storage volumes for St. John’s during this period were partitioned as: 150 GB of RAID for short-term storage 
and 34 Digital Linear Tapes (DLT) at 35 GB each for long-term storage.  SJHC stores close to 7.0 GB per day from their 
site to the ASP Backup Archive. With the addition of HCC2, it was necessary to reallocate the storage volume space to 
provide backup for both SJHC and HCC2.  Prior to partitioning of the RAID for the two clinical sites, SJHC’s data 
needed to be completely migrated from the RAID onto the long-term storage DLT.  Careful planning was performed to 
determine the best time to repartition the RAID since the backup archive would not be available for SJHC in case a 
downtime occurred to the primary archive onsite.  Based on their clinical workflow, it was determined that the best times 
for repartitioning should occur starting from late evening Friday and into the weekend.  SJHC was notified of the 
scheduled downtime and SJHC stopped sending new PACS exams until the backup archive was reconfigured.  
 
HCC2 was determined to have a greater need than SJHC for storage space because the ASP backup archive was its only 
source of backup. Taking into account this condition, the RAID was repartitioned with 110 GB for HCC2 and 40 GB for 
SJHC.  However, because the 150 GB RAID storage was being used to 100% of capacity, space for the new HCC2 
partition needed to be freed on the RAID disks before any repartitioning could be performed. The 110 GB of space was 
freed by changing the RAID migration settings such that all but 40 GB of the most recent data was migrated to the long 
term DLT tapes. A new RAID volume of 110 GB was then created from the space freed and set-up to receive data from 
HCC2.   
 
The long term DLT storage at IPI was originally configured to store two copies of the SJHC data into separate tape 
pools. The second DLT copy of the SJHC data was determined to be redundant because it will be the fourth copy of the 
information (SJHC has a primary copy and a backup, plus the two at IPI gives four copies).  Therefore, the DLT tape 
pool at IPI containing the second copy of the SJHC data was erased and reallocated to provide long term storage for the 
information from HCC2.  The final amount of long term storage allocated to HCC2 was 10 tapes with a total capacity of 
350 GB, which is approximately 3 months of data at a rate of 6 GB a day.   
 
Once reconfiguration of the backup archive was complete, SJHC was notified to restart sending PACS exams to the ASP 
Backup Archive.  After several weeks of monitoring, the data was determined to be storing and migrating as planned 
without any further modifications.  When HCC2 opened a few weeks later, surveillance of the file transfers were 
performed and the files were observed to be sending correctly to each site’s respective storage partition. 
 
2.3.2 HCC2 Setup 
A DICOM gateway was implemented based on the clinical workflow in Figure 2.  The DICOM gateway acts as a buffer 
between the HCC2 PACS and the Offsite Backup Archive by reducing the bottleneck of transmission since it has higher 
bandwidth locally and can queue the PACS exams to be sent across the I2 connection into the Offsite backup archive. 
This reduces the burden of congestion and send queue overflow at the onsite PACS server and frees it to perform 
important clinical image distribution locally. Should there be a problem or bottleneck in the connectivity or a problem 
with the offsite ASP server, the gateway is able to buffer the transmission by managing its send queue to retry without 
affecting the performance of the onsite PACS archive server. Although the Internet2 connection could support a direct 
transmission of PACS data from the archive controller, the DICOM gateway is essential to the robustness and security of 
the clinical PACS system. Clinical workstations at HCC2 also need to Query/Retrieve PACS exam from the offsite 
backup archive in a disaster recovery or archive downtime situation. However, configuring the clinical workstations for 



Query/Retrieve requires close coordination between the PACS vendor, hospital system administrator and ASP backup 
administrator. 
 
 
2.4 Monitoring and Performance Testing 
Finally, the HCC2 PACS was integrated with the ASP Backup Archive, where image data is temporarily stored for a 
period of 90 days at the IPI laboratory facility.  System monitoring and maintenance support protocols were designed 
and developed.  To maintain control and for maintenance purposes, it was deemed necessary to be able to remotely 
administer the system even if physical access to the sites were not available. The use of remote desktop technology aided 
the team greatly in our efforts to retrieve data and troubleshoot errors within the gateway computer during operations. 
 

3. RESULTS 
 
An ASP Backup Archive at IPI lab was successfully implemented for USC HCC2 PACS utilizing Internet2 connectivity.  
Performance metrics and other observations were gathered during a three month burn-in period.  One of the key 
performance factors is the ability of the ASP Fault-Tolerant backup archive to support two separate clinical PACS sites 
simultaneously.   

Transfer speeds were measured in megabits per second (Mbps) between the gateway computer sending from HCC2 and 
the ASP backup server receiving at IPI laboratory.  The data was collected during normal clinical operation; therefore 
the speeds measured are actual indicators of how well an Internet2 ASP backup server performs in the real clinical 
environment.  Table 1 and Table 2 below show a comparison of transfer statistics for the four different modalities 
implemented at HCC2. 

  CT Exams MR Exams CR Exams US Exams Total 
No. of Exams 41 55 89 15 200 
Total Images 2214 1848 89 704 4855 
Avg No. of Images Per Exam 54 34 1 47 136 
Avg Size of Exam (MB) 0.51 0.27 6.67 0.35 7.81 
Total Data Size (MB) 1145.71 391.116 593.78 258.9 2389.50 

Table 1: Statistics of DICOM Images Transferred 

 
  CT Exams MR Exams CR Exams US Exams 
No. of Exams 41 55 89 15 
Total Transfer Time (Sec) 2450 2765 295 672 
Avg Transfer Time (Sec) 59.76 50.27 3.31 42.90 
Avg Transfer Speed (Mbits) 5.03 1.41 18.21 4.49 

Table 2: Transfer Speed Statistics 

These results show that the average CR image transfer speed was 18.21 Mbps with 95% of the transfers occurring in the 
range of 8.1 to 28.3 Mbps.  In terms of time, it will take a standard 6.5 megabyte CR image between 1.8 to 7 seconds to 
transfer, with an average of 3.31 seconds.  For CT it was found that the transfer speed averaged 5.03 Mbps with a range 
from 1.76 to 9.23 Mbps.  The transfer time for an average transfer size of 28.8 megabyte took 59 seconds.  Transfer sizes 
ranged from 0.5 to 81.6 megabytes which corresponds to a transfer time range of 1 to 144 seconds.  In the case of MRI 
the transfer speeds averaged 1.40 Mbps with a range from 0.32 to 3.23 Mbps.  The average transfer size was 7.11 
megabytes which took 50 seconds.  The transfer sizes ranged from 0.24 to 25.5 megabytes corresponding to transfer 
times ranging from 1 to 130 seconds. Finally, US transfer speeds averaged 4.49 Mbps with a range from 1.81 to 7.2 
Mbps.  Transfer sizes averaged 18.29 megabytes taking approximately 42.9 seconds to transfer.  Overall transfer sizes 
ranged from 0.9 to 25.7 megabytes which took between 1 to 110 seconds to finish transferring.   



The results obtained through DICOM testing consistently demonstrate that the Internet2 connection was vastly superior 
in terms of file transfer speed to a T1 internet connection. The Internet2 connection had an overall average DICOM 
transfer speed of 10 Mbps with a high of 28.72 and a low of 0.317 Mbps. FTP transfer speeds attained were even faster 
than that of the DICOM protocol, because of less processing overhead, yielding figures ranging from 12 to 40 Mbps. As 
a result, the real world Internet2 speeds recorded were generally much faster than the theoretical 1.5 Megabits per 
second maximum of a T1 connection. This can be seen from Table 4 where the FTP transfer speed utilizing the T1 Line 
between SJHC and IPI Laboratory is about 1.39 Mbps only and the DICOM average transfer speed yields to 1.31 Mbps. 
[1] 

 IPI to HCC2 HCC2 to IPI 
No. of Transfers 17 17 
Total Size of  Transfers (MB) 27.77 25.82 
Total Time of Transfers (sec) 18.6 7.4 
Avg. Transfer Speed (Mbps) 10.00 27.91 

Table 3: FTP Transfer Statistics using Internet2 connection. 

 
 Using FTP Using DICOM 
Avg. Transfer Speed 
(Mbps) 

1.39 1.31 

Table 4: T1 Line statistics 

During DICOM testing, it was observed that the number and size of the files to be transferred significantly affected the 
data transfer rates attained. Table 5 shows the relationship between average file size and transfer speeds for the different 
modalities.  Generally, the smaller the file size and the greater the number files to transfer will result in a slow transfer 
speed.  MRI, US, and CT image transfers fall into the category of small and many files.  As expected, MRI which has 
the greatest number of files to transfer as well as the smallest file size has the slowest overall transfer speed. In the same 
fashion, CR resulted to be the faster in transfer speed due to the bigger average size of the files transmitted. 

Modality Type Average Transfer Speed (Mbps) Average File Size (Megabytes) 
CR 18.21 6.67 
CT 5.03 0.51 
US 4.49 0.35 
MR 1.40 0.27 

Table 5: DICOM Transfer Statistics 

Upon evaluation of our results, it seems that an Internet2 ASP Backup server should be capable of replacing a hospital 
archive when it comes to transferring CR images.  In the event of a hospital image archive failure, transfer speeds of 1.8 
to 7 seconds per image should be enough to allow diagnosis to continue at a slower pace.  For MRI, CT, and US images, 
the transfer times (depending upon the total number of files to be transferred) can be much longer than that of CR 
images, up to 2 minutes.  Nonetheless, it should be possible to continue with diagnosis of the images at a slower rate 
than normal.   
 

4. CONCLUSIONS 
 
While not being able to provide the ultimate goal of transparently replacing a hospital archive, the Internet2 ASP Backup 
server should be able to provide hospitals with the ability to continue radiological diagnosis in the event of a hospital 
archive failure.  However, the maximum amount of traffic the Internet2 connection can support needs to be determined 
for a hospital’s network infrastructure, in addition to the actual increase in demand of bandwidth in the event of an 
archive failure. 
 



The implementation of a fault-tolerant PACS system is a significant addition to clinical digital storage as well as disaster 
recovery. With the emerging appearance of Internet2’s high-speed and distant-independent cost of connectivity, 
clinicians have a heightened level of availability that allows them to gain consistency in their practice, and a much larger 
scale of resources always ready to be used to them. 
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ABSTRACT 

 
One of the new trends to protect the PACS image data against disaster situations is to store clinical images at an off-site 
backup archive. In order to support the mission-critical clinical PACS, the backup archive must be 24/7 continuously 
available (CA). We have developed a novel Data Grid for this purpose using the grid computing technology. With the 
federation of several PAC systems in a grid, the Data Grid can provide the true CA (99.999%) backup for the PAC 
systems. However, image integrity becomes a new critical issue to the Data Grid where the image data are not under the 
protection of local PACS anymore. In this paper, we presented a digital signature embedding (DSE) method, which can 
assure image integrity in image transmission or archive. The DSE method permanently embeds the digital signature (DS) 
of the image in the image pixels using lossless data embedding approaches, which can completely recover the original 
image whenever desired. The permanently embedded DS in the image would provide the integrity assurance for medical 
image during its lifetime. The embedding process can be utilized by the local PACS archive server to embed the DS in 
every image before it is sent to the Data Grid. The embedded DS can then be extracted for verification to ensure image 
integrity when images arrived in the Data Grid or when images were retrieved back. Therefore, with the DSE method, 
we have extended our protection of image integrity from local PACS to the backup Data Grid. 
 
Key words: Digital signature embedding, Lossless data embedding, Data grid, PACS, Backup archive 
 

1. INTRODUCTION 
 
Data integrity is an extremely important issue when medical images are archived or transmitted across public networks 
[1-3]. With current technology and know how, it is not difficult to get access to the network or computers, and to insert 
artifacts in medical images without detection. As a consequence, image integrity could be compromised. Figure 1(a) 
shows a magnetic resonance (MR) brain image after its acquisition, and Figure 1(b) shows the same image after it is 
retrieved from archive, or received by the receiving site (RS) from the sending site (SS). The question arises here: How 
do we know Figure 1(b) is the same image originally acquired as shown in Figure 1(a) especially considering the size of 
the artifact in relation to the overall image? With the artificial lesion camouflaged by the gray matter and the white 
matter in the brain, it requires quite an effort for its detection. Without the arrow pointing toward the artificial lesion in 
Figure 1(b), one would be hard pressed to identify the artificially inserted lesion even with both images displayed side by 
side. If the image in Figure 1(b) were utilized for primary diagnosis without the knowledge that the image integrity has 
been compromised, there could be certain misdiagnosis causing serious clinical consequences. 
 
As a 24/7 mission critical system, picture archiving and communication system (PACS) must have a backup solution, 
thus the historical images can still be retrieved for clinical diagnosis if the main archive server went down during 
disasters. A recent new trend for PACS backup is to store images in an off-site backup archive using application service 
provider (ASP) modal [4]. In order to provide a continuous online support for the main archive, research efforts have 
been put in developing a fault-tolerant off-site backup archive using the emerging grid computing technology. This type 
of backup archive is usually called data grid [5,6]. With the federation of several PAC systems in a grid infrastructure, 
the data grid can provide the true CA (99.999%) image data backup for the PAC systems. However, the image integrity 
issue may happen in any situation when data is transferred between the clinical PACS and the off-site data grid, or when 
the data is stored in any computers inside the data grid. How to know the data retrieved back from the data grid is the 
original data sent to the data grid for backup still remains a critical issue before we can apply the data grid for clinical 
usages.  

 



                 
Figure 1(a) a brain MR image; (b) same MR image with an artificial lesion inserted (arrow) 

 
Our previous work in image integrity is a digital envelope (DE) method, which embeds a DE in the least significant bit 
(LSB) of image pixels located in the dark background area of the image [7,8]. The DE consists of the encryption of a 
digital signature (DS) and pertinent patient information. The DE method works well for current mammography and 
sectional images in point-to-point tele-radiology applications. However, it has three drawbacks:  
 

1) In order to embed data in the pixels located in the background, it requires image segmentation preprocess to 
outline the boundary of the body segment,  

2) When there is no body boundary, (e.g., a chest image), the data has to be embedded in the image body which 
may alter some vital pixel values essential for diagnosis,  

3) It needs RS’s public key to generate the DE for every individual RS, which makes it very difficult to integrate 
the DE method with large-scale imaging systems such as the data grid where images may need to be verified in 
large amount of computers.  

 
For these reasons, we have developed a novel digital signature embedding (DSE) method using lossless data embedding 
approaches.  
 

2. METHODS 
 
The goal of DSE is to provide a robust integrity assurance to medical images in various application environments and to 
reserve the original image acquired from imaging modalities. Hence, the DSE was designed to embed the digital 
signature (DS) permanently in the image pixels and be able to completely recover the original image whenever desired.  
 
The DSE method consists of two opposite processes shown in Figure 2: 
 

1) Sign & Embed operation 
a. Generate the DS of the image pixels with the image owner’s private key: 
 

s = Sk,priv(I)   (1) 
  where 

  s DS        
  S signature signing process  
  k,priv owner’s private key     
  I medical image  
 

b. Embed the bit stream of DS into the image pixels using lossless data embedding approach: 



 
I* = I⊕ s   (2) 

  where 
 I* signature embedded image 
 ⊕  lossless data embedding process 

 
2) Extract & Verify operation 

a. Extract the DS from the signature embedded image and recover the image from the embedding 
process: 

 
(s, I’) = Θ I*   (3) 

  where 
  I’ the recovered image     
  Θ data extracting process. 
 

b. Verify the extracted DS with the owner’s public key: 
 

v = Vk,pub(I’, s)  (4) 
  where 

 v verification result    
 V signature verification process 

  k,pub owner’s public key.  
 
 If the verification result is true, the image integrity is assured. Otherwise, the image has been modified. 
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Figure 2 Data flow of Sign & Embed, and Extract & Verify processes in the DSE method. I: Original Image, I*: Signature Embedded 
Image, I’: Recovered image, s: Signature of the Original Image, v: Verification Result. 
 
Based on two different lossless data embedding approaches, we have developed two DSE methods including random 
pixel DSE method and RS (regular/singular) Groups DSE methods. 
 
2.1 Random Pixel DSE 
 
2.1.1 Algorithm 
 
As shown in Figure 3, the methodology of random pixel DSE method starts with extracting a sequence of LSBs (least 
significant bits) from randomly selected image pixels. The extracted LSBs form a concatenated bit sequence, which is 
then lossless compressed. The binary length of the digital signature (DS) determines when the LSB extraction and 
compression processes ends. When the resulting space defined by subtracting the binary length of the compressed LSBs 
from the binary length of the original LSBs is no less than the binary length of the DS, the LSB extraction and 



compression processes are complete. Next, the bit stream of the DS is appended to the bit stream of the compressed 
LSBs to form a concatenated bit stream. This bit stream then replaces the extracted LSBs in the image pixels. When 
recovering, the same LSBs in these random pixels are determined and extracted. The DS is first recovered from these 
LSBs and then the compressed LSBs are decompressed. The decompressed LSBs replace the modified bits, thus 
restoring the original LSBs in the image pixels. The lossless compression is achieved using adaptive arithmetic coding. 
 
2.1.2 Example 
 
Figure 4 shows an example of embedding the DS in an ultrasound (US) image using random pixel DSE. Assuming that 
the binary length of the DS is 512 bits and the compression ratio is 10%, we would need at least 5120 random bits to 
embed the DS. In this case, we started with extracting the LSBs from 6000 randomly selected US image pixels including 
the dark background. A pseudo-random number generator was utilized to generate these 6000 unique random numbers 
for selecting the pixels. After lossless compression of these 6000 bits, a compressed bit stream of 5400 bits is obtained. 
The bit stream of the DS was appended to the compressed bit stream (5400 + 512 = 5912). This newly formed bit stream 
was then embedded into the original image replacing the first 5912 bits of the extracted 6000 bits to generate the 
signature-embedded image. Since most LSBs of US image contain only noise due to the characteristics of the modality, 
the embedded signature will not induce any visual degradation to the signature embedded image. The extraction is the 
reverse process. 
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Figure 3 Data flow of the random pixel DSE. After the embedding process, the DS is embedded in the original image. Both the 
original image and the DS can be recovered. 
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Figure 4 Example using the random pixel DSE to embed the DS in an US image. 6000 random pixels were needed for embedding. 
 
Random pixel DSE adds additional protection to the embedded DS by using a secure random seed. However, the least 
significant bit of most current images is random noise whose compression ratio is very low, thus it is very difficult to 
acquire enough space for embedding the DS. In order to increase the compression ratio, one solution is to move up the 
bit plane from LSB to higher bit planes, which have less random noises. Another solution is to increase the compression 
ratio utilizing the correlation of adjacent pixels. Fridrich has proposed a novel RS (regular/singular) Groups lossless data 
embedding approach, which increase the compression ratio of the extracted bit stream by dividing the image pixels into 



three groups based on the correlation of adjacent pixels [9]. In this research, we developed the RS groups DSE method 
based on this data embedding approach. 
 
2.2 RS Groups DSE  
 
2.2.1 Algorithm 
 
Consider the original N x M medical image with pixel values in the set P = {0, …, 4095, or higher}. The method starts 
with dividing the original image into disjoint groups of n adjacent pixels (x1, …, xn). For example, we can choose n = 4.  
For this n, we define a discrimination function ‘f ’ that computes the correlation coefficients of each pixel group G = (x1, 
…, xn). For example, we can define ‘f ’ as in Equation (5). We also define an invertible operation F on P called 
“flipping”. F has the property that F(F(x)) = x for all x in P. For example, FLSB is as 0 ↔ 1, 2 ↔ 3, …, 254 ↔ 255. 
 

 f (x1, …, xn) = ∑ |xi+1 – xi|, 1 ≤ i ≤ n-1  (5) 
 

One can see that there would be three situations when we apply the flipping operation F and the discrimination function 
‘f ’ to each pixel group G using Equation (6). 
 
      f (F(G)) compared to f (G)   (6) 
 
We define these three situations as three groups: R, S and U. 
 
     Regular (R) group:  f (F(G)) > f (G)  
     Singular (S) group:  f (F(G)) < f (G)  
     Unusable (U) group: f (F(G)) = f (G) 
 
A new grouped image is formed with three possible states in the selected bit plane. 
 
2.2.2 Embedding Process  
 
At the selected bit plane, by assigning a 1 to R and a 0 to S we can embed one bit of the digital signature in each R or S 
group. The embedding starts with the scanning of the image pixels to find these R and S groups. Because the adjacent 
pixels in medical images are usually correlated, we can expect f (G) to be smaller than f (F(G)) for most groups G, which 
would be less correlated after the flipping operation. Therefore, there would be more R groups than S groups, thus more 
1s than 0s. With this uneven number of 1 and 0, the lossless compression can be performed more efficiently. The 
extraction and compression ends till there is enough space to embed the DS. After compression, the bit stream of DS can 
be appended to the compressed bit stream. The newly formed bit stream is then compared to the original 1/0 bit stream. 
If there is a difference, the corresponding group of pixels (R/S group) is flipped. After all the bits are compared, the 
embedding process is complete. In this process, the U groups are not used. 
 
2.2.3 Extracting Process 
 
Since the forming of R, S, and U groups, and the embedding are all reversible processes, we can extract the signature 
and recover the original image. The extracting process starts with the same scanning to find all the R and S groups from 
the embedded image. In consequence, we reconstruct the embedded 1/0 bit stream. The extracted bit stream is broken 
down to the compressed bit stream and the DS. The compressed bit stream can be decompressed to get the original R 
and S bit stream. To recover the original image, the decompressed R and S bit stream is compared with the extracted R 
and S bit stream. If any difference, the corresponding group of pixels is flipped. Since the flip operation is a permutation, 
the original image pixels can be completely recovered.  
 
2.2.4 Examples.  
 
Figure 5 shows an example of using RS Groups DSE method to embed the DS in a CT image. 
 



 
 

Figure 5 Example of embedding the DS in a CT image using RS Groups DSE method. 
 
2.3 Three Dimensional (3D) DSE 
 
The aforementioned DSE methods are performed on each individual two-dimensional (2D) image. With the advent of 
multi-detector and volume acquisition technologies, a CT, MR or US exam can generate thousands of images forming a 
3D volume. To perform the DSE methods on each individual image in the volume is very time consuming and 
inefficient. For this reason, we have developed a novel 3D DSE method. As an example, we will use a CT volume with 
500 images to illustrate the concept of the method. 
 
2.3.1 Signing 
 
As shown in Figure 6, the method starts with generating a pseudo random sequence with 500 numbers and arranging the 
pixel data of all the 500 images in a random order based on this random sequence. A hash value is computed for all the 
pixels in this newly formed volume. The hash value is then encrypted becoming a digital signature (DS) for the entire 
volume with 500 images. The bit stream is then lossless embedded in this volume using the following approach.  
 
2.3.2 Embedding 
 
3D data embedding is a complex problem. In this paper, we simply extended the 2D RS groups data embedding 
approach to 3D. However, the 3D method uses a Z shape walking to search the R and S groups in a selected bit plane 
instead of scanning the images row by row. Take the CT volume as an example, the Z shape walking through the 500 
images would be like the Figure 7. It starts with the first four pixels in the first row of the first image, followed by the 
first four pixels in the first row of the second image until the 500th image. Next, it continues at the second four pixels in 
the first row of the first image and so on. For all the found R and S groups, we convert them to 1/0 bit stream and 
lossless compress it. The walking and compressing processes end until there is enough space to embed the bit stream of 
the DS. Then, the compressed bit stream and the DS are embedded using the same flipping operation in 2D RS Groups 
DSE. After embedding, the volume data is re-arranged to the original order. 
 
2.3.3 Extracting and Verifying 
 
When extracting and verifying, the volume images are first arranged in the same random order in the signing and 
embedding processes. The same walking is performed to extract the embedded data. The extracted bit stream is used to 
recover the original volume data and the original DS. The DS is then verified with the recovered volume data. Finally, 
the successfully verified volume data is re-arranged to the original order for clinical usages. 
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Figure 6 3D digital signature embedding (3D DSE). A single image digital signature is generated for the 3D volume to assure the 
integrity of the volume. 

 

 
 

Fig. 7 Z-shape walking searches the R and S groups for data embedding.  
 

3. INTEGRATION OF THE DSE WITH THE DATA GRID  
 
3.1 Data Grid 
 
Data grid utilizes the grid infrastructure to federate physically distributed storage devices into a fault-tolerant shared 
virtual storage device. Figure 8 shows an example of a data grid with federation of three sites. The first site is the PACS 
controller and FT backup archive located at the IPI Lab at ISI/USC. The second site is a partition of the SAN located at 
Saint John’s Health Center.  The third site is a partition of the SAN at Healthcare Consultation Center 2 at USC/HSC. A 
clinical workstation outside of the data grid is able to send images to the data grid for backup without the knowledge 
where images are actually stored.  
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Figure 8 Example of the data grid infrastructure with the federation of three sites. 
 
The image integrity problem can happen when images are transmitted between any two sites through public networks 
such as T1 or Internet2. It can also happen when images are archived in any site where images might be altered because 
of security holes. The DSE method can be utilized in the data grid to ensure the image retrieved back from the data grid 
is the original image that sends out to the grid. We have studied how to integrate the DSE with the data grid. 
 
3.2 Integration of the DSE with the data grid 
 
Figure 9 shows the integration of the DSE with the data grid. Take SJHC as an example, the DSE Sign & Embed 
processes is installed in the SJHC PACS WS (workstations). The Extract & Verify processes can be installed in both the 
data grid and the WS. Every image will be signed and embedded before it is sent to the Data Grid. After the image is 
archived in the data grid, the Extract & Verify processes can be called by any component in the grid to verify the 
signature of the image if desired. When the image is retrieved back in the WS, the image must be verified to ensure the 
image has not been altered. Therefore, the image integrity is assured when images are retrieved back from the data grid.  



 
 

Figure 9 Integration of the DSE with the data grid.  
 

4. RESULTS AND DISCUSSION 
 
We have tested the 2D DSE methods with all prevailing medical images including computed radiography (CR), CT, 
MR, and US. Following (Figure 10 and 11) are two examples obtained from the experiments.  
 
Figure 10 shows the results of a MR brain image. Comparing the signature embedded images Figure 10(b) and 10(d) 
with the original image Figure 10(a), we found there is no visual quality degradation in the signature embedded images.  
 
From the subtracted images Figure 10(c) and 10(e), we can see two types of patterns of the embedded data: random dots 
and block shape. The random dots pattern is from the random pixel DSE, which demonstrates that the embedded bits are 
randomly distributed in the entire image. The block shape pattern is from the RS Groups DSE. Because each 1 or 0 bit is 
corresponding to a group of four adjacent pixels, any one bit embedded would actually change four adjacent bits. 
Therefore, when we embed the bit stream row by row, the result of the embedded bits appears in a block shape. 
Obviously, more pixels will be changed during the data embedding process in the RS Groups DSE than in the random 
pixel DSE. For example, the total pixel changed in Figure 10(e) is 21840, whereas to 2550 in Figure 10(c). Divided by 
the total number of the original MR image pixels (65536), the % pixel changed is 33.3% and 3.9% respectively.  
 
The digital signature (DS) embedded is a 64 bytes binary value. Figure 10(f) shows an example of the DS of the MR 
image 10(a). 
 
 
 
 



   
(a)    (b)    (c) 

     
(d)    (e)      (f) 

Figure 10 (a) Original MRI image. (b) Signature embedded image from the random pixel DSE. (c) Subtracted image between (a) and 
(b). (d) Signature embedded image from the RS Groups DSE. (e) Subtracted image between (a) and (d). (f) Binary value of the DS of 
the original MRI image.  
 
Figure 11 shows the results of a CR chest image. Once again, we can see no visual degradation in the signature 
embedded image Figure 11(b) from the original image 11(a). As we have found, the random pixel DSE method is not 
very effective to CR image because the LSB contains most random noise. In contrast, the RS Groups DSE method is 
very effective to the CR image because it provides large amount of pixels to get R and S groups. One can see that the 
embedded bits only utilize very few pixels in the entire image shown in Figure 11(c). The actual % of pixel changed is 
1.7%.  
 

   
(a)             (b)       (c) 

 
Figure 11(a) the original CR chest image, 11(b) the signature embedded image from RS Groups DSE, 11(c) the subtracted image 
between 11(a) and 11(b). 
 



We also recorded the time performance of the DSE methods, since one of the most important factors to be able to 
adopting the DSE methods in the data grid is fast process time. Table 1 tabulates the time performance of two DSE 
methods in the experiments with four types of medical images including CR, CT, MR and US. The experiments were 
performed in a PC with one Pentium IV 2.8GHz processor and 512 MB memory. 
 
As we can see, the time required for signing and verifying decreases from 0.22 seconds down to 0.008 seconds as image 
size decreases. Since the DS is generated using the secure hash algorithm SHA1withRSA approach [10], the time for 
signing is usually longer than the one for verifying demonstrated by other studies [10]. We can also see that the time 
performance for signing or verifying is almost same in both DSE methods, because the signing and verifying processes 
are independent of the embedding and extracting processes.  
 

Random Pixel DSE (sec.) RS Groups DSE (sec.) Imaging 
Modality Sign Embed Extract Verify Sign Embed Extract Verify 
MR 0.008 0.086 0.038 0.004 0.009 0.083 0.042 0.005 
US 0.012 0.09 0.09 0.01 0.012 0.11 0.039 0.009 
CT 0.027 0.12 0.085 0.032 0.027 0.08 0.026 0.042 
CR 0.22 0.33 0.33 0.2 0.19 0.079 0.032 0.21 

 
Table 1 Time performance of two DSE methods in the experiments. 

 
The time performance of embedding using the random pixel DSE is much larger in CR image (0.33 seconds), than the 
time (about 0.1 seconds) for other types of images. The reason for this difference is that the tested CR image contains the 
most noise in the selected bit plane, which results in much more bits to embed the same size DS than the ones needed in 
other types of images. On the other hand, the time performance of embedding remains nearly the same for all the tested 
images using the RS Groups DSE. This indicates that the random noise in the selected bit plane has very few effect on 
the RS Groups DSE method.  
 
Considering the performance of DICOM transmission of the images over T1 and Internet2 tabulated in Table 2, we can 
calculate the overhead of the transmission by 
 

(Tsign + Tembed)/Ttrans.    (7) 
or  
    (Textract + Tverify)/Ttrans.   (8) 
 
where T denotes the time performance of the process, e.g., Tsign the time performance of the sign process.  
 
 
 
 
 

Table 2 Time Performance of DICOM Transmission over Internet2 and T1. 
 
Table 3 lists the overhead of the DICOM transmission using the DSE method through T1 or Intenet2. As we can see, the 
overhead is bigger for image transmission through Internet2 than through T1. For example, the overhead is 16% for CR 
image through Internet2 connection, whereas it is 1% for transmission through T1. Also, the overhead is bigger using the 
RS groups DSE method than the one using the random pixel DSE method, even the image is transmitted over the same 
network. For example, 8% for CR using the RS groups DSE method versus 16% using the random pixel DSE method. 
This difference between the two DSE methods decreases as the image size decreases. The overheads are almost same for 
MR image using both DSE methods in transmission through T1 or Internet 2. Considering the number of images in MR 
or CT exams, the current overhead indicates that the process time of the DSE methods still needs improvement in order 
to be able to apply in clinics.  
 
 
 

 MR (sec.) US (sec.) CT (sec.) CR (sec.) 
T1 (1.5 MB/s) 0.9 2 3.2 38 
I2 ( ≥ 350 MB/s) 0.8 0.95 1.1 3.3 



DICOM Trans. Overhead through T1 (%) DICOM Trans. Overhead through Interne2 (%)  
MR US CT CR MR US CT CR 

SE* 10 5 4 1 11 10 13 16 Random 
pixel  EV* 4 5 3 1 5 10 10 16 

SE* 10 6 3 0.7 11 12 9 8 RS 
Groups EV* 5 2 2 0.6 6 5 6 7 

* SE: Sign & Embed processes, EV: Extract & Verify processes 
 

Table 3 Time overhead of DICOM Transmission using the DSE method through T1 or Internet2. 
 

5. CONCLUSION 
 
In this paper, we presented the digital signature embedding (DSE) methods to ensure the integrity of medical images of 
the off-site backup data grid. A novel 3D DSE method was investigated for the recent 3D volumetric images. The 2D 
DSE methods have been tested in the laboratory experiments and some results from the experiments were presented. The 
system integration of the DSE with the data grid has also been studied. The laboratory testing of the system integration 
of the DSE with the data grid and clinical evaluations will be continued. 
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ABSTRACT 

The HIPAA (Health Insurance Portability and Accountability Act, Instituted April 2003) Security Standards 
mandate health institutions to protect health information against unauthorized use or disclosure. One approach to 
addressing this mandate is by utilizing user access control and generating audit trails of the various authorized as 
well as unauthorized user access of health data. Although most current clinical image systems (eg, PACS) have 
components that generate log files as a solution to address the HIPAA mandate, there is a lack of methodology to 
obtain and synthesize the pertinent data from the large volumes of log file data generated by these multiple 
components within a PACS. We have designed and developed a HIPAA Compliant Architecture specifically for 
tracking and auditing the image workflow of clinical imaging systems such as PACS. As an initial first step, a 
software toolkit was implemented based on the HIPAA Compliant architecture.  The toolkit was implemented 
within a testbed PACS Simulator located in the Image Processing and Informatics (IPI) lab at the University of 
Southern California.  Evaluation scenarios were developed where different user types performed legal and illegal 
access of PACS image data within each of the different components in the PACS Simulator.  Results were based on 
whether the scenarios of unauthorized access were correctly identified and documented as well as normal 
operational activity.  Integration and implementation pitfalls were also noted and included. 

Keywords: HIPAA, Security, Auditing, Monitoring 

 

1. INTRODUCTION 

Health Insurance Portability and Accountability Act (HIPAA) [1, 2] of 1996, Public Law 104-191, was officially 
instituted on April 14, 2003 to enforce healthcare providers to be compliant by April, 2005 deadline. The major goal 
and focus of HIPAA is to set and enforce broad standards in the attempt to protect the privacy and security of health 
data throughout the patient care environment. To date, there are four types of standards in HIPAA:  

1) Transaction and Code Set Standards  
2) Identifier Standards 
3) Privacy Standards  
4) Security Standards 

In this paper, we focus on the fourth standard type - security.  HIPAA Security Standards [3] are aimed at the 
protection of confidentiality, integrity, and public availability of electronic health information against unauthorized 
use or disclosure. This is accomplished by utilizing administrative, physical, and technical safeguards. In particular, 
the technical safeguards consist of technical methods to assure security of the health data.  One such technical 
method proposed by HIPAA is the on-demand generation of an audit trail that can record and examine information 
system activities such as data access of a specific patient. Specifically, HIPAA compliant audit trails require 
following information for the health data access [4]:  

 Identification of the person who accessed the data 
 Identification of the accessed data  
 Where the data was accessed  
 Timestamp of when the data was accessed 
 Types of access (eg, create, read, write, modify, delete) 
 Status of access (eg, success or failure) 

Because health data and information is such a broad area containing vast amounts of data types, the major focus of 
this research is on clinical imaging data that is generated and distributed through PACS. 



    

 

Some efforts have been achieved by developing HIPAA compliant auditing tools for general health information 
systems [5-7]. These auditing tools generate audit trails by recording the health data transactions or changes in logs 
and extracting the pertinent auditing information from these logs on demand. This method is applicable for health 
information systems that have all the data transactions or data flow controlled by a centralized server, such as 
Radiology information system (RIS) [8].  However, the data flow is much different in integrated medical imaging 
systems, such as Picture Archiving and Communication System (PACS). There is no single component that controls 
and records the data flow of all the multiple components within PACS. This makes it very difficult for these auditing 
tools to record all the data transactions and changes in PACS.  For example, the PACS archive server, even within 
client-server architecture, has no control of the workflow of the CT modality, and vice versa.  Additionally, there are 
various other components within a PACS that require a system-wide architecture instead of a single component-
based approach.  Most current clinical imaging systems have no such ability to generate HIPAA compliant audit 
trails even though they generate activity logs. Furthermore, even though pertinent auditing information can be 
extracted from these logs to create audit trails, it requires tedious if not manual methods to produce the requested 
audit information and analysis.  There is a lack of a formal methodology to interpret the potential large volumes of 
these log data and generate these HIPAA compliant audit trails.  Therefore, a HIPAA compliant auditing 
architecture for integrated medical imaging systems needs to be tailored to the complex workflow.  

In this research we present the design and development of a HIPAA Compliant Architecture specifically for tracking 
and auditing the image workflow of clinical imaging systems such as PACS.  The architecture is designed to 
facilitate the generation of HIPAA compliant audit trails of image data access for a specific patient so that various 
types of queries can be performed on demand.  It also provides the mechanisms to automatically monitor the data 
flow of PACS and facilitating the detection of unauthorized image access and other abnormal activities. As an initial 
first step, a software toolkit, called HIPAA Compliant Auditing System (HCAS), was implemented based on partial 
components from the HIPAA Compliant architecture.  This initial HCAS toolkit was implemented and evaluated 
within a testbed PACS Simulator located in the Image Processing and Informatics (IPI) lab at the University of 
Southern California.  Evaluation scenarios were developed and results were based on whether the scenarios of 
unauthorized access were correctly identified and documented as well as normal operational activity.   

 

2. METHODS AND MATERIALS 

2.1. Design Criteria 

In order to apply the HIPAA Compliant Architecture for auditing and tracking clinical images to various PACS 
generating different format log files, it must be independent from any individual PACS architecture or manufacturer.  
For this reason, we define the necessary architecture criteria as follows: 

1) HIPAA Compliant 
The ability to facilitate generation of the HIPAA compliant auditing trail report in terms of who access it, 
when, where, what are accessed, access status, and access types.  

2) Open and Extensible 
Provide interfaces for integration of new auditing or monitoring techniques and the ability to support 
current HIPAA auditing requirements and accommodate new HIPAA additions in the future without 
affecting already existed components. 

3) Portable 
Not tied-down to any individual PACS or PACS architecture. 

4) No interruption of clinical PACS workflow 
Any interruption on the workflow of PACS is avoided. 

2.2. HIPAA Compliant Architecture Development 

Based on the criteria described above, the HIPAA Compliant Architecture was designed as a four-layer system 
shown in Fig. 1. The first layer (the lowest layer) is the Record layer, consisting of various logs within PACS 
components. By logically separating PACS logs from other components in HCAS, independence from PACS and 
portability can be achieved. The second layer is the Audit layer, which includes a centralized auditing database and 



    

 

other audit data analysis and interpretation tools. HIPAA compliant audit trails can be generated based on the 
auditing database. This layer also enables us to automatically monitor the data flow of PACS, which greatly assists 
PACS management. The third layer is Notification layer, which has a Notification component sending warning or 
alert messages of abnormal events to end users, such as PACS administrators. Finally, in the fourth layer, end users 
can decide to take certain actions against these abnormal events.   These layers will be described in more detail in 
the following paragraphs. 
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Figure 1: The four layer HIPAA compliant architecture for auditing of medical images in PACS showing the carious 

components for each layer: 1) Record layer, 2) Audit Layer, 3) Notification Layer, and 4) Action Layer. 

Record Layer 
This first layer is the data resource layer, including but not limited to the various types of log data shown in Figure 
1. PACS application logs are event logs generated by the individual PACS applications. For example, an image 
query/retrieve event in PACS archive server may include such information as time, local host name, DICOM 
Application Entity Title (AET), patient information and query/retrieve status. PACS user login logs record user 
login events in each individual PACS component. Other computer system logs generated in PACS components, such 
as application access logs, can also provide supplement information.  



    

 

Due to the flexibility of this architecture, new logs can also be added to this layer. For example, an image integrity 
log can be added to record image data integrity verification events. Data integrity, as one requirement of HIPAA 
Security Standards, refers to protecting image data from being altered or destroyed by unauthorized users. A 
Lossless digital signature embedding (LDSE) method has been developed to ensure the data integrity of medical 
images at IPI laboratory [9]. By recording signature verification time, local machine, and signature verification 
status in the integrity log, the LDSE method can provide logs to generate HIPAA compliant audit trails on the data 
integrity of image. To extract and interpret the pertinent information from thousands of log events requires proper 
methodology, which will be addressed in the second layer, the Audit layer. 

Audit Layer 
As shown in Fig. 1, the Audit Layer is the heart of the architecture. It collects the audit data from distributed PACS 
components and stores the data in a centralized auditing database. The database is then used for audit analysis and 
automatic monitoring. Currently, there are seven components in this layer: Audit Log Collector, Syslog Server, Log 
Data Normalizer, Auditing Database, Audit Analysis Tool, Role-based Policy and Monitor Tool.  

a. Audit Log Collector 
Because the audit data is scattered within large volume of logs, a collector was designed to extract the 
pertinent data from logs and send the data to the centralized Auditing Database. PACS logs may be stored 
with different formats, such as database tables or textual files. The collector must support all these types of 
logs. 

b. Syslog (System log) server 
The pertinent data extracted from PACS logs are distributed in different PACS components connected by 
digital networks. In order to store them in the centralized Auditing database, a transmission mechanism is 
needed.  
Currently, syslog [10] is a de-facto standard for transport and storage of event notification messages in 
UNIX systems, network devices and network applications. Syslog is a client-server mechanism. The clients 
can be configured to locally store event messages or directly send event messages to the server without 
local storage. Syslog uses User Datagram Protocol (UDP) to transfer event messages. This feature can be 
utilized to reduce the overhead added to the image transmission in PACS caused by event message 
communication, since PACS uses DICOM (Digital Imaging and Communications in Medicine) Protocol 
and Transmission Control Protocol (TCP).  For this advantage, syslog technology was adopted as  the 
architecture standard to transfer pertinent log data. The data is converted to syslog format by the syslog 
client in each PACS component. The client then sends the data to Syslog server, which will forward the 
data to the Log Data Normalizer. 

c. Log Data Normalizer 
The pertinent data extracted from PACS components might have different terminologies for the same 
object. For example, the name “film librarian” in the CT modality might be named as “clerk” in an MR 
modality. For this reason, a Log Data Normalizer was designed to normalize the data into common terms 
and then add them to the Auditing Database.  

d. Auditing Database 
In order to generate HIPAA compliant audit trails in a short time, a centralized database was designed to 
preserve all the obtained auditing data. The structure of database was designed based on the requirement of 
HIPAA compliant audit trails, including: who, when, where, what, how, and status. Patient information, 
such as name and id, and other relevant information are also included in the database. The advantages to 
use database technology to preserve the log data are:  
• No loss of historical logs: since all the logs generated in PACS components are obtained and stored in 

the database everyday, there is no loss of log data when these logs are overwritten and updated by 
PACS components. 

• Centralized management of data access information: The image data access events for an individual 
patient usually happen in multiple PACS components. For example, an event that a CT image is 
generated in a CT modality and another event that the same CT image is retrieved to viewing 
workstation for clinical review are related to the same patient. But these two events were recorded in 
two different logs at two separate PACS components. Without centralized database, the pertinent 
information needs to be extracted from these two components every time HIPAA compliant audit trails 
of image access for this patient is desired. Therefore, a centralized database enables us to quickly 
generate audit trails. 

e. Audit Analysis Tool 



    
Most current PACS lack a mechanism to dynamically monitor the data flow, which results in PACS 
management mostly relying on the experience of PACS administrators. A monitoring tool that can 
automatically analyze the data to find abnormal patterns and make decisions on the patterns would make 
PACS management much easier. To develop such a tool, the information of data flow of PACS needs to be 
collected and analyzed in real time. With audit data collected in the auditing database, the HIPAA 
Compliant architecture can provide this ability using some data analysis techniques, such as Intrusion 
detection technology [12]. Audit Analysis Tool is the component to perform such data analysis functions.  

f. Monitor Tool  
After the Audit Analysis Tool finds abnormal patterns in the data flow of PACS, a Monitor Tool was 
designed to monitor the pattern, and make decisions whether it is an unauthorized data access for the 
abnormal pattern based on the Role-based Policy. Any pattern that violates the Policy would automatically 
cause a warning or alert result. For example, Audit analysis tool discovers an abnormal pattern of image 
query/retrieve by a PACS user “A“, belonging to the role of “Clerk”, which was defined to have no image 
query/retrieve right in the Policy. The Monitor tool automatically makes a decision that this is an 
unauthorized image query/retrieve and gives a warning message. 

g. Role-based Policy 
The Role-based Policy defines the roles for PACS users based on the roles they performed in the clinical 
environment, such as clerk, PACS manager, and Radiologists, and the image access rights for each role. 
Two types of policies, Normal policy and Disaster policy, are defined for two different conditions. Normal 
policy is for daily operation, whereas Disaster policy is defined for the emergency situations, such as 
earthquake, when normal policy can be bypassed.  

Notification Layer 
Notification layer consists of a notification component, which receives the warning or alert messages from the Audit 
layer and notifies PACS end users of the unauthorized image data access and other abnormal activities. 

Action Layer 
Action Layer is designed for PACS end users to take actions, such as access control, against the unauthorized image 
access and other abnormal activities. This four-layer architecture enables PACS to generate HIPAA compliant audit 
trails of image data access for a specific patient on demand. Meanwhile, it can automatically monitor the data flow 
of PACS facilitating PACS management. With an open and extensible design, the architecture can also easily 
incorporate new data analysis and monitoring techniques, and be extended to support future HIPAA requirements.  
 

3. RESULTS AND DISCUSSION 

A HIPAA Compliant Auditing System (HCAS) toolkit has been developed for automatic monitoring the data flow 
of PACS based on partial components of the Audit Layer in the architecture [12]. The HCAS toolkit and its GUI 
were installed in a UNIX machine. The HCAS toolkit currently includes such components as Audit Log Collector, 
Syslog Server, Auditing Database, Monitor Tool and Role-based Policy (Normal Policy).  A simple role-based 
policy was designed according to the roles of healthcare providers. The policy consists of three tables: role table, 
resource table and policy table. The role table defines different roles, such as radiologists. The resource table records 
PACS applications, such as the viewing software. The policy table, shown in Table 1, assigns each user the role and 
the resources this user can access based on the right of his/her role. For example, one entry in the policy table is user 
“Michael”, “System Administrator”, and “All”. “All” means all the resources can be accessed by this user.  

User Name Role Name Resources 
Michael System Administrator All 
John Clerk Viewing software 
Joe Radiologist All 
Jessica Technician CT scanner 

Table 1: Example of a role-based policy table which can be set up & configured based on each healthcare institution’s own staff. 

The toolkit can monitor the dynamic data flow of PACS. First, it collects pertinent auditing data from PACS 
application logs, PACS user login logs and other computer system logs. It then stores the log data in the Auditing 
Database. Next, the toolkit compares the user name in every record in the Auditing Database and the user name in 
the policy table. If a match occurs, the toolkit further compares the application name in the database record and the 



    

 

application name in the policy table. If any comparison failed, the HCAS toolkit gives out a warning message of 
unauthorized image data access in its graphic user interface (GUI). Otherwise, a normal message is given out.  
Currently, the toolkit lacks the ability to generate HIPAA compliant audit trails of image data access for a specific 
patient. This function is currently in development. 

In order to evaluate the impact of this HCAS toolkit in PACS, a laboratory-based PACS Simulator [13, 14] was 
implemented with the toolkit to simulate the data flow of clinical PACS.  The Simulator can simulate the complete 
data workflow of clinical PACS from patient registration to exam ordering, and to image generation, image archive 
and display.   The clinical images used for simulation are replenished continuously through a clinical PACS 
connection but with the patient information in the DICOM header of the image removed. Figure 2 shows the 
implementation of the HCAS with the PACS Simulator for evaluation.   
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Figure 2: The HCAS toolkit implemented with the PACS Simulator in the laboratory environment showing Log Collector 
Clients at each of the PACS Simulator Components. 

The log collector clients are installed in every component except the RIS Simulator to receive event messages of 
each image data access activity generated by these components.  Log messages generated are automatically 
collected and inputted into the HCAS toolkist via the Syslog Server.  The log data includes what, when and where 
images are accessed.  In addition, user login logs and computer system logs are collected. These data, along with log 
data already collected by the PACS monitoring client in PACS controller are used as input data for the evaluation of 
the HCAS toolkit.  Pertinent information in the log database of the PACS controller was collected and stored in the 
Auditing Database.  The user login information and application access information from the computer system logs 
of the DICOM gateway and viewing workstations were also collected. For example, user “Michael” logged on a 
viewing workstation and made an image query/retrieve with the viewing software. A viewing software access event 
with the user name was recorded in computer system logs in the workstation. Meanwhile, the PACS controller also 
records this query/retrieve activity in its log database. Comparing the time of the software access event and the time 
of the image query/retrieve and assuming that only a single user was using the viewing software at that time, these 
two events can be related together and the name of the user who did this query/retrieve can be obtained. 
 
The laboratory evaluation is currently ongoing.  

4. CONCLUSION 

The advent of HIPAA greatly impacts medical imaging systems, such as PACS, and even the entire health 
information systems. To be HIPAA compliant, every medical imaging system must satisfy the HIPAA requirement 
of audit trails.  



    
In this research, we presented a HIPAA compliant architecture for auditing medical images in PACS.  The 
architecture enables PACS to generate HIPAA compliant audit trails of image data access for a specific patient on 
demand. It also enables PACS to automatically monitor the image flow in the system, including detection of 
unauthorized usages of image data and other abnormal activities. As and initial first step a HIPAA Compliant 
Auditing System (HCAS) toolkit has been developed based on partial components of the Audit layer within the 
architecture. The toolkit can automatically monitor the image flow in PACS. Currently, the toolkit lacks the ability 
to generate HIPAA compliant audit trails, which is in development now. A PACS Simulator was integrated with the 
HCAS for laboratory evaluation of the toolkit.  An evaluation methodology was developed and test scenarios 
designed accordingly to properly evaluate the HCAS toolkit.  The evaluation is currently ongoing with promising 
initial data results. 
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ABSTRACT 
 

Health Insurance Portability and Accountability Act (HIPAA), a guideline for healthcare privacy and security, has been 
officially instituted recently. HIPAA mandates healthcare providers to follow its privacy and security rules, one of which 
is to have the ability to generate audit trails on the data access for any specific patient on demand. Although most current 
medical imaging systems such as PACS utilize logs to record their activities, there is a lack of formal methodology to 
interpret these large volumes of log data and generate HIPAA compliant auditing trails. In this paper, we present a 
HIPAA compliant auditing (HCA) toolkit for auditing the image data flow of PACS. The toolkit can extract pertinent 
auditing information from the logs of various PACS components and store the information in a centralized auditing 
database. The HIPAA compliant audit trails can be generated based on the database, which can also be utilized for data 
analysis to facilitate the dynamic monitoring of the data flow of PACS. In order to demonstrate the HCA toolkit in a 
PACS environment, it was integrated with the PACS Simulator, that was presented as an educational tool in 2003 and 
2004 SPIE. With the integration of the HCA toolkit with the PACS simulator, users can learn HIPAA audit concepts and 
how to generate audit trails of image data access in PACS, as well as trace the image data flow of PACS Simulator 
through the toolkit. 
 
Key words: HIPAA compliant, Audit trails, Auditing toolkit, Dynamic monitoring, PACS simulator 
 

1. INTRODUCTION 
 
Health Insurance Portability and Accountability Act (HIPAA) [1,2] of 1996, Public Law 104-191, became law on April 
14, 2003. The purpose of HIPAA is to set and enforce the standards to protect the privacy and security of health data. 
Currently, there are four types of standards in HIPAA: Transaction and Code Set Standards, Identifier Standards, Privacy 
Standards and Security Standards. HIPAA mandates healthcare providers to fulfill these standards by certain deadlines. 
For example, the deadline for being compliant with the Privacy Standard is April 14, 2005. Among these four standards, 
the Security Standards [3] are the only one to protect confidentiality, integrity and availability of electronic health 
information. HIPAA specifies three types of protections including administrative, physical and technical safeguards. The 
technical safeguard defines the technical methods to assure the security of the electronic health data. One such method 
suggested by HIPAA is an audit trail, which can record and examine information system activities [3]. HIPAA requires 
health institutions to have the ability to generate audit trails on data access activities for a specific patient on demand. 
Specifically, HIPAA compliant audit trails require the following information for access to health data:  
 

 Identification of the person who access the data 
 Identification of the data that is accessed  
 Location of where the data is accessed  
 Date and time when the data is accessed 
 Types of access (Create, read, write, modify, delete) 
 Status of access (success or failure) 

 
Most current health information systems have no such ability to generate HIPAA compliant audit trails, even though 
they do generate activity logs. These logs can be utilized to generate audit trails extracting the pertinent auditing 
information from the log data. However, there is a lack of a formal methodology to interpret the potential large volumes 
of the log data to generate HIPAA compliant audit trails. Some efforts have been achieved by developing HIPAA 



compliant auditing tools for text-based health information systems [4-6]. These auditing tools generate audit trails by 
recording the health data transactions or changes in logs and extracting the pertinent auditing information from these logs 
on demand. This approach is effective for health information systems that have all the data transactions or data flow 
controlled by a centralized server, such as Radiology information system (RIS) [7]. However, an integrated medical 
imaging system such as Picture Archiving and Communication System (PACS) [7] has a rather different data flow. 
There is no single component that can control and record the data flow of all components in PACS. For example, PACS 
archive server has no record of who logs in a CT modality and generates a CT exam, neither does the CT modality have 
any record of the PACS server receiving the CT exam. This makes it very difficult for these auditing tools to cope with 
the auditing of image data flow in PACS, because the data access events are distributed in separate components. 
Therefore, a HIPAA compliant auditing tool tailored to the complex data flow of PACS needs to be developed.  
 
In this paper, we focus on developing a HIPAA compliant auditing (HCA) toolkit for auditing of image data flow in 
PACS. Section II will present the system design and development of the toolkit in details. In order to evaluate the 
performance of the toolkit, the PACS Simulator was be utilized as the test bed. The system integration will be described 
in Section III. Section IV will present some preliminary results from the laboratory experiments and discussion. The 
conclusion will be given in Section V.  
 

2. SYSTEM DESIGN AND DEVELOPMENT OF HCA TOOLKIT 
 
The goal is to design a HCA toolkit for auditing the image data flow in PACS and the imaging modalities connected to 
PACS with the log data from these applications as input sources. In order to be able to apply the toolkit in various 
systems instead of one specific system, the toolkit is designed to be independent from any individual PACS or imaging 
modality. Also, the toolkit has to be open architecture in order to be easily extended with future HIPAA requirements.  
 
2.1 System design of the toolkit 
 
The HCA toolkit was designed utilizing two layers from the HIPAA Compliant architecture for auditing and tracking 
clinical images [8] and is shown in Figure 1. 
 
2.1.1 Record Layer 
 
The first layer is Record layer, which is the data resource layer consisting of various types of logs from PACS 
components. Table 1 tabulates some examples of the logs. PACS application logs record data access events in the PACS 
components. For example, an image query/retrieve event in PACS archive server is one such event recorded with the 
information consisting of time, local host name, DICOM Application Entity Title (AET), patient information and 
query/retrieve status. PACS user login logs record user login events in each individual PACS component. Besides these 
conventional log data, there are also new logs such as image integrity log recording image data integrity verification 
events. Data integrity, as one requirement of HIPAA Security Standards, refers to the assurance that image data has not 
been altered or destroyed by unauthorized users. A digital signature embedding (DSE) method has been developed to 
ensure the data integrity of medical images [10]. By recording signature verification time, local machine, and signature 
verification status in the integrity log, the DSE application can provide logs for the HCA toolkit to generate HIPAA 
compliant audit trails on the data integrity of image.  
 
All these logs provide the pertinent information needed to generate HIPAA compliant audit trails. However, to extract 
and interpret the pertinent information from thousands of log events requires proper methodology, which will be 
presented in the second layer, the Audit layer.  
 
 
 
 
 
 
 
 



 
Table 1 Types of logs existing in the HCAS Record Layer. 

 
Type of Logs Time Location User name Status DICOM AET* 
PACS 
Application Logs 

Operation time Local operation 
machine 

N/A Status of this 
operation 

DICOM AET of 
this application 

PACS User Login 
logs 

User login 
time 

Local machine 
user login 

Login user 
name  

Status of login N/A 

Image Integrity 
Logs 

Integrity check 
time 

Local machine 
does check 

N/A Status of 
integrity check 

N/A 

*AET: Application Entity Title 
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Figure1 Components and data flow of the HCA toolkit, where the components with dotted line have not been implemented. 
 
 
2.1.2 Audit Layer 
 
The Audit Layer collects the audit data from distributed PACS components, normalizes the data in a certain format, and 
stores the data in a centralized auditing database. The database is the heart of the Audit layer. It manages all the log data 
to facilitate the generation of the audit trails. It is also utilized in data analysis for dynamic monitoring the data flow of 



PACS. The audit layer consists of seven components including Audit Log Collector, Syslog Server, Log Data 
Normalizer, Auditing Database, Audit Analysis Tool, Role-based Policy and Monitor Tool.  

a. Audit Log Collector 
Because the pertinent audit information is contained in a large volume of logs, a data collector was designed to 
extract the information from logs and send the pertinent information to the centralized Auditing Database. The 
logs could be stored in different formats such as database tables or textual files. The collector must be able to 
cope with all these types of logs. 

 
b. Syslog (System log) server 

The information collected by the Audit Log Collector is distributed in different PACS components. A 
transmission mechanism is needed to transfer them to the Auditing database. Currently, syslog [11] is a de-facto 
standard for transport of event notification messages in UNIX systems, network devices and network 
applications. Syslog is a client-server mechanism. The clients can be configured to store event messages locally 
or directly send event messages to the server. Syslog uses User Datagram Protocol (UDP) to transfer event 
messages. Thus, very little transmission overhead will be added to the image transmission in PACS because 
PACS uses DICOM (Digital Imaging and Communications in Medicine) Protocol and Transmission Control 
Protocol (TCP) to transfer data. For this reason, Syslog technology was utilized in the HCA toolkit to transfer 
the log data. Once the data is collected, the syslog client automatically transfers the data to the syslog server 
running in the computer where the central database resides. 
 

c. Log Data Normalizer 
Before the log data being added to the database, the format of the data needs to be normalized because different 
terminologies may be used for the same object in different modalities. For example, the name “film clerk” in the 
CT modality might be named as “clerk” in an MR modality. The Log Data Normalizer can convert the data to 
the correct format in the database, thus all the events related to the same object can be found when generating 
the audit trails.  
 

d. Auditing Database 
The database provides powerful management tool and search engine for the HCA toolkit. The advantages to using a 
database to preserve the log data are:  
 

1) No loss of historical logs. Since all the logs generated in PACS components are immediately obtained 
and stored in the database, there is no loss of log data when these logs are overwritten or updated by 
PACS components. 

2) Centralized management of data access information for every patient. The image data access events for 
an individual patient usually happen in multiple PACS components. For example, an event that an 
exam is generated in a CT modality and another event that the same CT exam is retrieved to the 
viewing workstation for clinical review are related to the same patient. But these two events were 
recorded in two different logs at two separate PACS components. Without the centralized database, the 
pertinent information needs to be extracted from these two components every time that an audit trail is 
requested. Therefore, a centralized database improves the time performance of the HCA toolkit to 
generate audit trails. 

 
The structure of the database was designed based on the requirement of HIPAA compliant audit trails, including 
who, when, where, what, how, and event status. Patient information such as name and patient id as well as other 
relevant information are also included.  

 
e. Audit Analysis Tool 
Current PAC systems lack a mechanism to dynamically monitor the data flow. This results in PACS management 
being very difficult and relies upon on the experience of PACS administrators. A monitoring system that can 
automatically report the data flow of PACS and find abnormal activities would greatly ease the PACS management. 
To enable the dynamic monitoring, the information of the data flow of PACS needs to be collected and analyzed in 
real time. With audit data already collected in the auditing database, the HCA toolkit has the ability to provide such 



dynamic monitoring. An Audit Analysis Tool was designed to perform the data analysis to find abnormal patterns in 
the log data using technologies such as Intrusion detection approach.  
 
f. Monitor Tool  
After the Audit Analysis Tool finds the abnormal patterns in the data flow of PACS, a Monitor Tool makes decision 
on whether it is an unauthorized data access based on the Role-based Policy. Any pattern that violates the policy 
would automatically cause a warning or alert message. For example, Audit analysis tool discovers an abnormal 
pattern of image query/retrieve by a PACS user “A“, belonging to the role of “Film clerk“.  This role was not 
assigned any image query/retrieve rights in the Policy. The Monitor tool automatically makes a decision that this is 
an unauthorized image query/retrieve and gives a warning message. The warning or alert message can be further 
utilized by PACS administrators for taking actions against the abnormal activities. 
 
g. Role-based Policy 
The Role-based Policy defines the roles for PACS users based on the roles they performed in the clinical 
environment, such as film clerk, PACS manager and Radiologists, as well as the image access rights for each role. 
Two types of policies, Normal policy and Disaster policy, can be defined for two different conditions. Normal 
policy is for daily operation, whereas Disaster policy is defined for the emergency situations, such as an earthquake, 
when normal policy needs to be bypassed. In a disaster situation, people are usually not in their normal positions 
anymore. Thus, most of the role assignments should be cancelled to allow everybody to be able to access all the 
available resources. 
 

2.2 Technical development 
 
According to the aforementioned system layout of the toolkit, a prototype of the toolkit has been implemented. The 
following programming languages, database software and platforms were chosen: 
 

• JAVA programming language 
• PostgreSQL database software 
• LINUX platform (REDHAT 9) 

 
The prototype consists of the Audit Log Collector, the Syslog Server, the Log Data Normalizer, the Auditing Database, a 
simple Monitoring Tool and a simple Role-based Policy. Other components with dotted line in Figure 1 are still in 
development.  
 

3. INTEGRATION OF THE HCA TOOLKIT WITH THE PACS SIMULATOR 
 
In order to evaluate the impact of the HCA toolkit in PACS, it has been integrated with the laboratory-based PACS 
Simulator. 
 
3.1 Educational PACS simulator 
 
The PACS simulator, developed as an educational tool and a test bed for PACS applications, can simulate the complete 
data workflow of clinical RIS/PACS from patient registration, exam ordering, image generation, image archive, and to 
image display [9]. As shown in Figure 2, the simulator consists of six key components: RIS simulator, Acquisition 
Modality Simulator (AMS), DICOM gateway, PACS Controller, Viewing workstations, and a PACS monitoring system. 
The AMS is connected to a clinical PACS and contains thousands of CT, MR, US, CR, and digitized film examinations. 
The images are continuously replenished through the clinical PACS connection for training and testing. 
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Figure 2 Data flow of the PACS Simulator and PACS monitoring system. 
 
The PACS monitoring system was originally developed to monitor all the image data flow going through the 
components of the PACS Simulator in real-time. The PACS monitoring system consist of multiple clients and a 
centralized monitor server. The clients are installed in every component except the RIS Simulator to receive event 
message of each image data access activity generated by these components and generate event logs. The clients then 
send the log data to the monitor server, which can display the log data in a graphic user interface (GUI) for PACS users 
to monitor image data flow at each component. The PACS monitoring system has two limitations: 
 

1) No preservation of historical log data 
Without a database to preserve all the log data, most of the historical log data are lost after being 
displayed in the GUI of the monitor server. Therefore, no pertinent information can be extracted to 
generate the HIPAA audit trails. Neither can any data analysis be performed to facilitate more 
sophisticated dynamic monitoring. 

2) No PACS user information 
No user information is included in the log data generated by the monitoring system.  

 
3.2 System integration 
 
Because of no log data preserved in the monitor server, the log data for the HCA toolkit has to be collected from each 
component including AMS, DICOM gateway, PACS controller and the viewing workstation. Figure 3 shows the 
integration of the HCA toolkit with the PACS simulator. Because the implementation for different components is 
different, the log data of the PACS simulator components are stored in different formats. For example, the log data of the 
AMS is stored in Microsoft Access Database, whereas the log data of the PACS controller is stored in Oracle Database. 
Also, the user login information needs to be collected from different operating systems such as WINDOWS and UNIX. 
An interface to extract the log data is specially developed for each component based on their log format. The interface is 
then called by the Audit data collector, which is installed in each component. The data collector automatically forwards 
the collected log data to the centralized HCA toolkit. The HCA toolkit provides users a user friendly GUI to understand 
HIPAA audit trail concept by searching the data access events on specific patient or user. Meanwhile, it also provides a 
set of features allowing users to configure the role-based policy and dynamically monitor the image data flow of the 
PACS simulator based on the policy. 
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Figure 3 System integration of the HCA toolkit with the PACS simulator. 
 

4. PRELIMINARY RESULTS AND DISCUSSION 
 
The aim of the laboratory evaluation is to test two main functions of the HCA toolkits in the PACS environments, 
including: 
 

1) Generation of the HIPAA compliant audit trail for any specific patient or user. 
2) Dynamic monitoring of the image data flow of the PACS simulator to find the possible violation of the role-

based policy. 
 
4.1 Define and create testing scenarios 
 
The testing scenarios for laboratory evaluation of the HCA toolkit are anchored around creating a clinical simulation of 
the PACS workflow from the exam generation to the retrieval of the exams for clinical review. From the end user point 
of the view, the entire PACS workflow can be broken down to two types of scenarios:  
 

1) passive scenario, where no end user action is involved, e.g., exam transmission from DICOM gateway to PACS 
controller, 

2) active scenario, where end user action is required, e.g., exam generation in AMS. 
 
Three testing scenarios representing the most typical clinical PACS operations were created. These scenarios were 1. The 
AMS simulates the generation of an exam, 2. DICOM gateway automatically forwards the exams to the PACS 
controller, 3. The viewing workstations query/retrieve the exams for clinical review. Scenarios 1 and 3 are active 
examples, while scenario 2 is a passive example.  
 
4.2 Experiments 
 
During the laboratory experiments, the HCA toolkit was tested with five CT exams, five MR exams, and five CR exams. 
Table 2 tabulates the test data. Most of the experiments were performed with all three scenarios in the order of 1, 2 and 3. 
Some experiments only included one or two scenarios performed in random order. The experiments were conducted over 
several months.  
 
 
 
 
 
 
 
 
 



Table 2 Exams tested in the laboratory experiments. 
 

 CT Exams MR Exams CR Exams Total 
No. of Exams 5 5 5 15 
Total Images 186 288 11 485 
Avg No. of Images 
Per Exam 

37.2 57.6 2.2  

Data Size (MB) 93.9 53.0 83.3 230.2 
 
4.3 Examples 
 
Two examples are shown in Figure 4 and Figure 5.  
 
The first example shows the HCA toolkit searching the Auditing Database to generate a HIPAA compliant audit trail 
based on a given patient name “Jim Johnson”. Two operations need to be performed to generate the audit trail for a 
patient. First, search the patient in the database with “Patient Name” or “Patient ID”. In this case, “Patient Name” was 
chosen. Since the toolkit supports wildcard searching, a “J” was typed in the search field to search the patient with the 
first name starting with “J”. A list of patients matching the search criteria was returned in a new popup window. Second, 
double click the patient name “Jim Johnson”. A HIPAA compliant audit trail is then generated as seen in Figure 4. As we 
can see, the line 1 in the table in Figure 4 shows one example of the scenario 1, where the user “PACS” performed a MR 
exam generation at the modality simulator “ipi-pc2” on “2004-11-15 15:40”. The line 2 shows an example of the 
scenario 2, where the DICOM gateway stored the exam in the PACS controller. The line 4 shows an example of the 
scenario 3, where the user “Tech” performed a DICOM query/retrieve of the exam at the viewing workstation “IPI-
VIEW”.  
 

 
 

Figure 4 Example of generating the HIPAA compliant audit trails for a patient “Jim Johnson”. 



 
The second example shows the dynamic monitoring of the image data flow of the PACS Simulator. Two types of results, 
“Normal” or “Warning”, were given for each data access event based on the Role-based Policy. 
 
The role-based policy needs to be configured before using the monitoring function. The GUI of the toolkit provides users 
an interface called “Access Policy” to add, modify, or delete the role-based policy. Table 3 lists the policy used in the 
experiments. In this case, user “pacs” was defined as “PACS administrator” with the right to perform all the applications 
in the PACS, whereas user “Tech” was defined as “Technician” with the right to perform the exam generation in the 
Modality Simulator. Thus, it would be a violation of the policy if user “Tech” performed the exam query/retrieve at the 
viewing workstation only for radiologists. For example, the “Warning” in the sixth row in Figure 5 indicated a violation 
happened when user “Tech” retrieved an exam with patient name “JOE LEE”. 
 

Table 3 Example of the role-based policy table. 
 

User Name Role Name Resources 
Pacs PACS administrator All 
Clerk Film Clerk Viewing workstation 
Rady Radiologist All 
Tech Technician Modality Simulator 

 
 

 
 

Figure 5 Example of the dynamic monitoring of the image data flow of the PACS simulator based on the role-based policy. 
 

As we can see, the events shown in Figure 5 are all examples of the three scenarios developed. For example, the line 1 is 
the example of the scenario 2, the line 2 the scenario 3 and the line 5 the scenario 1.  
 



4.4 Discussion 
 
Three testing scenarios have been developed for the laboratory evaluation of the HCA toolkit integrated with the PACS 
Simulator. As one can see, for the evaluation of the function of generating HIPAA compliant audit trails, the results from 
the active scenarios 1 and 3 are more important than the ones from the passive scenario 2, because more chances of 
HIPAA security violation are likely when people are involved. On the other hand, all three scenarios are almost equally 
important for the dynamic monitoring because any unreported event may indicate a failure in the image data flow. The 
three scenarios developed are the most typical data flow in PACS and can represent most of the processes in PACS. 
However, one important process, image storage or archive, was not included in the testing. The image storage is very 
important to both evaluated functions of the toolkit because the stored image data could be compromised without 
detection. By integrating the aforementioned image integrity logs with the toolkit, the image storage issue can be solved.   
 
The current functionality of dynamic monitoring of the toolkit is still limited. A more sophisticated monitoring system 
can be developed using intrusion detection technology and policy-base decision tree approaches. The role-based policy 
can also be improved to a multiple-factor-based policy instead of a single role-based one.  
 
We have found that some image transmission events were not collocated in the database due to the PACS controller did 
not record the event in its logs. Therefore, robust and well-formatted logs generated by PACS and imaging modalities 
would greatly facilitate the functions of the HCA toolkit. 
 

5. CONCLUSION 
 
A HIPAA compliant auditing toolkit has been developed to audit the image data flow of PACS and the imaging 
modalities connected to PACS for the purpose of generating a HIPAA compliant audit trail when requested. The toolkit 
also dynamically monitors the data flow in real time based on a role-based policy. The toolkit has been integrated with 
the PACS simulator for evaluation of the performance of the toolkit in a PACS environment. Some preliminary results 
have been acquired during the laboratory experiments and presented in this paper. 
 
Overall, the toolkit is just a prototype with limited functionality. However, with the enforcement date of the security 
portion of HIPAA rapidly approaching, this toolkit can still provide some useful hints to healthcare providers in 
understanding the HIPAA compliant audit trails of image data access and dynamic monitoring of the data flow in PACS 
environment. Further development and evaluation of the toolkit is ongoing. 
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ABSTRACT 
 
Expectation of rapid image retrieval and distribution from PACS contributes to increased information technology (IT) 
infrastructure investments and continuing demands upon PACS administrators to respond to “slow” system calls.  
Studies show that it is important for computer users to be able to check on the progress of their task via progress 
indicators (e.g., time left to download file) to know that the computer is still working.  By analogy, the ability to provide 
predicted delivery times to a PACS user may curb user expectations for “fast” response especially during peak hours.  
Allowing for some periods of slow response means PACS infrastructure do not have to be overbuilt and also reduce 
time spent by PACS administrators fielding user inquiries on image status.  For this condition, a queryable PACS queue 
monitor is the cornerstone for providing a progress indicator to the user.  The typical PACS server holds image file 
information and destination workstation information in a queue until the RetrieveSend process can send the image.  We 
developed an agent that queries the contents of the PACS RetrieveSend queue in real-time and coded an algorithm to 
predict delivery time.  Delivery time can be predicted from the number and types of images in progress and the 
download time of prior images that accounts for network load and performance at that time of day.  We have developed 
a PACS queue monitor prototype that is being tested on clinical data using the PACS Simulator at the Imaging 
Processing and Informatics (IPI) Laboratory of  the University of Southern California (USC).   
 
Keywords: PACS system performance, image retrieval delivery time, response time, benchmark 
 

 
1. INTRODUCTION 

 
PACS designers attempt to minimize the delivery time of images to users at their workstations by incorporating high- 
speed networks and redundant servers.  Researchers have developed monitoring tools to identify bottlenecks 1 between a 
PACS and workstations on a network.  Careful selection of hardware and use of monitoring tools prevent most 
problems with slow delivery.  However, a cost-effective PACS implementation will unlikely be able to accommodate 
“spikes” of maximum potential (e.g., worst case) usage during peak hours.  A cost-effective solution will result in 
limited periods of peak use where delivery times are slower than normal.   
 
Computer usability guidelines recommend progress indicators to mitigate user expectations when tasks take more than a 
few seconds such as in downloading files or slow system response due to busy servers 2,3.  A queue monitor provides 
the PACS administrator with a tool to examine bottlenecks or respond to user queries about a “slow” system.  In 
addition, a PACS Queue Monitor could inform a user that the requested retrieval is pending and the exam will take 
several minutes to download.  This user could then choose to take a short break or temporarily switch to other tasks 
rather than waiting.  While some current PACS can provide the administrator with the status of a series (e.g., pending, 
sending), none to our knowledge can predict delivery time.     
 
The paper begins with a description of our laboratory testbed that allowed us to identify the PACS parameters to be 
used in a prediction algorithm.  Section 3 summarizes the simulation data that illustrates the interaction among the 
parameters.  The results and implications to PACS designers and system implementers are discussed in Section 4. 
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2. METHODOLOGY 

 
Our goal was to identify the PACS parameters that play a part in predicting the delivery time of an image under 
conditions of queuing such as during peak usage in a clinical setting.  These parameters would be used to develop the 
algorithm to predict delivery time.  We simulated a clinical environment in which the requests to retrieve clinical 
images from our laboratory’s PACS Simulator resulted in requests being queued.  The behavior of this clinical testbed 
could then be examined under various conditions.  The prediction algorithm would be derived from the performance 
data for this PACS.  The study assumption was that a slow PACS Server can be saturated with fewer requests for 
studies from reading workstations compared to a faster PACS.  Saturation of a PACS capability would result in slow 
delivery times.  A faster PACS could eventually be saturated with more study requests and larger studies (e.g., hundreds 
of slices).  So the methodological premise of a queue monitor should be applicable to a wide range of conditions 
although the actual parameters and performance would vary dramatically.  
 
A laboratory testbed that modeled a clinical setting allowed us to analyze PACS parameters without disrupting an actual 
clinical operation.  Actual clinical images were requested at 5 to 10 minute intervals to represent the typical workflow 
of a radiologist.  Sometimes, multiple studies were requested at about the same time to reflect the condition when prior 
studies had to be retrieved for comparative purposes.  Section 2.1 describes the laboratory testbed and the workstations 
used.  Section 2.2 summarizes the clinical data used in the study.  Section 2.3 discusses the prediction algorithm. 
 
2.1 Workstation Testbed Description   
A clinical setting was simulated in our IPI Laboratory.  A PACS and several workstations running DICOM client 
software were placed on two different network segments as shown in Figure 1.  Three of the workstations were placed 
on the same network segment as the PACS.  Two other workstations were placed on a different network segment to 
represent the situation of a reading room in a different floor or building.     
 

 
 
Figure 1 Physical Layout of Queue Monitor Testbed 
 
 
 
 



The PACS Simulator in the IPI Laboratory was used for the PACS.   The software runs on an Ultra 2 Sun machine 
using SunOS 2.X.  The database was Oracle 9.x.  The PACS Simulator is DICOM-compliant using the standard patient 
– study - series data model.  There are four internal queues to which study requests are sent.  A slower PACS was 
chosen so that fewer workstations could generate enough requests to saturate the PACS and cause some study requests 
to be delayed.  Papers by Law et al 4 and Zhou et al 5 provide a more complete description of the PACS Simulator.  
There were five Windows-based computers acting as reading workstations configured as shown in Table 1. 
 
Workstation 

Name 
DICOM client OS CPU Network Database 

Conquest1 Conquest 1.4.7  XPP P4 2.8 Ghz Same as PACS Built-in dbIII 
Conquest2 Conquest 1.4.7  XPP P3 0.7 Ghz Same as PACS Built-in dbIII 
Cedara Cedera I-View 5 W2K P4 1.3 Ghz Same as PACS Application-provided 
Conquest4 Conquest 1.4.7  W2K P4 2.8 Ghz Subnet via firewall Built-in dbIII 
Conquest5 Conquest 1.4.7  W2K P2 0.4 Ghz Subnet via firewall Built-in dbIII 

 
Table 1 Workstation Specifications in Queue Monitor Testbed 

 
 

2.2 Data Acquisition 
The goal in generating data was to saturate the PACS server with send requests so that some studies would be queued.  
The sequence of requests and time between requests should be representative of a clinical setting.  This precludes 
selecting a large number of exams via a wildcard search and requesting all the resultant studies to be sent all at once.  
Such an approach would greatly distort the data particularly with our PACS Simulator.  Studies transferred under a 
single query are all sent to the same queue within the PACS Simulator.  A backlog in the queue is created since 
processing is done sequentially.  The throughput is even slower than having all four queues active since the other 
queues available on the PACS are not used.  Thus it was necessary to manually query and retrieve every study by name.   
The clinical image files on each workstation were deleted and the DICOM server acting as a client was cleared and re-
initialized so that all the requested images would have to be processed.   
 
The data was gathered on a weekend so that there would be no other network traffic or use of the PACS that would 
confound the results.  On the first workstation, a request was made by querying the PACS for a specific study.  Once the 
results of the search are returned from PACS, a transfer was requested from the PACS to this workstation.  The second 
workstation then queried a different exam based on study number.  Once again the transfer was requested immediately 
after the query result was returned by the PACS.  The same procedure was done for workstations 3 (e.g., Cedara), 4, and 
5.  The researcher would then return to workstation 1 and query another exam.  The transfer was initiated and the 
process repeated on workstation 2.  Sometimes one or two additional exams were requested on a client to simulate the 
retrieving of prior studies for comparison.  Table 2 tabulates the breakdown of 131 studies that were requested over a 40 
minute period.  Nearly 2 gigabytes of data were transferred and almost 4500 individual DICOM images were sent.  
There were studies from modalities of computed radiography (CR), computed tomography (CT), magnetic resonance 
(MR), a single ultrasound (US) study and a highly compressed CR study containing two files. 
 
 

Modality  
Workstation 

Total MB Total 
Images 

Studies 
CR CT MR US CR (comp) 

Conquest1 372 920 25 3 13 7 1 1 
Conquest2 355 918 25 3 13 7 1 0 
Cedara 455 892 29 7 14 6 1 1 
Conquest4 390 931 25 5 11 8 1 1 
Conquest5 444 803 26 7 11 6 1 2 
 
Total 

 
2012 

 
4464 

 
131 

 
25 

 
62 

 
34 

 
5 

 
5 

 
Table 2 Distribution of Studies by Workstation Destination 



 After all of the requested studies were processed on the five workstations, the queue transaction table of the PACS 
Simulator was copied using an SQL client and an ODBC connection.  The data preserved in the queue table included 
DICOM requestor and recipient, queue used, time of retrieval request, start time of retrieval, finish time of retrieval, and 
study identifier.   
 
2.3 Algorithm Description 
The prediction algorithm must take into consideration location on the network (i.e., segment), computer configuration, 
DICOM application software, load on the PACS, and clinical study specifics.  All of these factors contribute to the 
transfer rate for a workstation. 
 
Network segment affects speed of transfer since the file may pass through any combination of firewall, switch or hub.  
In addition, each network segment may have a different speed (e.g., 10 Mbps versus 100 Mbps). 
 
Computer configuration determines the capacity to receive images.  Since this testbed used DICOM servers as the 
client, there is processing that takes place to process the DICOM header and store the file on the hard disk.  A computer 
may be slower due to processor speed, data bus, memory type and size, and hard disk performance.  A slower computer 
takes longer to receive the images since analyzing the DICOM header is a database activity and folders must be created 
on the hard disk. 
 
Workstation software varies in choice of database and processing algorithms.  Some open multiple threads while others 
rely upon buffers.  The connection approaches to the DICOM archive will also vary.   
 
Load on the PACS reflects the capability of the PACS hardware and software to send multiple studies at the same time.  
There may be limitations on throughput due to network card, buffer or thread implementation, memory and processing 
power. 
 
Clinical study specifics include modality, number of images or slices and compression. 
 
Transfer rate reflects all of these factors.  This leads to the following equations with variables identified in standard Java 
notation in which the first letter of interior words are capitalized: 
 
1) Predicted Finish Time of Study (predictFinishTime) 
 
predictFinishTime = predicted start time of sending a study (predictSendStart) + sending time based on transfer rate of 
the client on its network segment given the particular study specifics (transferRateClient) given the load on a PACS. 
 
2) Predicted Start of Sending Time of Study (predictSendStart) 
 
predictSendStart = cumulative time to complete sending studies 1 to N that are already in the same queue based on 
transfer rate of the client on its network segment considering study specifics and overall load on PACS (e.g., 
transferRateClient). 
 
 
3) Transfer Rate of Specific Client (transferRateClient) 
 
transferRateClient = Transfer rate in Mbytes per second for a particular DICOM client application running on a 
particular computer on a particular network segment receiving study specific images (e.g., modality) with a particular 
load on the PACS.  This is a measured average value in Mbytes per second. 
 



3. DATA 
 
A log from the PACS Server was generated from the simulation conducted with five workstations over 40 minutes 
(46,000 to 48,500 second timeline) requesting 131 studies.  The analysis of this log is presented in this section.   
Performance characteristics between workstations are contained in Section 3.1.  Section 3.2 describes the impact of 
modality upon workstation performance.  The performance impact of a backlog in one of the PACS queues is described 
in Section 3.3.  The impact of a PACS sending a number of studies to different clients is shown in section 3.4.   
 
3.1 Workstation Performance 
Differences among workstations depend on configuration parameters of the prediction algorithm.  These include the 
computer components of the workstation, location of the network, and application software.  The table below provides 
an overall comparative performance showing relative differences between the workstations.  The average time for 
processing a study in the first column ranges from 10.2 seconds on Conquest4 to 53.6 seconds on Conquest5.  This is 
the time from when the PACS received a request to the time that PACS records in the log that the study has been sent.  
The average transfer rate is measured in megabytes per second as shown in the second column, where the total size in 
megabytes of the study is divided by the time from when the PACS begins transmitting the images to the workstation 
until the study is completed.  The third set of measures is the average start delay in seconds as shown in column 3.  This 
is the time from the PACS receiving a request to the time the transmission of images has begun.  The PACS Simulator 
used in this simulation uses four queues.  There were 22 studies that became backlogged in a queue.  Most of these 22 
studies had lengthy delay times simply because of waiting for the previous study to finish.  The average delay in 
seconds excluding these 22 studies is found in column 4. 
 

 
 
Workstation 

Average Time for 
Study (sec) 

Average Transfer 
(MB/s) 

Average Start 
Delay (sec) 

Average Start 
Delay w/o 

Backlog (sec) 
Conquest1 53.6 (22.5) 0.34 (0.15) 7.0 (3.5) 7.0 (3.4) 
Conquest2 48.1 (12.6) 0.38 (0.17) 7.1 (5.9) 5.2 (2.9) 
Cedara 23.5 (12.3) 2.01 (2.26) 7.8 (6.7) 5.4 (3.4) 
Conquest4 10.2 (5.7) 4.21 (1.94) 6.5 (5.5) 5.3 (3.4) 
Conquest5 17.0 (8.2) 1.72 (1.16) 6.2 (3.8) 5.9 (3.3) 
 
All 

 
29.8 (21.5) 

 
1.77 (2.01) 

 
6.9 (5.2) 

 
5.7 (3.3) 

 
Table 3 Transfer rates by workstation destination (standard deviation in parentheses) 

 
 
The numbers in this table are comparable at a high level.   Table 1 showed there was a similar number of studies and 
distribution of modalities sent to each workstation.  The sequencing of requests during the simulation was also similar.  
So the large standard deviations shown in parentheses for average study time and average transfer rate indicate that 
further explanation is necessary as provided in Sections 3.2 to 3.4. 
 
The average study time and average transfer rate show several differences at this level of granularity.    First, network 
configuration makes a big difference.  The two workstations that sat outside an internal firewall were quite slow.  
Conquest1 had the same hardware configuration as Conquest 4 but four times slower in terms of average study time.  
Conquest2 had slightly older hardware than Conquest5 but nearly three times slower in terms of average study time.    
Second, the Cedara workstation was surprisingly slow suggesting that application software makes a difference. 
 
The actual sequence of studies that were transferred is shown in Figure 2.  The actual study times for each workstation 
are plotted beginning with Conquest1 at the bottom.  The delay time and length of transmission by modality is also 
shown.  The differences in workstation performance are clearly seen by the relative length of study time (delay and 
sending) between the five workstations.  When several studies are requested within a short time of each other from the 
same client there is an unexplained degradation of performance for that client.  For example, Conquest1 at 
approximately 47250 seconds is receiving four studies at the same time. 
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Figure 2 Delay and Transfer Time to Five Workstations (modality indicated)  



3.2 Workstation and the Impact of Modality 
Modality determines the study specifics especially image size (Mbytes) and number of images.  A CR study has large 
images (e.g., 8 MBytes) but only a few images.  A MR study has small images but many slices (e.g., 50 to 60 in this 
study).  Since a DICOM server/client must process the header if stored locally, more workstation resources are spent 
processing an MR study than transferring the image.  This is why the transfer rates for CR are typically higher than CT 
and MR.  This is shown in the average transfer rate column of Table 4.  The anomalous results of Conquest1 for CR 
reflect a relatively rare situation in this simulation where three studies were retrieved simultaneously.  Section 3.4 
explains how simultaneous transfers decreased throughput by nearly one-half.     
 

Transfer Rate (Mbytes/sec)  
Workstation CR CT MR 
Conquest1 0.3 (.03) 0.4 (0.1) 0.3 (0.2) 
Conquest2 0.6 (0.2) 0.4 (0.1) 0.2 (0.1) 
Cedara 5.1 (2.5) 1.4 (0.8) 0.3 (0.1) 
Conquest4 6.4 (1.2) 5.0 (0.6) 2.2 (1.0) 
Conquest5 3.3 (0.6) 1.7 (0.4) 1.7 (0.4) 
 
Average 

 
3.8 (2.6) 

 
1.7 (1.7) 

 
0.8 (1.0) 

 
Table 4 Transfer rates by modality by destination 

 
 
3.3 Backlog in Queues 
A queue backlog occurs when there are more requested studies than queues to process the requests.  Figure 3 shows the 
concept of a queue backlog taken from the study data from time 47250 to 47400.  Conquest 1 workstation requested a 
study at 47247.  This request is assigned to Queue 2 finishing at 47326.  The next study request assigned to Queue 2 
comes from Conquest 5 workstation.  The request occurs at 47318 but cannot start sending until 47327 because each 
queue processes requests sequentially.  Similarly, Conquest 2 workstation requests a study at 47283, which finishes at 
47354.    The study requested by Cedara workstation at 47334 must wait until 47354 to begin sending.  This figure also 
shows that this PACS distributed three requests from Conquest 1 workstation made within 20 seconds to queues 1, 2, 
and 4. 
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Figure 3 Delay Time in Sending Study by Queue 



The figure below with the logarithmic delay scale shows that the studies with delay times over 15 seconds consisted of 
the studies that had a queue overlap as indicated by the darkened circles.  That is why the average delay time drops from 
6.9 to 5.7 seconds when these 22 studies in which the queue overlap are excluded.  The standard deviation drops from 
5.7 to 3.3 seconds.  The queue overlap cannot be explained by workstation (shown below) or choice of queue.  There 
were other implementation factors in the simulation that could not be isolated with the data available in the PACS log.  
Thus the delay time will be assigned a value of 5.7 ± 3.3 seconds. 
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Figure 4 Delay versus Simulation Time 
 
 
 
3.4 Simultaneous Studies in Transmission 
What happens to overall throughput when multiple studies have been requested in the same time interval?  Table 5 
illustrates the queue backlog effect.  There are five studies in process at time 47325.  Four are transmitting and one is 
waiting in queue 2.   The effect on throughput for this PACS Simulator and the configuration of workstations is 
observable. 
 
The table below tabulates the number of studies that are being processed by the PACS while other studies are also in 
process.  The arbitrary sequence among workstations to request a study resulted in Conquest1 and Conquest2 having the 
majority of studies in parallel with other requests.  This behavior explains the slow throughput beyond the explanation 
of files passing through the firewall.   In contrast, the workstations on the same network segment as the PACS had less 
than one-third of the studies competing with others for bandwidth.   
 
 
 
 



 
 

Workstation 
Studies # studies 

simultaneous 
with others 

% of Studies Less than 3 
in process 

3 or more in 
process 

Effect on Throughput 

Conquest1 25 22 88% 11 11 Substantial 
Conquest2 25 19 76% 16 3 Moderate 
Cedara 29 8 28% 7 1 Not observable 
Conquest4 25 5 20% 2 3 Not observable 
Conquest5 26 5 19% 4 1 Not observable 
 
Total 

 
131 

 
59 

 
-- 

 
40 

 
19 

 

 
Table 5 Simultaneous Transfer by Destination Workstation 

 
The impact on transfer performance was substantial for Conquest1.  The figure below shows the number of other studies 
in addition to the one being transferred on the x-axis.  The transfer rate of the study is shown on a logarithmic scale.  
Partial overlaps in transmission were computed.  For example, two studies being processed in parallel for only half the 
time is considered 0.5 additional studies in process.  The scale from 1 to 10 is preserved since the peak transfer rates are 
8 to 9 Mbytes per second for CR.  Table 4 in Section 3.2 tells us that average transfer rates of 5 or 6 Mbytes per second 
are possible on the same network (e.g., Conquest 4).  The figure shows that there is a log-linear relationship on 
throughput as the number of additional studies increase. 
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Figure 5 Transfer rate of Studies versus Number of Simultaneous Studies 



4. RESULTS 
 
The simulation of workload on a PACS in a clinical setting resulted in some important findings.  Several parameters are 
of importance for at least our laboratory configuration as discussed in Section 4.1.  Values for these parameters are used 
in the prediction algorithm as listed in Section 4.2.  Section 4.3 discusses the implications for clinical systems.  Our 
research plans are summarized in Section 4.4. 
 
4.1 Important Parameters 
The key parameters identified in this study include network configuration, client software, modality, simultaneity of 
studies, and a queue backlog. 
 
A workstation placed on a network segment that requires passing through a network device such as a firewall appears to 
have a large impact on performance.  Transfer times seem to be at least double.  Oddly, network location did not seem 
to have an effect on delay time.  Performance impact of a network segment needs to be included in a prediction 
algorithm. 
 
The performance of workstations Conquest4 and Conquest5 compared to the Cedara workstation were very different.  
All three workstations were on the same network segment.  The means in which DICOM transfers were processed for 
the two different software packages is the likely explanation. 
 
Modality type must also be included in a prediction algorithm due to the differences in transfer rate that result from 
varying image size and number of images. 
 
The dramatic impact of processing simultaneous studies shown in Section 3.3 is justification for a queue monitor.  
While reaching the point of simultaneous studies in a fast PACS may not occur often, there may be peculiarities in the 
way that buffers or threads are handled which can limit throughput under peak load conditions as was done in this 
research. 
 
Delay time appears to be a function of the PACS Controller software.  The dispersion in delay time reflects that some 
studies are not delayed for very long before sending begins while others take a long time.  This dispersion occurs 
despite controlling for the long delays associated with a backlog in a queue as discussed in Section 3.3.  The only factor 
not controlled was the processing load of queries being sent to the PACS.  There was no evident pattern in the data 
controlling for workstation, network segment, and study parameters including modality, image size, and number of 
images.  The only characteristic of this PACS Simulator is that a study backlogged in the queue will have no delay once 
the sending of the prior study is finished. 
 
4.2 Prediction Algorithm 
The typical prediction algorithm would be the normal study request in which the PACS is not overloaded.  The 
algorithm is: 
 
predictFinishTime = predictSendStart (= delay time) + sending time based on transfer rate of the workstation on its 
network segment given the particular study specifics ( transferRateClient) given the load on a PACS. 
 
For example, Conquest5 requests a CR study consisting of two 8 MByte images.  A value of 5.7 ± 3.3 seconds will be 
used for the delay.  Table 4 in Section 3.2 indicates a transfer rate of 3.3 Mbytes/sec under typical conditions.  In the 
case of Conquest5 during this simulation, about 20% of the studies were done simultaneously with others.  For the 
condition of a lightly loaded PACS Simulator, the predicted finish time is 5.7 + (16/3.3) ~ 10 seconds.  However, what 
happens if the PACS is busy and the request from Conquest1 arrived before the request from Conquest5.  The request is 
for a 200 slice MR (about 27 Mbytes) which means a download at 0.3 Mbytes/sec.  So after 90 seconds (27/0.3), the 
backlogged request can begin.  The predicted delivery time would have been 95 seconds. 
 
4.3 Implications for a Clinical System 
Testing a PACS with peak load conditions as done is this research will be difficult in a clinical environment.  The speed 
of current PACS hardware makes it difficult to flood the PACS with requests so that a backlog in the queues is created.  



One approach during acceptance testing would be to transfer very large studies with 1000’s of images from as many 
computers as practical.  This research showed that there is some interaction between DICOM client software and the 
PACS.  Slow performance may be attributable to the interaction between the client software and the PACS.  Our PACS 
placed requests for multiple studies (e.g., using wildcard search) in the same queue presumably since only a single 
connection was made.  We have concerns that increasing use of web access means most of the requests are coming from 
clinician web browsers rather than reading workstations.  Questions should be asked about the connection established 
between the web application server and the PACS.  Persistent connections might be assigned to the same buffer or 
thread.   
 
A properly designed clinical system means a queue monitor will not be used frequently.  However, unplanned usage is 
possible such as storing digital mammography in the PACS.  So a contingency plan is necessary – buy more hardware 
or fine-tune the existing system.  A queue monitor helps to understand the behavior of the system such as our 
experience of workstation performance degraded not only by the network configuration but the load on the PACS. 
 
A conceptual model for a queue monitor is shown in the figure below.  In a clinical setting, the only time that a 
radiologist or clinician would want to know about the status of a study is when the system is responding slowly.  
Ideally, the user checks for themselves rather than calling the PACS administrator.  Figure 6 shows that a user would 
request the status of a study through a queue monitor web application.  A web application would provide the most 
versatile solution to adapt to the specific PACS architecture in different clinical settings.   
 
The implementation of a queue monitor requires that the PACS software store sufficient information to assess the state 
of the queues.  This information does not need to be in one table of the database.  However, the information on the 
queues must be queryable in real-time (albeit read-only) from a queue monitor application.  Unfortunately, a prediction 
algorithm in the form of an SQL query would have to be developed for every PACS since there are vast differences in 
implementation and database structure.  A read-only query minimizes the load on the PACS server.  Ideally PACS 
developers would place all of the critical queue information in a single table.  By doing so, a read-only table copy would 
be possible rather than the computation-intensive joins needed in an SQL query. 
 
4.4 Future Research 
Our future research will be directed towards building a web application so that the prediction algorithms can be 
processed in real time.  Other PACS queue implementations will also be studied so that a generalizable prediction 
algorithm can be written.  Since this study was conducted on a PACS that utilizes older hardware, future testing on 
faster PACS hardware will require a reading workstation simulator.   The simulator must provide for multiple DICOM 
clients residing on different network segments that request studies individually over a time interval consistent with 
radiologist reading habits.  While some load on the PACS can be created with larger studies (100’s of slices instead of 
10’s), simulating peak load conditions will require the use of multiple DICOM clients.  The workstation simulator will 
also be useful in establishing benchmarks for a particular PACS.  We expect each PACS to have vastly different 
performance behavior under peak load conditions because of the means in which simultaneous studies are processed. 
Our prediction algorithm considered average transfer rates.  In reality, there will be a large number of workstations 
whose configuration will be known including hardware components, software and network location.   
 
 
 

 
 
Figure 6 Configuration of Clinical Queue Monitor Application 



 A self-learning algorithm seems ideally suited for a queue monitor application.  There are many know variables about 
each workstation and the type of study being sent.  Each of these sets could be associated with measurable PACS 
parameters such as processor and memory utilization as well as queue status (e.g., simultaneous studies in process).  
The transfer rates could be periodically updated using all of the previous studies as a training set. 
 
 

5. CONCLUSIONS 
 
We demonstrated the feasibility of a PACS Queue Monitor algorithm so that performance of our PACS could be 
monitored under peak loads.  Fast performance from a PACS requires more than just fast networks and fast workstation 
hardware.  The queuing implementation and the connection established between a PACS and a workstation will also be 
factors.  Our prediction algorithm can predict approximate delivery times but further understanding of PACS behavior 
under peak load conditions is necessary to refine the algorithm.  Implementation in a clinical setting requires further 
investigation into integration of a Queue Monitor with user workstation and a platform for handling multiple queries 
(e.g., web application) in real-time.   
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Abstract 
 

1. INTRODUCTION 
 

PACS (picture archiving and communication system) requires high-speed networks to transmit large 
image files between components. In case of intranet, that is, PACS within medical center, Gbits/s switches 
and Mbits/s connections to workstations are almost standard in most hospital and university network 
infrastructures. Their transmission rates, even for large image files, are acceptable for clinical operation. 
However, in case of the Internet, image data must be transmitted between hospitals and campuses. There are 
two important issues usually to be addressed when talking about medical image transmission over public 
Internet: first issue is cost-effective, the second is security. Current low-cost commercial WAN (wide area 
network) is too slow for medical imaging application, whereas high-speed WAN is too expensive for 
cost-effective use. To solve the first problem, the Next Generation Internet (NGI) technology with new 
communication protocol IPv6 emerges as a potential solution for low-cost and high-speed networks for 
image data transmission [1]. For second one, there are three organizations issued guidelines, mandates, and 
standards for image/data security: The ACR (American College of Radiology) Standard for Teleradiology, 
adopted in 1994, defines guidelines for qualifications of both physician and non-physician personal, 
equipment specifications, quality improvement, licensure, staff credentialing, and liability [2-5]. HIPPA of 
1996, Public Law 104-191, which amends the Internal Revenue Service Code of 1986, requires certain 
patient privacy and data security. Part 15 of the DICOM Standard specifies security profiles and technical 
means for application entities involved in exchanging information to implement security policies (PS 
3.15-2001) [6].  

Despite these initiatives, to our knowledge, there have not been active systematic research and 
development efforts in the medical imaging community to seriously tackle the secured DICOM image 
communication over the NGI and evaluate their performance compared to the current DICOM 
communication with different secured methods and algorithms used to encrypt the image data. In this 
presentation, we first give the implementation of DICOM image communication library with IPv6 by using 
open source code; secondly, we discuss the two major security methods, IP Security (IPSec) and Secured 
Socket Layer (SSL), used in medical data communication; Third, we design the testing schema of IPv6/IPv4 
enabled DICOM image communication with different security methods, different algorithms and operating 
systems, and evaluate the testing results; Finally, we discuss the impacts of our research results to clinical 
application. 

 



2. IPV6/IPV4 SECURE DICOM COMMUNICATION SOFTWARE 
 

Most network applications and protocols (Clinet/Server, Web, http, DICOM, …) used in the Internet or 
intranet are developed based on TCP/IP. They are partitioned into three layers, i.e. application layer, 
transport layer, IP layer, link layer and physical layer. TCP/IPv4 were developed in last centenary 80 years, it 
has a lot of problems such as: (a) address shortage; (b) IPSec is an add-on; (c)problems of multicasting; (d) 
Complicated header; (e) Fragmentation/retransmission problems; (f) poor QoS (Quality of Service); (h) 
Inability to handle large frames; (i) Limited auto-configuration support (needs DHCP).  

TCP/IPv6 were developed for Next Generation Internet, and designed to solve many of the problems of 
the current version of IP (known as IPv4) with regard to address depletion, security, autoconfiguration, 
extensibility, and more. IPv6 include many associated protocols, such as IPSec, ICMPv6, etc. IPv6 has some 
features as follows: (a) Larger Address Space; (b) Aggregation-based address hierarchy and efficient 
backbone routing; (c) Efficient and Extensible IP datagram, such as no fragmentation by routers, 64 bits field 
alignment, and simpler basic header; (d) Auto configuration; (e) Security; (f) IP Renumbering as part of the 
protocol. Figure 1 shows the architecture of TCP/IPv4 and TCP//IPv6. From Figure 1, we see that the major 
difference of TCP/IPv4 and TCP/IPv6 is in IP layer. 
 

 
Figure 1 TCP/IP protocol family architecture 

 
Most medical image communication uses DICOM Standard to transfer the image data or objects 

between the imaging modalities, PACS archiving server, workstations, and other components. In order to 
enable medical image transmitting through NGI with IPv6, it needs to develop DICOM communication 
library on top of TCP/IPv6, and also make it compatible with IPv4. We choose open source DICOM 
software CTN (Central Test Node) library, developed by the Mallinckrodt Institute of Radiology (MIR), to 
implement IPv6/IPv4 enabled DICOM communication software on different operating systems 
(Windows/Linux) by modifying its low level communication modules. To achieve this purpose, Two works 
have to be done: (1) installing the IPV6 protocol stack in computer and attaching it to operating system; (2) 
Modifying DICOM communication library to adapt to new TCP/IPv6 protocols, and update the DICOM 
service and application software. For first issue, we only need to install the IPv6 stack software and do some 
configurations, such as assigning IP address, configure the tunnel and configure router, since most operation 

Data link layer 

Transport layer 

Application layer 

Application program Application program 

SSL 

TCP UDP 

IPV4(ICMP, IGMP,etc) IPV6(IPSec, ICMP6,etc) 

ARP, RARP,etc 

IP layer 



systems, such as Windows XP, Linux and Solars have supported the IPv6. For the second issue, we need to 
replace the original TCP/IPv4 socket functions with RFC standard TCP/IPv6/v4 compatible socket functions, 
provided by operating systems, in CTN library, re-compile the library, and link it to DICOM services and 
applications. So, we got four basic IPv6/IPv4 enable DICOM communication services and applications: 

(1) DICOM C-Store SCU/SCP  
(2) DICOM C-Find SCU/SCP 
(3) DICOM C-Move SCU/SCP 
(4) DICOM QUERY/RETRIEVE SCU/SCP 

 
3. DICOM IMAGE SECURITY COMMUNICATION AND IMPLEMENTATION 

CONSIDERATION 
 

DICOM Standard Part 15 (PS 3.15-2001) provides a standardized method for secure communication 
and digital signature. It specifies technical means (selection of security standards, algorithms and parameters) 
for application entities involved in exchanging information to implement security policies. The 
implementation of the DICOM Part 15 Secure Transport Connection Profiles for DICOM image security 
transmission utilizes the framework and negotiation mechanism specified by the TLS (Transport Layer 
Security) version 1.0 protocol, which is derived from SSL (Secure Socket Layer) version 3.0. The security 
communication of IPv6/IPv4 enable DICOM image transmission utilizes IPsec protocol, which is now 
mostly used in VPN (virtual private network) applications, and will be widely used in NGI. So, in this 
section, we talked about the software implementations of IPv6/IPv4 DICOM communication with IPsec 
supported, and the SSL/TLS-based DICOM secured communication. In next section, we tested and 
compared the efficiencies of both secured DICOM communications with different modality DICOM images, 
different security algorithms, and different platforms. 
 

From figure1, we see that there are two methods to ensure the security of transmitting medical images 
through public network. Generally speaking, we can implement it in different network layer, for example in 
IP layer, in TCP layer or in application layer. IPSec protocol is a method to ensure information security in IP 
layer, while SSL protocol can achieve this between TCP and application layer. In application layer, you can 
encrypt your medical images and then transmit them. Following we will introduce DICOM security 
implementation based on IPSec and SSL using CTN library. 

 
3.1. DIOCM communication on IPSec 
 

From figure 1, we can see that IPSec is member of IPV6 protocol family. It provides security to the IP 
and the upper-layer protocols.. IPSec is composed of two protocols: AH protocol and ESP protocol. AH is 
used to ensure the authentication and integrity, while ESP is used to ensure confidentiality. AH protocol uses 
hash message authentication codes (HMAC) to protect integrity. There a lot of algorithms can be used in AH, 
such as SHA, MD5, etc. ESP protocol uses the standard symmetric encryption algorithms to protect 
confidentiality, such as 3DES, AES and Blowfish, etc. 

Figure 2 shows the data flow of the IPv6/IPv4 DICOM Storage communication SCU/SCP with IPsec 



supported. The DICOM SCU and SCP have its own certificate which is created by the same CA 
(Certificate Authority). There are three steps in this communication. The first is IKE (internet key 
exchange) protocol association. In this step, the ISAKMP daemons running in both SCU/SCP sites 
negotiate the IKE parameters and exchange certificate, which is used for IPSec association. In second 
step, SCU/SCP entities establish IPSec association. In this step, the both negotiate IPSec parameters 
and create session key, which is used for security communication of DICOM data. The third is 
transferring the DICOM data on the secure channel. 
 

  
 

 
Figure 2. The data flow of the IPv6/IPv4 DICOM Storage communication SCU/SCP with IPsec 

supported 
 

IPSec working in two modes: tunnel mode and transport mode. In tunnel mode, the entire IP datagram 
is encapsulated by a new datagram; while in transport mode only the payload (upper layer data) is handled 
by inserting AH header, ESP header, or both. Because of working in tunnel mode need routing, we did not 
test it. 

We can set security association manually or uses internet key exchange protocol (IKE). IKE is more 
convenience and more security.  

 
Because of Working in IP layer, IPSec has no effect on our DICOM communication program, which 

works in application layer. To test the performance of DICOM communication on IPSec, what we need to do 
is setup SA for peers to establish the secure channel. During the setup, we need create certificates for peers 
and set SA associated parameters.  

 
3.2 DICOM communication based on SSL 
SSL was originally developed by Netscape Communications to allow secured access of a browser to a 

Web server, SSL has become the accepted standard for Web security. It provides secure communication 
channel between client and server by allowing mutual authentication, which uses digital signatures for 
integrity, and encryption for privacy. The protocol is designed to support multiple  choices of specific 
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algorithms used for cryptography, digests, and signatures. SSL 3.0 is the basis for the TLS protocol, which is 
still been developed by the Internet Engineering Task Force (IETF)[8]. The SSL protocol uses both of 
public-key and symmetric key encryption. Symmetric key encryption is much faster than public-key 
encryption, but public-key encryption provides better authentication techniques. 

SSL protocol consists of two protocols: the handshake protocol and the SSL record protocol. The 
handshake protocol defines how the peers exchange associated information, such as, SSL version, ciphers 
and authenticates certificate. The SSL record protocol defines the format of SSL record or message, in which 
all of the SSL associated message or application data should be transferred. SSL connect is executed in two 
phrases. The first is handshake. The second is transferring data.  
 

SSL/TLS works between TCP layer and application layer and the most implementation of 
SSL(v.3.0)/TLS communication library simulate the style of the Berkeley Socket APIs. So, in the 
implementation of the SSL/TLS-based DICOM secured image communication, we replace TCP APIs with 
that by using OpenSSL toolkit [5] in the DICOM CTN library software, and recompile the CTN library, link 
the application with SSL/TLS enabled DICOM library. The data flow of the SCU/SCP applications of 
SSL/TLS enabled DICOM Storage services is shown in Figure 3.  

 

 

Figure 3. The data flow of DICOM Storage SCU/SCP communication with SSL/TLS supported. 
 

4. EVALUATION OF DICOM IMAGE SECURITY COMMUNICATION 
 

Since different transmission protocols, different PUD (Protocol Data Unit) sizes, different security 
algorithms, and different computer OSs may have different effects on different medical images in network 
transmission. So, we design some transmission experiments to test and evaluate images transferring 
efficiencies of IPv6/IPv4 enabled DICOM communication with different security configuration, algorithms, 
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modalities, and operating systems, and compare them with SSL/TLS supported DICOM image 
communication. 

 
We took the DICOM C-STORE as example to test the performance of images transferring efficiencies. 

One computer works as DICOM C-STORE SCU sending images to the other, and the other works as 
DICOM C-STORE SCP receiving images. To avoid the interfering of the network equipments such as 
network switches, routers, we connected two computers directly with the reticle connection. The computer 
configurations are: 

(a) C-Store SCU: Dell Dimension PC with Intel P4 CPU:2.8G, RAM:512M, and NCI:100Mb/s; 
(b) C-Store SCP: Dell Dimension PC with Intel P4 CPU:2.8G, RAM:512M, and NCI:100Mb/s; 
(c) OSs: Red Hat Enterprise Linux V3.0., and Microsoft Windows XP. 

 
The DICOM image data rested are as followings: 
(a) CT : one series with 100 DICOM images (512x512x2byte), and total size 53,016,540bytes; 
(b) MRI: one series with 200 DICOM images (256x256x2byte), and total size  35,219,944 bytes; 
(c) CR: 10 DICOM images (2048x2495x2byte), and total size 89,150,896 bytes; 
(d) US: one single multiframe DICOM images with total size 135,322,856 bytes. 

 
For IPSec and SSL/TLS enabled security communication, we create X509 certificates for both sites of 

DICOM C-Store SCU and DICOM C-Store SCU from the same CA attached in OpenSSL tool kit. 
5.  EXPERIMENTAL RESULTS AND DISCUSSION 

 
We tested the DICOM image communication with different protocols (IPv6/IPv4), different security 

configuration (IPsec and SSL/TLS) and algorithms, and different parameters. The figure 4 to 6 show the 
experimental results. In these figures, the Y axis represents the measured speed of DICOM communication 
(kb/s); The X axis represents the different kind of DICOM image communication with different protocols, 
for example, CT(IPV4) represent the test is on CT image and using IPV4 protocol. The Z axis represents the 
different PDU size used in TCP/IP communication, and different operation systems, as well as the different 
algorithms, for example, 4096(LINUX 3DES) means that the maximum PDU size is 4096, the OSs of 
DICOM C-Store SCU and DICOM C-Store SCP is LINUX, and the security algorithm is 3DES.  

 
5.1 The performance evaluation of IPV6 and IPV4 DICOM image communications without IPsec 
security 

 
Figure 4 shows that measurement results of IPv6 and IPv4 DICOM image communications under 

the experimental conditions mentioned in above section. From figure 4, we got following results: 
(1) The DICOM image communication on LINUX is faster than that of on windows for same 

image data set; 
(2) The DICOM communication based on IPv4 is mostly faster than that of on IPv6. This is 

because the size of IPv4 packet’s header is smaller than that of IPv6. But sometimes it is fast on IPv6. 
We think this is because IPv6 has other features, for example better route performance in despite of 



bigger IP packet,.  
(3) The PDU size has strong decreasing effect on DICOM communication speed with Windows 

platform, and the size 4096 bytes is the best compared to other two of sizes (16384 and 65536 bytes). 
Meanwhile, it don’t have obviously decreasing effects with Linux. 
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Figure 4. The performance comparison of IPV6 and IPV4 DICOM image communication without 

security 
5.2 The performance evaluation of IPV6 and IPV4 DICOM image communications with IPsec 
security 
 

Figure 5 shows the testing results of IPv6/IPv4 DICOM image communication with IPSec security. 
From figure 5, we see that: 

(1) All the encryption algorithms have stronger decreasing effect on CR and US(DSA) images, 
while they are weaker on CT and MR images. The explanation is that it would take more times of 
SCU/SCP establishing association for CT/MR images than that for CR/US images with same quantity 
of image sizes, and these establishing times concealed that required for security association and 
encryption, so the encryption has less decreasing effect on small size images.  

(2) For Linux platform, the algorithms of 3DES and Null_enc have stronger decreasing effect on 
the efficiency of DICOM image transmission than that of DES, AES and Blowfish448. For Window 
platform, the 3DES have stronger decreasing effect on the efficiency of DICOM image transmission 
than that of DES. The implementation of IPSec is not so good on Windows as it on Linux, since it only 



supports DES and 3DES algorithms on IPv4 but does not support on IPv6.  
(3) General speaking, the performance of DICOM image transmission is faster over TCP/IPV4 

than that over TCP/IPv6 if IPsec was not enabled. But it is not always true when the IPsec security 
working. We found that the performance of DICOM image transmission is faster over TCP/IPv6 than 
that over TCP/IPv4 in sometimes if IPsec was enabled. The reason for this is that the integration of 
IPv6 and IPSec may be better than that of IPv4 and IPSec. 
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Figure 5. The IPv6/IPv4 DICOM image communication with IPSec security. 

 
5.3 The performance evaluation of DICOM image communications with SSL/TLS security over 
TCP/IPv4 in different operating systems 
 
Figure 6 shows the performance of DICOM image transmission with different SSL/TLS security 
algorithms over TCP/IPv4 in different operating systems. 
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Figure 6. The performance of DICOM image transmission with different SSL/TLS security algorithms 

in different operating systems 
 

From Figure 6, we see that: 
 (1) Transmission speeds of DICOM images with different SSL/TLS security algorithms over 
TCP/IPv4 in Linux and Windows are faster than that with same security setting but cross-platforms 
such as SCU (Linux) to SCP (Windows); 
 (2) All the encryption algorithms have stronger decreasing effect on CR and US(DSA) images, 
while they are weaker on CT and MR images. The explanation is same as we achieved in Section 5.2; 

(3) The security algorithms of DES-CBC and IDEA-CBC have stronger decreasing effect on the 
performance of DICOM image transmission than that of AES and RC4. 
 
5.4 The Performance comparison of DICOM image transmission with IPsec and SSL/TLS  
 

Figure 7 shows the performance comparison of IPSec and SSL. From this figure, we see that, for 
CT and MR images, the speeds of DICOM image communication using IPSec are faster than that of using 
SSL. But when the max PDU size is 16384 and 65536, as well as the algorithm is AES and the DICOM 
images are CR or US, the speeds of DICOM image communication using SSL are faster than that of using 
IPSec. But in general speaking, they are almost same.  
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Figure 5 the performance comparison of IPSec and SSL 
 

6. CONCLUSIONS 
 

It is straight forward to use open source codes of DICOM software to develop IPv6 and IPv4 enabled 
DICOM communication software and libraries. The evaluation measurement results showed that: (1) there 
were some overheads in using IPv6 DICOM image communication compared to IPv4 since more advanced 
features were achieved in IPv6; (2) All the encryption algorithms used in IPsec and SSL/TLS security have 
stronger decreasing effect on CR and US(DSA) images than that on CT and MR images over IPsec/SSL 
security-integrated TCP/IPv6/IPv4 networking; (3) The performance of DICOM image transmission is 
faster over TCP/IPV4 than that over TCP/IPv6 if IPsec was not enabled, but it is not always true when the 
IPsec security was enabled, and the integration of IPv6 with IPSec may be better than that of IPv4 with 
IPSec; (4) Transmission speeds of DICOM images with different SSL/TLS security algorithms over 
TCP/IPv4 in Linux and Windows are faster than that with same security setting but cross-platforms such as 
SCU (Linux) to SCP (Windows).  

There are some trade-off to choose security solution between IPsec and SSL/TLS in the security 
implementation of IPv6/IPv4 protocols. If the WAN networks only use IPv6, the choice is IPsec, since IPv6 
and IPsec are implemented in IP layer, it has not to change application software. But, the operating systems 
have to do some configurations to enable the IPv6 protocols with IPsec-integrated. If the networks are IPv4 
or the combination of IPv6 and IPv4, it is better to use SSL/TLS security by modifying the TCP/IP APIs of 
application software, since the integration of IPv4 with IPsec is not so good as IPv6 with IPsec, or to find a 
VPN product but there are still some limitation in network deployment.  
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ABSTRACT 

In this paper, we developed security approach to provide security measures and features in PACS image acquisition 
and Tele-radiology image transmission. The security processing on medical images was based on public key infrastructure 
(PKI) and including digital signature and data encryption to achieve the security features of confidentiality, privacy, 
authenticity, integrity, and non-repudiation. There are many algorithms which can be used in PKI for data encryption and 
digital signature. In this research, we select several algorithms to perform security processing on different DICOM images 
in PACS environment, evaluate the security processing performance of these algorithms, and find the relationship between 
performance with image types, sizes and the implementation methods. 
Key Words: Security architecture, Medical information systems, PACS  
 

1. INTRODUCTION 
The Health Insurance Portability and Accountability Act (HIPAA) of 1996 authorized the Secretary of Health and 

Humans Service to provide Congress with regulations mandating standards for the security and privacy of patient medical 
records, and require that the Secretary of  Health and Human Services (HHS) establish security standards for healthcare 
information systems and standards for electronic signatures .The standard (45 CFR 142) is a single standard that integrates 
all possible components of medical security protocols (administrative procedures, physical safeguard ,technical security 
services , technical mechanisms, and electronic signature). These technical security mechanisms include access control, 
audit control, authorization control, data authentication, entity authentication, alarm and event reporting, data encryption 
and electronic signatures. We have developed security components, certificate authoring (CA) system and patient record 
digital signature (DSPR)management system, as well as electronic envelope technology, and designed to integrate these 
security components into the current hospital healthcare information infrastructure to provide security measures and 
functions such as confidential or privacy, authenticity, integrity, reliability, non-repudiation, and authentication for 
in-house healthcare information systems daily operating, and EPR exchanging among the hospitals or healthcare 
providers. In this paper, we first outline current work flow and data flow in an integrated healthcare information system 
such as HIS/RIS integrated PACS, and analyze the security measures and functions required in some components and 
procedures. Then, we introduce security services, based on public key infrastructure (PKI), in in-House operation of 
HIS/RIS integrated PACS and in EPR exchanging between medical institutions. Finally, we evaluate the performance of 



 

security algorithms used in these security services.  
 

2. WORK AND DATA FLOW IN IN-HOUSE OPERATION INTEGRATED PACS 
The major security components and dataflow integrated in PACS related to the work flow are shown in Figure 1. In 

order to provide the data security services such as confidential or privacy, authenticity, integrity, non-repudiation and 
authentication integrated PACS workflow operation, e.g., generating or creating images, accessing and retrieving images, 
the related security measures and functions should be embedded into PACS components or designed in the system 
architectures,  
 
 
 
 
 
 
 
 
 
 
 
Figure 1. The data flow of PACS components integrated with security services of data encryption and digital signature 
 

In the following, we will describe the security architectur integrated PACS. This architecture provides security 
functions and features by using the security information and add some security processing logics in the data flow of three 
components of the Image Acquisition Gateway (IAG), Diagnostic Workstations (DWS), and Physician Workstations 
(PWS), as indicated in Figure 1 with key icons. After the IAG receives images from the modalities, it creates digital 
signature of the image files and encrypts them. The purpose of creating Digital Signature by IAG is to validate the source 
of images and verify the integration of the image data in the inter-operation between the workstations and the PACS Server, 
so the signature of IAG mainly aims at pixel data of medical images. The signature component installed in the DWS and 
PWS is served for the doctors that can make use of it to create digital signature of diagnostic reports, key images, and 
verify the reviewed reports or images signed by others.  
 

3. SECURITY SERVICES IN IN-HOUSE OPERATION OF HIS/RIS INTEGRATED PACS 
 

Since the security usually was concerned from the medical record generation to final applications, the security 
measures and mechanisms should exist in the chain from data acquisition to end user applications. In a HIS/RIS integrated 
PACS, the major components involved in security protection and verification are IAG of imaging modalities, PACS 
Archiving server, diagnostic/reporting workstations and physician viewing workstations. Here, we have designed and 
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developed DSPR and CA components to implement security in a HIS/RIS integrated PACS about the privacy, authenticity, 
integrity, reliability, non-repudiation, and authentication [1]. First, We recognize that the IAGs are the signers of Digital 
signature (DS) of medical images, and the radiologists and physicians are the both signers and users of DS of radiological 
or medical reports. We regard that the radiological workstations (diagnostic/reporting), physician workstations, and 
applications servers are also the users of security services. Secondly, we separate the security information of a record from 
the record file, and store the extracted or computed security information into the DSPR component, e.g., ID of signer, UID 
of record, DS and HV of record, Tag of item encrypted in record, and ID of encryption algorithm applied to the record, etc. 
All these security processing and computation are done in the IAG for images, application workstations or servers for text 
reports, with the private-keys of the owners contained in the digital certificates. The Data flow of computation and 
transmission of computed security information of images in IAG of PACS, as shown in Figure 2.  

 
 
 
 
 
 
 
 
 
 

Figure 2 Data flow of computation and transmission of computed   Figure 3 Data flow of security verification in reviewing  

security information of images in IAG of PACS                   patient records of images 

 
Since all necessary security information of medical records are acquired from acquisition gateway and 

diagnostic/reporting workstations, stored and managed in DSPR and CA components, it is easy to achieve required 
security services with these information in daily clinical operation.  Figure 3 shows how to use these security information 
and build the input/output interfaces of the security component to the PACS components to provide the security features 
and mechanisms in in-house HIS/RIS integrated PACS operation. The security processing logics are: (1) If the healthcare 
information systems are two tiers of client/server architecture, the Patient Record Reading Module, Patient Record 
Accessing Module and Security Verification Module will stay in application workstations, e.g., radiological 
workstations, or physician workstations; (2) If the healthcare information systems are three tiers of architecture, the 
Patient Record Reading Module will stay in the client side, and Patient Record Accessing Module and Security 
Verification Module will stay in the middleware application server. Following, we will describe how to use CA and 
DSPR components and Security Verification Module to perform the security services 

Privacy: The sensitive information of patient records can be encrypted and stored in the record file, and the related 
tags of the information and ID of encryption algorithm are stored in DSPR. This process can be done in IAG for images, 
and diagnostic/reporting WS for text reports, as indicated in Figure 2. So, it will not disclose the sensitive information 



 

when user read the record in non-clinical services. But, it is easy to decrypt the sensitive information with the retrieved 
Tags and ID of encryption/decryption algorithm from DSPR by using Security Verification Module installed in the 
workstation or application server if it is required by authorized users. 

Authenticity and Integrity: The authenticity and integrity of a record can be easily done by comparing the hash 
values (HV) stored in DSPR and retrieved record from PACS/HIS/RIS with same UID of the record. The steps to perform 
this comparison are: (1) when an user read a record retrieved from a server, and want to verify the authenticity and 
integrity of this record, he or she triggers the Security Verification Module to compute the HV of the record and compare 
it with the that got from DSPR. If they are same, the record is correct, otherwise, the authenticity and integrity of record 
was broken.  
 Non-repudiation and Authentication: When user want to verify the non-repudiation and authentication of a record, 
(1) he or she calculates the HV of this record and uses the UID of this record to get the ID of the signer and DS of this 
record from DSPR through the Security Verification Module; (2) use the ID of the signer to get the public key of the 
signer stored in CA component as indicated in Figure 3; (3) if the user can decrypts the DS by use the public key of the 
signer and the extracted HV from DS is same with that calculated from the record, the security verification is passed, 
otherwise, it is failed.  

The Image Security Component Module and Security Verification Module contain the security services of digital 
signature and verifying signature, which use security algorithms including SHA1, MD5, RipeMD160 associated with 
RSA, DSA. As the P12 certificate including Public key and private key coming from certificate authority (CA) system, it 
accessed by password can be adopted into our signature module. One signer loads his certificate and reads the whole file 
or only pixel data of it, then calculates the hash value of the to-be-signed object, finally calculates the signature via RSA 
algorithm and stores it into the file. While being verified, the part of signed from signed DICOM file will be hashed, we 
can use the hash value to verify the digital signature. The digital signature and verification are illustrated in Figure 4 and 5. 

  
 
Figure.4  Dicom Images Signature Function               Figure.5   Dicom Images Verification Function 

 
 
 



 

4. SECURITY SERVICES FOR EPR EXCHANGING BETWEEN MEDICAL INSTITUTIONS 
 

In telemedicine and enterprise healthcare operation, the electronic patient record (EPR) will be transferred from one 
hospital or clinic to another through public wide area network. The security issue is very important in these kinds of 
applications. Usually, in order to safely transfer the EPR, electronic envelopes [2] are needed to convey the EPR and 
related security information from one side to another. There are two situations: (1) Both sending and receiving sides have 
CA components and their digital certificates were authorized from same public root CA system, also both sending and 
receiving computers get digital certificates from their CA components and can use SSL technology to transfer the EPR; (2) 
Both sending and receiving sides may have CA components, but can not communicate each other by using of SSL in EPR 
exchanging. The electronic envelopes will be constructed differently with the security information from DSPR and CA for 
these two situations and the communication efficiency is also different. 

In EPR data (the major challenges are mostly on medical images) secure transmission, we adopt symmetric crypto 
algorithms that include DES, DESede (TripleDES), Blowfish, Rijndael�AES�,IDEA,RC4, (others are block ciphers 
except that RC4 is stream cipher),etc, and encrypt the EPR data or whole DICOM images as indicated in Figure 6 and only 
pixel data (Figure 7) of it. The key length of DES is 56 bits, and other algorithms are 128 bits. The whole DICOM file 
encrypted can’t be read, and must be parsed and displayed after being decrypted. When the only pixel data of DICOM file 
is encrypted, value of DICOM tags can be parsed, however pixel data is displayed into grey. 

 

 
Figure.6 Whole Dicom Images Encryption/Decryption  

 

Figure.7 Only Pixel Data Encryption/Decryption 
 

5. RESULTS OF ALGORITHM EVALUATION 
 

We used the Java Cryptography Extension (JCE) provided by Bouncy Castle and the CTN DICOM Toolkit to 
develop data encryption software for DICOM image data encryption and decryption processing, and used the RSA 



 

package with different hash computing algorithms to do the digital signature of DICOM image data and authentication. 
These two security processing modules were integrated into the PACS DICOM gateway and display workstations. We 
select one series of DICOM CT images with 50 slices (512x512x2 bytes/image), one series of DICOM MR images with 
100 slices (256x256x2 bytes/image), 10 CR images (8 MB/image), and two DICOM multi-frame Ultrasound images 
(512x512x3bytes, 6.2MB), to test the impact of security processing on various DICOM images in PACS data flow. We 
used the computer (Dell Dimension 8100 with Pentium III: single CPU 866MH, RAM 512MB) to test the security 
computation on various images. 

 
5.1 Time required for performing encryption and decryption on DICOM image files 

The times required for performing security processing on various DICOM images are presented in Table I. 
 Table I. The times required for performing security processing on different DICOM images with different 
encrypt/decrypt algorithms. 

File Type 
Crypto 

Algorithm 

Whole File  
Encrypt Time 

�Second/
710 Byte� 

Whole File  
Decrypt Time

�Second/
710 Byte� 

Only Pixel  
Encrypt Time

�Second/
710 Byte� 

Only Pixel  
Decrypt Time

�Second/
710 Byte� 

DES 2.94778 3.44329 3.18661 3.14321 
DESede 6.34475 6.77148 7.07843 6.87384 
Blowfish 2.24312 2.86216 2.56975 2.5031 
Rijndael 11.1468 13.7086 12.2768 14.5614 

IDEA 3.45171 4.08899 3.79107 3.75387 

CR 
Whole  
File 
71.24MB 
Only 
Pixel� 
64.52MB 

RC4 
1.06261 1.56373 1.15623 1.16398 

DES 2.93828 3.59712 2.94544 2.91492 
DESede 6.35365 6.5354 6.56238 6.45937 
Blowfish 2.61265 2.82469 2.47234 2.54101 
Rijndael 11.4578 13.6161 11.5681 13.1973 

IDEA 3.71829 4.38092 3.68943 3.42236 

CT 
 
Whole 
File� 
26.41MB 
Only 
Pixel� 
26.21MB 

RC4 

1.30632 1.80235 1.28195 1.27432 

DES 3.26454 3.84991 3.32439 2.80291 
DESede 6.46154 7.07317 6.6411 6.37653 
Blowfish 2.57411 3.22702 2.82209 2.45399 
Rijndael 11.3508 13.8424 11.8098 13.2515 

MR 
Whole 
File� 
26.65MB 
Only IDEA 3.53096 4.33771 3.94172 3.42791 



 

Pixel� 
26.08MB 

RC4 
1.54597 2.15009 1.70629 1.43021 

DES 3.11793 3.53796 2.71987 2.89902 
DESede 6.33279 7.59289 5.86319 5.7329 
Blowfish 2.43942 2.47173 1.40549 2.50814 
Rijndael 11.2763 13.6672 10.6678 13.5179 

IDEA 3.50565 4.23263 2.96417 3.5342 

US 
Whole 
File� 
6.19MB 
Only 
Pixel� 
6.14MB 

RC4 
1.22779 2.90792 1.04235 1.30293 

 
5.2 Time required for performing digital signature and verification on security standardized DICOM image files 

We calculated the times required for both the whole DICOM image file and that of only pixel data part, and 
compared them with different kinds of medical images. Table II gives the measured times required in these computation of 
digital signature and verification. 
Table II. The times required for digital signature and verification processing on different DICOM images with different 
security algorithms. 

File 
Type 

Crypto Algorithm 

Signing Time  
of Whole file 

�Second/
710 Byte� 

Verifying Time of 
Whole file 

�Second/
710 Byte� 

Signing Time of 
Pixel Data

�Second/
710 Byte� 

Verifying Time of 
Pixel Data

�Second/
710 Byte� 

SHA1/RSA 3.95564 1.21421 5.3797 2.38376 
MD5/RSA 5.72431 1.22824 6.2554 2.65654 

 
CR 

RipeMD160/RSA 5.77625 1.29281 6.1299 2.47675 

SHA1/RSA 5.86899 2.54828 6.5433 2.81572 
MD5/RSA 6.70201 2.72624 6.4556 3.18962 

 
CT 

RipeMD160/RSA 5.3919 2.74517 6.6768 3.39565 

SHA1/RSA 8.74672 5.11069 11.277 5.57515 
MD5/RSA 9.17824 5.18574 10.817 5.46012 

 
MR 

RipeMD160/RSA 9.14447 5.51595 10.234 5.66334 

SHA1/RSA 
8.28756 3.19871 8.3225 3.87622 

MD5/RSA 7.68982 3.03716 8.4365 3.92508 

 
US 

RipeMD160/RSA 7.65751 3.08562 8.5505 3.84365 

 
 We also calculated consuming times of encryption/decryption processing on different amount of different modality 
images with different algorithms and drawn the relationship curves of them in Figure 8, 9. From these curves, we see that 
different encryption/decryption algorithms on different modality medical images are different, and Blowfish and IDEA 



 

algorithms performed best on most DICOM images in encryption and decryption. Also, the processing times are linearly 
related to the total volume of image pixel data 

   
Fig.10 DICOM Images Signature/Verification Ratio 

 

Fig.11 DICOM Images Signature/Verification Ratio 
 

For security processing of the digital signature and verification on different kinds of modality images with different 
security algorithms, we drawn two histograms as shown in Figure 10 and 11. From Fig.10 and Fig.11, we see that it is time 
consuming to do digital signature or verification processing on large size of image files, and also different algorithms have 



 

different efficiency impacts on processing performance. All three algorithms of SHA1/RSA, MD5/RSA, RipeMD160 
have similar performance on selected images. Since SHA1 is widely used, it may be considered the better choice in 
algorithm selection in security implementation.  
 

6. CONCLUSIONS 
Integrating security processing modules based on PKI in PACS acquisition gateways and display workstations in 

PACS data flow can achieve the security features of confidential, privacy, authenticity, integrity, and non-repudiation in 
digital radiology work flow. In this paper, we developed security approach to provide security measures and features in 
PACS image acquisition and Tele-radiology image transmission. The security processing on medical images was based on 
public key infrastructure (PKI) and including digital signature and data encryption to achieve the security features of 
confidentiality, privacy, authenticity, integrity, and non-repudiation. There are many algorithms which can be used in PKI 
for data encryption and digital signature. The encryption and decryption algorithms of Blowfish and IDEA perform better 
on most DICOM images, and the required processing times are linearly related to the volumes of image pixel data. The 
algorithms of SHA1/RSA, MD5/RSA, RipeMD160 used in digital signature and authentication on DICOM images have 
similar performance, but, SHA1 is widely used, it may be considered the better choice in security implementation.  
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The operational reliability of the picture archiving and communication
system (PACS) server in a filmless hospital environment is always a
major concern because server failure could cripple the entire PACS
operation. A simple, low-cost, continuous-availability (CA) PACS ar-
chive server was designed and developed. The server makes use of a
triple modular redundancy (TMR) system with a simple majority vot-
ing logic that automatically identifies a faulty module and removes it
from service. The remaining two modules continue normal operation
with no adverse effects on data flow or system performance. In addi-
tion, the server is integrated with two external mass storage devices for
short- and long-term storage. Evaluation and testing of the server were
conducted with laboratory experiments in which hardware failures
were simulated to observe recovery time and the resumption of normal
data flow. The server provides maximum uptime (99.999%) for end
users while ensuring the transactional integrity of all clinical PACS
data. Hardware failure has only minimal impact on performance, with
no interruption of clinical data flow or loss of data. As hospital PACS
become more widespread, the need for CA PACS solutions will in-
crease. A TMR CA PACS archive server can reliably help achieve CA
in this setting.
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Introduction
Any large medical imaging database with clinical,
research, or educational applications requires a
robust archive server to receive images and deliver
them to users in a reliable and timely manner.
With respect to the operation of large, computer-
networked server systems, high availability and
continuous availability (CA) (also called fault tol-
erance [FT]) are the two terms commonly used to
describe the degree of system reliability (1–3). We
will use the abbreviations FT and CA interchange-
ably in this article. There is a continuum of high-
availability solutions, with system availability
rates ranging from 99% (88 hours of downtime
per year), achieved with simple “hot spare” tech-
nology, to 99.99% (1 hour of downtime per year),
achieved with clustered server–based solutions
that make use of hardware and software to main-
tain uptime. Although the technology is available,
these solutions are expensive and challenging to
implement. Systems with fully FT hardware are
known as CA solutions, with the highest availabil-
ity rate (99.999%) and a minimal downtime of 5
minutes per year (4–6). Unfortunately, to pur-
chase and support this highest level of FT would
require close to $1 million (7).

A picture archiving and communication system
(PACS) (1) is an integrated system consisting of
medical image and data acquisition components
involving different imaging modalities (eg, com-
puted tomography, computed radiography, mag-
netic resonance imaging, ultrasonography) and
storage and display subsystems, all integrated
with various digital networks. PACS are widely
used in hospitals and are considered mission criti-
cal for around-the-clock daily clinical operation.
Whereas failure of individual workstations or ac-
quisition components will affect functions and
data flow in the local PACS branch, failure of the

PACS controller or main PACS archive server
could cripple the entire PACS operation. The
operational reliability of the PACS server is al-
ways a major concern in a filmless hospital envi-
ronment and is becoming even more important as
digital techniques are increasingly being used for
critical tasks within hospitals. The design and
implementation of a reliable PACS should pro-
vide maximum uptime for end users while ensur-
ing transactional integrity. In the event of a PACS
component failure, users should notice only a
minimal performance impact with no interruption
of clinical data flow or loss of data. CA PACS
design is intended to minimize manual interven-
tion and management changes in daily worksta-
tion operation. These recovery procedures and
the steps required to resume normal operation
after downtime are tedious and labor intensive. At
present, however, PACS vendors do not feature
such a CA solution for their PACS archive servers.

In this article, we describe the design, imple-
mentation, evaluation, and clinical applications of
a CA PACS archive server. In addition, we pro-
vide performance measurements that can be used
as a benchmark and reference standard for future
FT implementations in hospital PACS. We also
discuss additional applications of a CA PACS
server.

Archive Server
For the purposes of our study, we considered pos-
sible component failures in the clinical PACS ar-
chive server at the Saint John’s Health Center
(SJHC) in Santa Monica, California (8). SJHC is
a 224-bed community hospital that performs
about 120,000 radiology examinations annually.
Approximately 90% of these examinations are
digitally acquired and stored in a PACS archive
server. The archive server is also responsible for
prefetching and distributing any current and pre-
vious examinations. In addition, it provides pa-
tient location information for automatic image
distribution to specific review workstations lo-
cated on the hospital floors. As with all traditional
local area network PACS, the archive server is the
command center of the SJHC PACS.

Downtime Experience
During a 11⁄2-year period of continuous operation
(24 h/d, 7 d/wk), the archive server encountered a
total of approximately 4 days of downtime result-
ing from three separate incidents. The first two

TAKE-HOME POINTS

� Continuous availability is becoming increasingly impor-
tant for mission-critical clinical systems like PACS.

� Continuous availability in the clinical environment must
balance cost with ease of operation.
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incidents were due to system hard disk failures,
with 1.5 days of downtime occurring for each in-
cident. The third incident was due to a CPU
motherboard failure: Nonvolatile RAM on the
motherboard failed and needed replacement. Be-
cause the hard disk was not corrupted or dam-
aged, the server encountered only about 1 day of
downtime.

Normal operations and routines that were per-
formed automatically had to be adjusted and re-
adjusted once the server was brought back up.
These adjustments had a major impact on clinical
workflow. Some of the contingency steps and ad-
justments to normal clinical workflow were as
follows:

1. Staff personnel communicated to inform all
parties of downtime and implement contingency
plans.

2. Technologists manually distributed PACS
examinations to all necessary workstations.

3. Historical examinations for comparative
study were not available.

4. Query and retrieval were not available for
clinical users.

5. Sending jobs were cleared from the worksta-
tion queue before they affected workstation per-
formance.

6. Automatic archiving rules were turned off
on workstations so that additional examinations
would not be sent.

7. Provision was made for the deletion of his-
torical examinations on workstations to make
room for newly acquired examinations if down-
time were to last longer than 24 hours.

8. Hardcopy reprints for off-site clinics were
not available.

An additional 2 hours may be necessary to
bring the system to full operational status once
the archive server is back online. An ideal FT de-
sign prevents the existence of a single point of
failure (SPOF) within the system—especially an
SPOF that critically impacts normal operation.
The archive server is considered one of the major
SPOFs of a PACS. The CA PACS archive server
described in this article can be used to replace this
SPOF.

CA PACS Server Design
A CA PACS server is designed with both hard-
ware and system software redundancy to auto-
matically detect and recover any hardware failure
instantaneously. In this article, we address hard-
ware-related failure throughout the image server

system. We also discuss “failover” procedures for
achieving a CA PACS, whereby induced system
failure causes the system to automatically begin
running on a secondary system. Application soft-
ware failures and human errors are not consid-
ered.

The key to designing a CA PACS server is to
implement redundant systems such that, in the
event of a system failure, maximum availability
and reliability without the loss of transactional
data can be achieved (9–11). Features to consider
include (a) highly reliable PACS operations (ie,
no loss of data or workflow interruptions), (b) ac-
ceptable system performance (ie, no performance
degradation in daily PACS operations or only
occasional glitches over relatively long periods of
time, and (c) low cost and easy implementation
(12) (ie, system portability, scalability, and af-
fordability).

CA PACS Server System Architecture
The CA PACS server developed at the Image
Processing and Informatics Laboratory at Chil-
dren’s Hospital Los Angeles/University of South-
ern California is the first low-cost implementation
of CA architecture. The server makes use of a
triple modular redundant (TMR) system with a
high level of integration and an elegantly simple
voting mechanism to achieve CA (13). In addi-
tion, the CA PACS server has been equipped with
two external mass storage devices: a redundant
arrays of independent disks (RAID) system and a
digital linear tape (DLT) library.

TMR Architecture
Figure 1 shows the core of the TMR PACS con-
troller, which consists of three identically config-
ured UltraSPARC-based modules (Sun Micro-
systems, Santa Clara, Calif) (6). The three mod-
ules are tightly synchronized and interconnected
through a high-speed backplane for intermodule
communications. Each module is a complete
computer running the Solaris Unix operating sys-
tem (Sun Microsystems) with its own Ultra-
SPARC CPU, memory, input/output interfaces,
bridge logic, and power supply (14). The hard-
ware in the backplane bridge compares all data
that enter or exit the synchronous part of the sys-
tem to diagnose any problems. The TMR voting
system uses a simple majority voting logic to mask
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out the failed module. This model is conceptually
simple because the logic that compares the opera-
tion of the three modules need not know what
faulty behavior looks like. The only requirement
is that the failed module be recognized as deviant
from the others. The system pauses (typically for
5–30 seconds, depending on memory size) while
the diagnostic software identifies and disables the
faulty module. Then, the memories of the two
remaining modules are synchronized by perform-
ing a full memory copy. Once the copy is com-
plete, the system resumes processing with the two
functioning modules. During a module failure,
the TMR configuration operates as a double
modular redundancy (DMR) configuration until
the third module is repaired. With DMR, the sys-
tem can still detect a fault with use of compari-
son, but voting fails to determine which module is
faulty. A DMR configuration generally requires
the use of additional algorithms to perform self-
diagnosis. The low-cost TMR system imple-
mented in our laboratory does not support self-
diagnosis in the DMR configuration. Because the
comparisons occur within the hardware, the oper-
ating system incurs no overhead and performance
is not affected. The system responds in a totally
automatic, seamless manner, allowing uninter-
rupted operation of the system. The system ad-
ministrator is notified of any failure within a mod-
ule, which can then be replaced as needed with-
out having to shut down the entire system (Fig 1).

Additional PACS Server Components
Ethernet and mass storage are considered impor-
tant components of a CA PACS archive server
and were designed and developed with CA as well
(15).

Ethernet.—Each of the three modules contains
its own 10/100baseT Ethernet interface. The
three interfaces are connected via independent
paths to the local network backbone (Fig 1) and
form a single software interface with one Internet
protocol and one media access control address.
One interface acts as the active interface, and the
others are on stand-by. Should the module con-
taining the active interface fail or some element of
its connection to the backbone fail, the interface
is disabled and a stand-by unit becomes active in
its place. Normal network retry mechanisms hide
the failure from applications.

Short-term PACS Archive Storage.— Each of
the three modules contains a fast, wide small
computer system interface. To automatically sur-
vive a single disk failure, all storage must be
RAID configured. Storage management software
is used to implement two different FT strategies.
The first strategy is the use of disk mirroring for
system boot and applications storage. Identical
external disk drives are attached to two or three
modules, and the same data are written to each
drive. The second strategy is the use of a RAID
subsystem for nonboot storage. The RAID

Figure 1. Diagram illustrates a PACS archive server system with TMR architecture (CPU,
memory, input/output [I/O] devices, Ethernet). The server is connected to two peripheral
storage devices: a dual RAID controller system for short-term storage and a dual-drive DLT
library for long-term storage. Note the dual redundant paths for both types of storage.
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system must be cluster ready, whereby two or
more modules are given their own direct link to
the storage system. The RAID system is auto-
matically detached from a failed module and reat-
tached to a healthy module that has a functional
path to the data. The RAID system must also
have at least dual ports to which multiple mod-
ules can be attached. For the RAID system to be
fully FT, a second hardware controller should be
used. This dual-controller RAID system allows
for continuous operation of the system should
one of the controllers encounter a failure. In a
typical configuration, two modules are connected
to each of the dual-controller interfaces for redun-
dancy (Fig 1). RAID controller failures and disk
drive failures in the RAID system are handled by
the system itself.

A Hitachi 9200 RAID system (Hitachi Data
Systems, Santa Clara, Calif) with Veritas Volume
manager software (Veritas, Mountain View,
Calif) has been implemented with the FT PACS
controller. The 325-Gbyte Hitachi 9200 RAID
system with dual hardware controllers connected
to both module A and module B provides a re-
dundant path to the TMR PACS server. Veritas
software dynamically monitors the two paths and
automatically switches from one to the other if a
path is disconnected due to physical damage or a
failure in the hardware or connections.

Long-term PACS Archive Storage.— For
long-term PACS archive storage, a StorageTeK
L40 DLT library (Storage Technology, Louis-
ville, Colo) with a storage capacity of 3.2 ter-
abytes was implemented. The library comes with
two drives, each of which is connected to one of
the TMR controller modules. This configuration
provides redundant paths to the FT PACS server
(Fig 1). Veritas Netbackup and Migrator software
is installed to automatically migrate the data from
the short-term RAID system to the long-term
tape library archive. The Veritas Netbackup soft-
ware monitors the multiple paths and automati-
cally causes the system to shift from one path to
another should a path encounter a failure. We are
currently implementing this feature in our labora-
tory. Another SPOF in long-term archive storage
is the mechanical robotic arm of the tape library.
Discussion of this SPOF is beyond the scope of
this article; however, it does impact downtime in
long-term storage, and future work will focus on
addressing this issue. At present, the fallback plan
for long-term storage is to use short-term storage
during downtime. It is crucial to configure short-
term storage with the proper storage space for a
specified time period to accommodate potential
long-term storage downtime.

The total cost of hardware for the CA PACS
server is only approximately $165,000, which in-
cludes both short-term and long-term storage.
The Veritas software used in the server design is
an additional $70,000; however, there are other
less expensive software options available that can
perform similar functions. These costs do not in-
clude the PACS archive server software applica-
tions.

Testing and
Performance Measurements

To evaluate the robustness and effectiveness of an
FT PACS server design, a test bed environment
has been developed to allow observation and
gathering of results.

PACS Simulator
A system that simulates key components and the
normal clinical data flow of a typical clinical
PACS was developed to evaluate the FT PACS
design (16). This system, called a PACS simula-
tor, consists of a radiology information system
simulator, an acquisition modality simulator, a
gateway, a PACS controller, two clinical viewing
workstations, and a network infrastructure. Clini-
cal PACS images are sent manually or automati-
cally from the modality simulator through the
various components of the PACS simulator dur-
ing testing and evaluation.

Evaluation Protocol
Development of a protocol for testing and evalua-
tion is centered around creating clinical scenarios
in which hardware failure can occur. In addition,
simulations of hardware failure are created within
these scenarios to test the FT abilities of the CA
PACS server. Clinical scenarios are categorized
according to the perspective of the end user,
which is important because ultimately the success
of the FT of the system benefits the end user the
most. The two types of scenarios are clinical
background (“passive”) scenarios (eg, storage,
automatic distribution of PACS examinations)
and clinical on-demand (“active”) scenarios (eg,
query and retrieval).

Failover Procedures
Three types of hardware failures were simulated
on the PACS controller running on the CA PACS
server: (a) failure of network devices in the PACS
controller or of the network switch connected to
the controller, (b) failure of the CPU, memory, or
entire motherboard of the PACS controller, and
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(c) failure of the external hard disk or some other
storage device. The three types of failure were
initiated during the query and retrieval of a PACS
examination from the CA PACS archive server to
the viewing workstation. Each of these scenarios
was tested a total of 182 times. Ethernet failure
required 3–15 seconds of recovery time, CPU
module failure required 20–40 seconds, and disk
failure required 35–75 seconds. The PACS data
flow continued automatically after system recov-
ery. No data loss or interruption of data flow was
observed, and all patient examinations were suc-
cessfully transferred. From the perspective of the
user at the display workstation, the delay was
equal to the system failover time.

Background Burn-in Testing
To create an effective clinical simulation, the
PACS archive server should perform background
functions continuously. An automatic loop was
created to continuously simulate clinical scenarios
for long periods of time in the evaluation of the
FT PACS design, and any hardware failures were
noted and recorded. The automatic feedback dis-
tribution loop between the PACS controller, gate-
way, and viewing workstation was activated con-
tinuously for 3 months. The burn-in period simu-
lated a PACS server operating continuously in a
clinical environment. No system failure was ob-
served.

Other Clinical Applications
Another application of the CA PACS archive
server is its use as an FT solution for disaster re-
covery of short-term image data with an applica-
tion service provider (ASP) model (17,18). The
ASP short-term image archive provides instanta-
neous, automatic off-site backup of acquired im-
age data and instantaneous recovery of stored
image data with CA quality and at low cost. Such
an application has been implemented in our labo-
ratory. The CA image server has both a RAID
system and a DLT library and serves as a short-
term off-site backup archive server for SJHC. All
clinical image data are sent to this ASP CA image
server in parallel to the radiologic examinations
that were archived in the main server at SJHC.
Currently, connectivity between the main archive
and the ASP storage server is established via a
T-1 (1.5 Mbits/sec) connection. In the near fu-
ture, Internet 2 will replace the T-1 connection
(Fig 2), allowing a transfer rate of 155 Mbits/sec.

A disaster scenario was initiated during the
implementation stage, and the disaster recovery
process with use of the ASP archive server was
successful in repopulating the clinical system on-
site within a short period of time (a function of
the amount of data and the transfer rate). The
ASP archive was able to recover 2 months of im-
age data with no complex operational procedures.
Furthermore, no image data loss was encountered
during the recovery. This ASP off-site backup
archive has been integrated into the SJHC PACS
for daily clinical operation.

The CA image server has also been imple-
mented as a backup archive solution for down-
time events scheduled for the main server located
on-site. Software upgrades and preventive main-
tenance are routinely performed for the main im-
age server in the hospital. Although these down-
time events are scheduled, they still affect normal
clinical workflow because these main image serv-
ers are mission-critical systems. Such an event
occurred recently at SJHC, where the main image
server on-site was scheduled for software up-
grades (19). The CA image server, which was
off-site, was used to provide image data for emer-
gency operation during this downtime. A total of
100 images (87.5 MBytes) were transmitted to
the SJHC clinical system directly from our labora-
tory during a 4-hour period.

Summary and Conclusions
We have implemented a TMR CA PACS archive
server with integrated external RAID and DLT
storage devices. The server can automatically de-
tect failures by comparing the activity of three

Figure 2. Diagram illustrates the configuration of the
ASP model off-site backup CA PACS archive server
between SJHC (clinical site) and the Image Processing
and Informatics Laboratory at Children’s Hospital Los
Angeles/University of Southern California (backup
server site). Note the Digital Imaging and Communica-
tions in Medicine (DICOM) gateways serving as trans-
mission buffers between the two sites to minimize im-
pact on clinical PACS performance.
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synchronized modules. Each module performs
exactly the same activities, and when a module
fails, the system detects the deviation, identifies
the faulty module by simple majority vote, and
removes it from service. The remaining two mod-
ules continue normal operation, with no adverse
effect on PACS data flow or system performance.
The CA PACS archive server has been evaluated
by conducting a series of manually induced fail-
over tests of its reliability, functionality, and per-
formance. We believe that a simple, low-cost
TMR CA PACS archive server can be imple-
mented and used as a reliable PACS server to
achieve CA. Meanwhile, our performance mea-
surements provide a valuable benchmark for CA
PACS design and implementation in clinical
PACS environments and for PACS applications.

As PACS become more widely used in hospi-
tals, there will be a greater need for CA PACS
solutions because a PACS is considered to be
mission critical for around-the-clock daily clinical
operation. As discussed earlier, failure of the main
PACS archive server can cripple an entire PACS
operation. The operational reliability of the
PACS server is always a major concern in a film-
less hospital environment. The design and imple-
mentation of the CA PACS archive server de-
scribed in this article provide maximum uptime
for end users while ensuring the transactional in-
tegrity of all clinical PACS data. In the event of a
hardware failure in the CA PACS, users will no-
tice only minimal performance impact without
interruption of clinical data flow or loss of data.
To help prevent a disaster that could physically
destroy even a CA PACS archive server located
on-site, an off-site backup CA PACS archive
server can be implemented to store the PACS
data for recovery and use. This backup server can
also be used as a temporary archive server during
downtime events scheduled for the clinical PACS
server on-site. These applications underscore the
importance of a CA PACS archive server solution
within a filmless environment.
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Original Investigations

Computer Assisted
Radiology and Surgery
A Continuous Available (CA) Server for Medical
Imaging Applications1

H. K. Huang, DSc, FRCR(Hon), Brent J. Liu, PhD, Z. Zhou, MS

Rationale and Objectives. The trend of medical imaging research and application is toward large database management
and manipulation, which requires a robust image server to receive image data from sources and to deliver them to users
reliably and in a timely fashion. This article describes the design, implementation, and clinical applications of a continu-
ous available (CA) image server for these purposes.

Materials and Methods. The design of the CA image server is based on the concept of a triple modular redundancy
server with three redundant server modules. Coupled with a majority voting mechanism in the three modules and failover
software, the triple modular redundancy server takes care of all single points of failure hardware components in the CA
image server automatically to achieve fault tolerance. Methods and procedures of evaluating the fault tolerance system
reliability caused by network connectivity, motherboard, and disk storage failures are described.

Results. Thorough experimental results in laboratory and clinical environments verify that the image server achieves
99.999% hardware up time (or 5 minutes/year down time), satisfying the industrial terminology of hardware continuous
availability. Performance of failover of the CA image server is automatically tabulated during these procedures.

Conclusion. Applications of CA image server are extensive. Two examples are given including Picture Archiving and
Communication System, and off-site back-up archive using the Application Service Provider model. As designed, the CA
image server is portable, scalable, affordable, easy to install, and requires no human intervention during failover and sys-
tem recovery.

Key Words. Archive server; continuous availability; fault tolerance; medical imaging; picture archiving and communica-
tion system (PACS); system failover.
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Any large medical imaging database for clinical, research,
or education application requires a robust archive server
to receive image data from sources and deliver them to
users reliably and timely (1). In consideration of the oper-
ation of a large integrated computer networked server
system, high availability and continuous availability (CA)
are the two commonly used terms categorizing the degree
of system reliability (2,3). There is a continuum of high-
availability solutions, ranging from a 99% system avail-
ability rate (88 hours downtime/year) by using the simple
“hot spare” technology to 99.99% availability (1 hour
downtime/year) with clustered server-based solutions us-
ing hardware and fail-over software. The fully hardware

“fault-tolerance” (FT) systems are known as CA solutions
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with the highest 99.999% availability rate and the mini-
mum downtime of 5 minutes/year (4–6). We will use the
terms FT and CA interchangeably in this article. Exam-
ples of these systems used in medical imaging applica-
tions are PACS (picture archiving and communication
system), off-site back-up archive, and on-line computer-
aided detection and diagnosis system (CAD). PACS and
off-site back-up archive are both mission-critical opera-
tions, continuing 24 hours a day and 7 days a week, and
it requires CA. In CAD, remote access of preliminary
indication or second opinion of the patient’s condition
using CAD server based on imaging examination is time
critical (1). This article describes the design and imple-
mentation of, and clinical experience with, a CA image
server for large-scale medical imaging applications.

HARDWARE COMPONENTS IN AN IMAGE
SERVER

Basic hardware components in an image server consist
of the central processing units (CPUs) and memory, I/O
ports and devices, and storage devices shown in Figure 1.
Any of these hardware components can fail and if it is
not addressed immediately, operation of the server will be
compromised. The design of the CA image server is to
develop both hardware and system software redundancy
to automatically detect and recover any hardware failure
instantaneously. Table 1 shows a current survey on the
causes of computer and network system downtime in
which computer hardware, hard disk drive, communica-
tion processor, and data communication network account
for approximately 71% of the system failure (7). In this
article, we address the issue of this 71% hardware-related

Figure 1. General computer system arc
term (DLT) archive.
failure in the complete image server system, and methods
of circumventing the failure with failover to achieve the
definition of a CA system. Application software failure
and human errors would not be considered in this CA
image server.

DESIGN CRITERIA

Fault tolerance is the implementation of redundant
hardware components with software control in the server,
such that in the event of a component failure, maximum
availability and reliability (without the loss of transac-
tional data) can be achieved (8–13). The requirements for
an FT image server are to support:

High Reliable Server System Operations

• No loss of data
• No workflow interruptions

Image server reliability means server uptime and FT.
In the event of a server hardware component failure, us-
ers might notice a minimal performance impact during the

ure with a short-term (RAID) and long-

Table 1
Causes of Computer and Network System Downtime

Computer hardware 24%
Hard disk drive 26%
Communication processor 11%
Data communication network 10%
Software 22%
Human error 6%
Others 1%
Total 100%
hitect
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server failover process, but all server functions such as
image archive, retrieval, distribution, and display must be
continuously available. No loss of data and no work inter-
ruptions are permitted. All current server processes and
transactions should automatically resume with no inter-
ruptions.

Acceptable System Performance

• No performance degradation in daily routine operations
• Occasional glitches in an acceptable amount of time

Performance inclusively measures how well hardware,
operating systems, network, and application software per-
form together. Ultimately, the image server performance
affects the end users and the response time of the applica-
tions. For FT image servers, the redundant server hard-
ware once taking over the failed hardware should be able
to handle the same workload in network speed, CPU
power, and archive storage as in normal server operations
so that the user will not have noticeable performance deg-
radation. Normally, server operations and user sessions
halt momentary (about 30 seconds, see Results section)
until the FT image server successfully fails over and re-
sumes in the event of a system glitch. A longer delay in
minutes is acceptable for non-interactive background pro-
cesses such as image archiving.

Low-Cost and Easy Implementation

• Portable
• Scalable
• Affordable

Portability means that existing server software should
be able to run on the FT image server without any major
changes (14). Scalability tests how additional hardware,
system and application software work with the FT server,
and impact its ability to handle the workload. High-end
million-dollar FT machines such as the Tandem system
(Hewlett-Packard, Palo Alto, CA), which uses a sophisti-
cated system design and can recover from system failure
in milliseconds, is too expensive for most large-scale
medical imaging application, for example in PACS, and is
often used for short-transaction types of applications in
banking, security and stock exchange, and telecommuni-
cation industries. Our design of the FT server using the
concept of the triple modular redundancy (TMR) UNIX

server is affordable, the prototype hardware costs about
three times the amount of a comparable Unix machine but
has much longer failover times (in seconds) than the Tan-
dem system.

MATERIALS AND METHODS

In this section, we describe the general architecture of
the CA image server by presenting the triple modular re-
dundant server followed by its peripheral components.

The Triple Modular Redundant Server
The CA image server uses TMR to achieve FT at the

CPU/memory level. Figure 2 shows the core of the TMR
server made up of three identically configured Ultra-
SPARC-based modules (Sun Microsystems, Santa Clara,
CA) (6). The three modules are tightly synchronized and
interconnected through a high-speed backplane for inter-
module communications. Each module is a complete, op-
erational computer running Sun’s Solaris Unix OS server,
with its own UltraSPARC CPU, memory, I/O interfaces,
bridge logic, and power supply. Each module runs all
software applications independently and synchronously
under the standard Solaris operating environment (15,16).

To the UltraSPARC core, a programmable application-
specific integrated circuit technology is used to build
TMR bridge logic that keeps the three modules synchro-
nized, continuously monitors and compares their opera-
tion, and exchanges I/O data among the three modules.
The bridge logic reads S-bus transactions within each
module and compares them across the modules. If the
logic detects a variation between transactions, it assumes
an error. The system then pauses (typically for 5–30 sec-
onds depending on memory size, see Results section)
while the diagnostic software determines the faulty mod-
ule and disables it. Next, memories of the two remaining
modules are synchronized by performing a full memory
copy. Once the copy is complete, the system resumes pro-
cessing by using the remaining two modules (17,18).

Other Server Components–Fault-Tolerance I/O
and Storage Subsystem

Complete System Architecture
Other server components in addition to the TMR in the

server system are I/O buses and devices (19). Operating
I/O devices such as SCSI or Ethernet interfaces in TMR
synchronization is not only extremely difficult, it does not

achieve the required system-wide CA. Each I/O sub-
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system must be regarded individually, with CA imple-
mented in a manner appropriate to each subsystem. Fig-
ure 3 shows the complete architecture of the TMR and
I/O buses and devices.

Ethernet
Each of the three modules contains its own 100baseT

Ethernet interface, each of which is connected, via inde-
pendent paths, to the local network backbone. The three
interfaces form a single software interface with one IP
and media access control (a unique hardware number)
address. One interface acts as the active interface, while

Figure 2. (a) Fault-tolerant (CA) image s
contains the basic computer system archi
used to synchronize the three modules. (b
Sparc II-like architecture) with three separ
switch (middle) is for managing the three
the others stand by. Should the module containing the
active interface fail, or some element of its connection to
the backbone fail, that interface is disabled and a standby
unit becomes active in its place. Normal network retry
mechanisms hide the failure from applications.

Fault-Tolerant Storage System
There are two storage subsystems, RAID (redundant

arrays of independent disks) for short-term and DLT (dig-
ital linear tape) library for long-term storage. Because the
former is mission-critical in a complete CA image server
system, we have designed FT in the RAID system. DLT

with the TMR architecture. Each module
re shown in Fig 1 (left). The bridges are
CA TMR with three modules (Ultra

ower supplies (bottom). The console
le displays during the debugging stage.
erver
tectu
) The
ate p
modu
in the CA image server is used as a peripheral storage
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subsystem, FT is designed and implemented up to the
connectivity level with the CA image server.

Redundant arrays of independent disks as a short-term
storage.—Although RAID has its own built-in FT
mechanism in handling disk failure, its single points of
failure (SPOF) are in the RAID controller, and its con-
nection to the CA image server. In our design, a dual-
controller RAID is used for short-term storage. The
TMR module A and B are connected to each of the
two RAID controllers as shown in Figure 4. Disk drive
or RAID controller failures are handled by the RAID

Figure 3. (a) The complete CA image se
terfaces from each of the three modules c
interface is active and forms only one IP a
disks (mirrored disk0 and mirrored disk1)
through UW (ultra-wide) SCSI interface wi
Cotl0 and RAID Cotl1) are connected to m
interface with failover mode. Two DLT con
nected to module A and module B throug
Section III: system evaluation explains how
over under various conditions. (b) The CA
tor shown during the meeting of the Radio
(20,24), and SPIE 2002 (26). The simulator
Gateway, TMR (see Fig 2b), and two work
not shown in the figure. UPS, uninterrupti
mechanism. The two redundant connections shown in
Figure 4 provide a full FT short-term storage solution,
which guarantees the system survival in an event of
failure of one module, one RAID controller, or any
combination of both at the same time.

A Hitachi 9200 (325 Gbytes) dual-controller RAID
(Hitachi Data Systems, Santa Clara, CA) with Veritas
Volume manager software (Mountain View, CA) has
been implemented with the CA image server shown in
Figure 4. The dual hardware controllers connected to
the module A and B, respectively, provides the two
paths to the TMR server while Veritas software dy-

system architecture. Three Ethernet in-
cted to the LAN, while only one Ethernet
ss for the application. Two mirrored
onnected to module A and module B
lover mode. Two RAID controllers (RAID
e A and module B through UW SCSI
rs (DLT drive0 and DLT drive1) are con-
SCSI interface with failover mode. In
fault-tolerant architecture performs fail-

e server connected to the PACS simula-
al Society of North America, 2001

sists of the modularity simulator (left),
ns (right). The RAID and LTD library are

ower supply.
rver
onne
ddre
are c
th fai
odul
trolle

h UW
this

imag
logic
con

statio
ble p
namically monitors the two paths and switches auto-
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matically from one to another in case one path is dis-
connected.

Digital Linear Tape Library for Long-term Archive
For long-term archive in the CA image server, a Stor-

ageTeK L40 DLT library with 3.2TB (Storage Technol-
ogy Corp, Louisville, CO) is used. The library has two
drives, each of which is connected to one of the TMR
controller modules, providing the redundant paths to the
CA image server, and hence it provides FT connectivity
to the Server. Meanwhile, Veritas Storage Migrator and
Netbackup software are installed to automatically migrate
and back-up the data from short-term RAID to long-term
tape library archive. The Veritas Migrator software has a
built-in feature to monitor the multiple paths and to fail-
over from one to another in case of a failure of any single
CPU module or tape driver. But the DLT library itself is
not designed as fault-tolerant. Its controller and robot arm
are still the SPOF. The tape library is used for secondary
archive and the FT can be tolerated. The main concern is
to preserve the data instead of real-time recovery of li-
brary system failure.

RESULTS

System Evaluation

Testbed Development
To evaluate the robustness and effectiveness of a CA

image server design, two key components are crucial to

Figure 4. A RAID with two hardware (HW
to one controller and the module B SCSI p
redundancy for system reliability.
the process. First, a testbed environment was developed to
allow for observation and results gathering. Second, the
key SPOF were realized and defined as targets for re-
placement within the new design. In the specific case of a
CA image server, these (SPOF) are manifested in system
components or devices.

The Image Server Simulator System.
A system that simulates some of the functions of an

image server was developed to evaluate the CA design
(20). It is comprised of:

1. Acquisition modality simulator: Simulates a device
that acquires medical images

2. Gateway: Receives images from acquisition modal-
ity and verifies no image loss

3. Image server: Receives images from gateway for
storage and distribution (Sun Ultra Sparc II work-
station running Solaris v 2.6) (Sun Microsystems,
Santa Clara, CA)

4. Two workstations: Receives images from image
server and displays them (Cedara Display software,
Toronto, Canada)

5. Network infrastructure

The simulator is a closed network using TCP/IP Fast
Ethernet consisting of CAT5 cables and two portable
8-port 100 Mbit/sec switches. Each of the system compo-
nents resides on separate computer devices (see Fig 5).
The modality, gateway, and two workstations are running
each on four separate Pentium III Windows 2000 PC

trollers. Module A SCSI port connects
onnects to the other controller providing
) con
ort c
workstations. The image server is running on a Sun Ultra
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Sparc II Solaris v 2.6 workstation. In addition, the simu-
lator has an automatic software package where images are
sent from the gateway to the image server, then deleted
and resent again in a continuous loop. This function aids
the burn-in evaluation to be discussed later.

The CA image server simulator system
Initially, the simulator was designed with the image

server running on a Sun Ultra Sparc II Solaris v 2.6
workstation (21–23). The image server is the main engine
for the system and crucial for image data flow. Therefore,
it is considered a SPOF component within the system.
Before implementing the CA image server, all compo-
nents in the simulator were tested to assure that the image
data flow was complete. This was accomplished by exe-
cuting the image data flow multiple times. Results were
verified at the image server. To evaluate the CA image
server, the image server in the simulator system was re-
placed with the CA image server described in the Materi-
als and Methods section (Fig 2). Identical software run-
ning on the image server was installed on the CA image
server. The same testing procedures and data used to ver-
ify the simulator were applied to the CA image server to
insure that there were no software, setup, or configuration
differences while implementing the evaluation protocol.

Continuous Available Image Server Testing and
Performance Measurement

Two sets of testing were used to evaluate the reliabil-
ity and performance of the CA imaging server during fail-
over. Details and results are described in this section.

Evaluation Protocol for Continuous Available Image
Server Reliability and Functionality Tests

Define and create clinical test scenarios.—Develop-
ment of an evaluation protocol is anchored around creat-
ing operational situations with which hardware failure can
occur. Simulations of hardware failures are created within
the operation scenarios to test the abilities of the CA im-
age server. Operation scenarios simulated in the evalua-

Figure 5. Image server simulator system
image server system evaluation.
tion can be broken down into two types based on the per-
spective of the end-user: operational background or “pas-
sive” scenarios, and operational on-demand or “active”
scenarios.

Operational background or “passive” scenarios are au-
tomatic functions of the CA image server. These include
storage and archival of image data and automatic distribu-
tion of this data to workstations. An effective operational
simulation would be to have the CA image server per-
form these background functions on a continuous basis
for 24 hours a day, 7 days a week. An automatic loop
was created within the simulator testbed. The loop in-
volves the gateway that automatically sends image data to
the CA image server that in turn automatically distributes
the image data to the workstations. After a set amount of
time elapses, the CA image server automatically deletes
image data from its storage and database and the data are
resent. This loop can be executed continuously for ex-
tended periods of time to simulate a true operational envi-
ronment. This scenario was performed in the evaluation
protocol of the CA image server design and any hardware
failure occurrences were noted and recorded.

Operational on-demand or “active” scenarios are func-
tions of the image server executed based on requests
made by another device. For example, a workstation can
query the image server for specific image data. A retrieve
request is initiated for the image data to be sent to the
requesting device. This scenario is executed with the CA
image server. Failover procedures are described in greater
detail in the forthcoming paragraphs.

Failover procedures for evaluation.—Three types of
hardware failures were simulated on the CA image server:
(1) network devices/components failure; (2) CPU, mem-
ory, or entire motherboard failure; and (3) hard disk/stor-
age failure.

Scenario 1: Ethernet connection failure.—The first
failover procedure was evaluated during both receiving
and transmitting of image data from the CA image server.
During transmission of image data to the workstation, the
Ethernet cable connecting the CA image server to the
network switch is removed, simulating a network compo-

ponents and data flow used in the CA
com
nent failure. Figure 6 shows this failover procedure. The
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image data should continue to transfer after a few seconds
once the CA image server has completed its Ethernet fail-
over automatically. Successful transmission of image data
during this failover procedure is verified by displaying the
image data on the workstation and confirming all data is
present and not corrupted. Successful receiving of image
data is verified by sending the image data to the worksta-
tion for verification.

Scenario 2: CPU, memory, motherboard failure.—The
same failover procedure was applied to the simulated
hardware failure of the CPU, memory, the entire mother-
board, or the power supply. Power to one of the three
modules is shut off during the transmitting or receiving of
image data either by turning the power switch off or pull-
ing the power plug. Figure 7 shows this failover proce-
dure. The image data should continue to transfer to once
the CA image server has completed its CPU module fail-

Figure 6. Ethernet failover procedure on
bad and arrows signify the selected data

Figure 7. CPU failover procedure on mo
data and marks module B as failed and ar
module A.
over. Again, successful transmission of image data during
this failover procedure is verified by displaying the image
data on the workstation and confirming all data is present
and not corrupted. Successful receiving of image data is
verified by sending the image data to the workstation for
verification.

Scenario 3: Hard disk or storage device failure.—The
same failover procedure was applied to the simulated
hardware failure of the external hard disk or other storage
device. Power to one of the hard disks is shut off during
the transmitting or receiving of image data either by turn-
ing the power switch off or pulling the power plug on the
external hard disk. Figure 8 shows this failover procedure.
The image data should continue to transfer to the proper
destination once the CA image server has completed its
hard disk failover. An additional step is involved where if
the hard disks are mirrored, the data needs to be re-
synced once the hard disk is recovered after failover. The

ule A where CA image server marks port
mission goes through module B.

B where CA image server compares
signify data transmission goes through
mod
dule
rows
same verification procedures were performed as above.
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Fault-Tolerant Server Performance

Interactive test scenarios.—Performance test measures
the failover time of CA image server in an event of sys-
tem component failures that occur during standard image
server operations–receiving and distributing image data.
The same three scenarios described previously were used.

Test scenario 1: Ethernet failure while receiving and
distributing image data.

Test scenario 2: CPU module failure while receiving
and distributing image data.

Test scenario 3: Disk failure while receiving and dis-
tributing image data.

Table 2 summarizes the recovery time for the scenar-
ios listed above. The image dataflow continues automati-
cally after the system recovery. No data loss and no inter-
ruption of data flow had been observed. All image data
were successfully transferred. Effect from the user’s per-
spective is a delay equal to the system failover time. The

Figure 8. Hard disk failover procedure. I
simultaneously to SCSI disks A and B. Wh
image server marks the disk B bad and ar
disk connected to module A only.

Table 2
Average System Recovery Time for Common Faults. Total
tests � 182 for Each Scenario. Unit: Second

Common Faults Ethernet CPU Module Disks

Range of recovery time 3–15 20–40 35–75
Average 5.8 29.8 42.2
Standard deviation 1.05 4.66 32.86
three scenarios were each tested 182 times using test data
of 111 images totaling 28 MB in size. The recovery time
(Tr in seconds) was measured:

Tr � Tt � Tf

Where Tt is the time measured when image data transmis-
sion is continued and Tfis the time measured at the onset
of the failure.

Standard deviations (SD) were calculated based on the
sample size of the 182 executed failures for each sce-
nario. Note that for Scenario 3, the high SD is because of
two different types of failure times: (1) SCSI failure cap-
tured by the system immediately; and (2) SCSI failure
captured by a SCSI ping timeout, which is the longer fail-
over time.

Background burn-in test.—The automatic feedback
distribution loop described in the Materials and Methods
section between the CA image server, gateway, and work-
station was activated for a continuous period of 3 months
(2,160 hour). This is the burn-in period that simulates an
image server in a clinical setting. No system failure was
observed.

With the CA image server, applications execute con-
currently on highly replicated hardware. In the event of a
failure, work continues on the remaining and still fully
functional hardware. The system and network perfor-
mance are not affected except during the failover process

ormal operation, CA image server writes
e disk attached to module B fails, CA
signify data written instead to the hard
n a n
en th
rows
that users will experience a delay equal to the system re-
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cover time. While the fault recovery may be effectively
addressed by the CA design of hardware and system, the
time required to recover from errors can vary from couple
of seconds to 75 seconds depending on one or more of
the following:

1. The nature of the failure
2. The elapsed time to discovery of the failure
3. The time required to resynchronize the functional

hardware
4. The time required to re-establish network communi-

cations with switches
5. The time waiting for a SCSI timeout and then tak-

ing the alternative path to the external storage de-
vice

The CA image server with the simulator (Figs 3B and
5) was demonstrated live at the Annual Conference of the
Radiological Society of North America, in Chicago, IL
during 2000 (21,22), 2001 (23,24), 2002 (27), and SPIE
(The International Society of Optical Engineering), Medi-
cal Imaging Conference, San Diego, CA, 2001 (25) and
2002 (26).

Applications of the Continuous Available Image
Server

We give two medical imaging applications of the CA
image server. The first is in PACS and teleradiology
(21,23–27,31) operation, and the second is short-term off-
site image back-up archive using the Application Service
Provider (ASP) model (28–30).

Picture Archiving and Communication System and
Teleradiology

Use CA image server to replace single points of
failure in PACS imaging components. —PACS and telera-
diology are very large-scale system integrations within the
health care information technology regime. Multiple com-
puter devices, imaging devices, network technologies,
display workstations, and information systems have to be
seamlessly integrated together to provide effective and
efficient operation. Among these components, many have
their own FT design, but some do not. Many PACS im-
age servers still do not have an industry-standard FT de-
sign because it is very expensive and technically tedious
to implement involving many components. Some PAC
systems use Tandem architecture for its archive, but it is

very costly and the failure recovery procedure is tedious
and manually intensive. Other PAC systems use redun-
dant components, but without elegant failover architec-
ture. The CA image server described here can be used to
replace SPOF in the image components of the PACS op-
eration (31). The CA image server simulator described in
the Results section is actually a generic PACS designed
for PACS training classes which has not experienced fail-
ure for over 1 year because of the FT architecture.

Application Service Provider Mode Image Archive

Off-site back-up archive–Application service provider
model for disaster recovery.—Another application of the
CA image server is used as a fault-tolerant solution for
disaster recovery of short-term image data using an ASP
model. The ASP short-term image archive provides in-
stantaneous, off-site automatic back-up of acquired image
data and instantaneous recovery of stored image data with
CA quality and low operational cost. Such an application
has been implemented in our laboratory. The CA image
server with both RAID and DLT library as shown in Fig
3 located in our laboratory serves as a short-term off-site
back-up archive server for the St John’s Health Center in
Los Angeles, CA. One hundred percent clinical image
data is sent to this ASP CA image server in parallel to
the exams being acquired from modalities and archived in
the main server from St John’s. Currently, connectivity
between the main archive and the ASP storage server is
established via a T-1 (1.5 Mbits/sec) connection.

During the implementation stage, a disaster scenario
was initiated and the disaster recovery process using the
ASP archive server was successful in repopulating the
clinical system onsite within a short period of time (a
function of the data size and data transfer rate). The ASP
archive was able to recover 2 months of image data with
no complex operational procedures. Furthermore, no im-
age data loss was encountered during the recovery. Table
3 shows the number of image data in terms of clinical
image exams that were tested on this system. A total of
approximately 447 exams comprising of 29,000 images of
various types or 9 GB of total data were tested. The aver-
age T1 performance bandwidth was measured as 179
Kbytes/sec using the FTP protocol and 168 Kbytes/sec
using the DICOM transfer protocol.

This ASP off-site back-up archive has been integrated
with the St John’s PACS for daily clinical operation.

Offsite back-up image archive–Scheduled downtime
service.—The CA image server has also been imple-
mented as a back-up archive solution for scheduled down-

time events that occur to the main server located onsite.
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Routinely, the main image server within the hospital will
undergo software upgrades as well as preventative main-
tenance. Although, these downtime events are scheduled,
they still effect normal clinical workflow as these main
image servers are mission-critical systems. Recently, such
an event was performed at St John’s where the main im-
age server onsite was scheduled for software upgrades.
The CA image server, which was offsite, was used to
provide image data for emergency operation during this
downtime period. A total of 100 images (87.5 MB) were
transmitted to St John’s clinical system directly from our
laboratory during a 4-hour period.

DISCUSSION

We have described the design and implementation of a
CA image server that can achieve 99.999% hardware up
time. The design concept is based on a TMR server with
three redundant server modules. The FT and failover is
based on coupling the TMR with majority vote mecha-
nism and failover software architecture. The majority
votes detect the faulty component in cycle time, and the
software takes care of the automatic failover. Depending
on the types of hardware failure and the state of the exe-
cution in the component, the failover can take from 3 to
75 seconds (SD � 32.86 seconds). The longer failover
time and large SD happen in the computer disks where
the SCSI failure can either be captured by the system im-
mediately or by a SCSI ping timeout which yields the
large SD. In the case of a mirrored disk failure, the CA
image server continues to run smoothly, but to reconstruct
the mirrored disk in the background does require more
time depending on the size of the disk under consider-
ation.

Although the concept of TMR logic has been used in
other types of FT design, the TMR CA image server de-

Table 3
Results of Image Data Stored Using the ASP Backup Archive d

CT Exams MR Exams

No. of exams 111 110
Total images 10,385 15,977
Average no. of images

per exam 93.6 145
Data size (MB) 5,192.5 998.6
scribed and implemented is a technology innovation in its
handling of failover. The CA image server connected
with the FT storage as a total system for medical image
applications has several main advantages over other cur-
rent FT server designs. It is CA, lower cost to imple-
mented, portable, scalable, affordable, easy to install with-
out extensive change in the application software, and not
manpower-intensive during failover and system recovery.
The TMR CA image server is very suitable for large-
scale medical image database application like PACS and
ASP back-up archive.
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Abstract

Internet-2 is an advanced computer network, which has been widely used for medical imaging applications such as teleradiology and

teleconsultation, since Internet-2 can fulfill the requirements for high-speed data transmission and short turn-around time with low operation

cost once installed. However, such high performance of Internet-2 may not be retained for global access from international network peers.

Considering the international Internet-2 connection between the PolyU and the IPI/USC, there exist two major factors, network looping in the

US and bottleneck of the connection, raising the round-trip time and limiting the available bandwidth, respectively. The available bandwidth

will be further underutilized if the TCP/IP parameters at the sending and receiving computers are not appropriately chosen. This paper

proposes a repeatable and consistent protocol to automatically tune these parameters for the clinical applications.

q 2004 Elsevier Ltd. All rights reserved.

Keywords: International Internet-2; Bandwidth; Automatic tuning protocol; PACS; DICOM compliance; Teleconsultation
1. Introduction

Internet-2 is the advanced computer network technology

supported by high performance gigabit backbones and

isolated from the commercial payload of the public ordinary

Internet. To create the tomorrow’s Internet among acade-

mia, industry and government, the University Corporation

for Advanced Internet Development (UCAID), Internet-2

consortium being led by US universities working in

partnership with industry and government, was established

to develop and deploy advanced network applications and

technologies based on the Internet-2 platform [1,3,5,16].

Over 200 research universities and laboratories in North

America are connected by the advanced network of Internet-

2. Abilene is one of the major high performance backbones

of Internet-2, which currently supports a bandwidth of

10 Gigabit-per-second (Gbps) and has about 50 millisecond
0895-6111/$ - see front matter q 2004 Elsevier Ltd. All rights reserved.

doi:10.1016/j.compmedimag.2004.09.006

* Corresponding author. Tel.: C852 9860 0416.
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(ms) round-trip response time across the US continent.

Because of its high bandwidth, low latency and low

operating cost, Internet-2 provides proving ground of new

technology standards and applications such as IPv6, Quality

of Service (QoS), Multicast and Network Security. With the

effort of its members, Internet-2 makes the difference in

terms of data transmission, streaming, security, etc. in many

academic and research disciplines, especially medical

imaging, comparing with the public ordinary Internet.

Medical imaging applications including large-volume

image transmission and tele-imaging consultation requires

advanced network facilities that provide high network

throughput, short response time, low operating cost and

security assurance. The key features of Internet-2 can fulfill

all these requirements by the fact that it takes less than 80 s

to transmit a set of 40 Computed Tomography (CT) images

from Los Angeles to Washington DC and facilitate more

than 10 cursor movements per second for synchronized

image manipulation between these two remote sites [3].

Though Internet-2 technology is ideal for medical imaging
Computerized Medical Imaging and Graphics xx (2004) 1–12
www.elsevier.com/locate/compmedimag
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applications in the US, it is not easy to use Internet-2

globally. The international partnership is a way for the non-

US research and education institutions around the world to

join the Internet-2 consortium.

The Hong Kong Polytechnic University (PolyU) is one

of the eight tertiary institutions in Hong Kong, which is

able to use Internet-2 and has been carrying out

collaborative research on its applications with other

collaborating institutions in the US since October 2002.

For instance, this international Internet-2 connection has

been used for daily medical image exchange between the

Image Processing and Informatics Laboratory (IPI) of the

University of Southern California (USC) and the PolyU. At

the 88th Annual Meeting of the Radiological Society of

North America (RSNA), which took place at Chicago from

November 28 to December 3, 2002, the PolyU was acting

as an international site in the demonstration of end-to-end

performance using Internet-2, yielding 1.5 Megabit-per-

second (Mbps) throughput [11]. Similar performance was

also demonstrated in the Internet-2 Fall 2002 Member

Meeting at USC. In October 2003, a multiple end-point

video-teleconference connecting the PolyU, Hospital

Authority in Hong Kong, University of Hawaii and

University of Pittsburgh was successfully held. It was

shown by Chan et al. [1] that the end-to-end performance

of international Internet-2 in medical image transmission

and video streaming is better than that of the public

ordinary Internet.

Applications such as teleconsultation [2, 19,20], tele-

conferencing with remote medical image presentation [21]

and image-assisted surgery/therapy [23] require a network

connection with higher bandwidth and lower latency to

facilitate synchronization at remote sites. In Hong Kong, the

research and development of such applications are normally

supported by the Hong Kong Government and the donation

from companies. The larger the financial support we get, the

higher the bandwidth we may have. The bandwidth of the

international connection is limited by the financial support.
Fig. 1. Network connection map of I
On the other hand, an application can only utilize a small

portion of bandwidth since the TCP/IP transmission rate is

bounded by the TCP/IP parameters set at the operating

systems of computers involved. To increase the network

throughput for the international Internet-2, our Hong Kong

Internet-2 community and Web100 project [12] have been

designated to derive automatic tuning protocols to optimize

the TCP/IP parameters. This paper proposes a consistent and

repeatable tuning protocol for international Internet-2

applications in the clinical environment. The experimental

results of the non-DICOM and DICOM transmission using

the automatic tuning protocol at both sending and receiving

ends will be presented and compared with the results for the

combinations where this protocol is used at either one end

only and where this protocol is not used at both ends,

showing the improvement in overall network throughput by

the proposed tuning method.
2. Connectivity

2.1. Internet-2 backbones: past and present; major

and regional

In 1995, MCI/Worldcom ran the first Internet-2 back-

bone, vBNS (very high performance Backbone Network

Service) with the support of National Science Foundation

(NSF). Under the development by UCAID in partnership

with Qwest Communication, Nortel and Cisco Systems in

1999, Abilene becomes the current major backbone of

Internet-2 [6]. Most of the backbone links of Abilene have

the bandwidth of 10 Gbps and there are 11 fast response

core router nodes interconnect the backbone links. Most

universities aggregate their connections to Internet-2

through GigaPOPs (gigabit point-of-presence) directly or

through regional backbone networks, as shown in Fig. 1.

GigaPOPs are regional network aggregation points being

formed by Internet-2 member universities to connect to
nternet-2 backbones in the US.
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a variety of high performance, and other types of networks

[4]. CalREN-2 (California Research and Education Net-

work) is one of the regional backbones, which is using

regional optical network (RON) [8,10], a model of facility-

based network built with owned assets supported by

FiberCo. The network connection topology of CalREN-2

is illustrated in Fig. 2. The bandwidth of CalREN-2 and its

uplink to Abilene are 2.4 Gbps and 622 Mbps, respectively.

Hawaii State Department of Education (HDOE) is a state

education network, which is sponsored by the University of

Hawaii. The bandwidth of HDOE backbone is 2.4 Gbps and

the speed of its connection to Abilene is 100–155 Mbps.

Fig. 1 shows the Internet-2 backbones and how the Internet-

2 sites are connected to the corresponding backbones. The

US Internet-2 sites considered in this paper include the

IPI/USC, University of California at Los Angeles (UCLA),

St. John’s Healthcare Center (SJHC), University of

California at San Francisco (UCSF), Virtual Lab of Stanford

University (Stanford), University of Hawaii (UH), National

Library of Medicine (NLM) and RSNA. In Fig. 1, the

backbone between the GigaPOPs at Sunnyvale and Los

Angeles is CalREN-2 and the connection between Hawaii

and Seattle is the uplink from HDOE to Abilene. It is also

found that most of the carriers of Abilene have been

upgraded to OC-192, i.e. 10 Gbps, except the OC-48

connection between Indianapolis and Atlanta.
Fig. 2. Network connection t
2.2. International Internet-2 connection

As mentioned in Section 1, the non-US national research

and education networks (NRENs) can peer with Internet-2

through international partnership, which enable and prompt

collaboration between the US researchers, faculty, students

and their overseas counterparts. Internet-2 has partnered

with over 40 peer-level international organizations and

networks. The Hong Kong Academic and Research Net-

work (HARNET) is one of the peer-level networks. Since

first established in 1985, HARNET has been connecting

eight tertiary institutions, including the PolyU, in Hong

Kong. The Joint University Computer Centre (JUCC),

which is formed by these institutions, is responsible for

managing and maintaining the HARNET. In September

2000, the JUCC signed a Memorandum of Understanding

(MoU) with the UCAID. Based on this MoU, the tertiary

institutions in Hong Kong can use Internet-2 for academic

and research purposes through advanced applications in a

global scale.

The peering between the Internet-2 backbones and the

NRENs is done via the international interconnection points.

Fig. 3 shows the international interconnection points at

Abilene backbone and their corresponding NRENs. Star-

Light is one of the international interconnection points

peering HARNET with Internet-2 (‘StarLight’ and
opology of CalREN-2.



Fig. 3. Major international interconnection points of Internet-2 at Abilene backbone.

L.W.C. Chan et al. / Computerized Medical Imaging and Graphics xx (2004) 1–12

DTD 5 ARTICLE IN PRESS
‘HARNET’: enclosed by rectangles in Fig. 3). As an optical

version of StarTAP founded in 1997, StarLight is an

advanced optical infrastructure at Chicago, facilitating a

global proving ground for network services optimized for

high-performance applications [13]. In Hong Kong, Pacific

Century Cyber Works (PCCW), an Internet Service

Provider (ISP), provides HARNET with routers and an

international link between HARNET and StarLight starting

October 2002.
Fig. 4. Routing path between the IPI/USC and the PolyU thr
Due to the limited funding support, the international link

is a DS-3 connection with a bandwidth of 45 Mbps only. One

of the international Internet-2 connection considered in this

paper is the connection between the PolyU and the IPI/USC.

Fig. 4 shows the network routing path of this connection, in

which every individual node is identified. The topology of

such routing path can influence the performance of the

international connection with respect to bandwidth and

latency, which will be further discussed in Section 4.
ough international Internet-2 connection (not to scale).



Fig. 5. Multiple end-point network connections for the Video-Teleconfer-

ence on Infectious Disease held on October 10, 2003.
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3. Medical imaging applications and important events

3.1. Demonstrations in Fall 2002, Internet-2 member

meeting and RSNA

Through the Next Generation Internet support since 1999,

the IPI/USC have been pioneering and have accumulated

substantial performance data in using the Internet-2 in

medical imaging applications for several years. As an

international Internet-2 peer, the PACS team of the PolyU

participated in the Internet2/NLM infoRAD Demos and

Tutorials at RSNA 2002 at Chicago [11] and the Internet-2

Demos for the Fall of 2002 at USC. The demonstrations

include the PACS ASP (Application Service Provider) image

off-site back-up archive for Disaster Recovery [22], the

PACS DICOM [7] remote image query, retrieval and display

and wireless and web applications through several Internet-2

connections with the remote sites: UCLA, UCSF, SJHC,

Stanford, UH, NLM, and the PolyU. These remote sites are

shown in Figs. 1 and 4. In the RSNA demo site, two 2000-line

LCD display workstations and a PACS simulator [18] were

set up. At the remote sites, additional display workstations

and/or PACS servers were set up. For the connection to the

PolyU, both demonstrations showed well-functioning

DICOM communication without any interruption of image

data flow. It took about 1 min to download and display a chest

image and 10–20 min to retrieve and display a set of 100!
512 kB CT or 100!130 kB MR examination. The average

throughput is about 1.4 Mbps and the latency was about

300 ms. The results show the underutilization of bandwidth

and the need for tuning the TCP/IP parameters.

3.2. Video-teleconferencing

The Integrated Services Digital Network (ISDN) has

long been a traditional digital phone connection for the

video-conferencing over a decade. Using end-to-end digital

connectivity, ISDN allows audio and video to be transmitted

simultaneously across the world. The deployment cost and

service charge of ISDN, comparing with the connection

through Internet Protocol (IP), are very high, making it less

feasible to be used for research and academic purposes.

Moreover, the ordinary Internet has very limited bandwidth

and high latency that the audio and video quality of

international video-conferencing cannot be acceptable.

Internet-2 has combined the advanced network technology

with H.323 audio and video (AV) standard to provide IP-

based communication in an affordable and accessible way.

The IP-based video-teleconferencing (VTC) application,

which can connect seamlessly and compatibly the VTC

machines of various vendors at multiple end-points, plays a

very important role in teleconsultation.

A video-teleconference on infectious disease was held

among the University of Pittsburgh, Hospital Authority

Head Office (HAHO) in Hong Kong, UH and the PolyU on

10 October, 2003. The required multiple end-point network
connections among the four sites are shown in Fig. 5. The

STAN Hub at Honolulu acted as a coordinating node,

integrating all the input AV signals from the remote sites

and controlling the output AV signals to every remote site.

The State of Hawaii Telehealth Access Network, known as

STAN, is a state-of-the-art network that today connects not

only the 12 hospitals that make up the Hawaii Health

Systems Corp. (HHSC) but also other hospitals throughout

Hawaii and the South Pacific. This VTC event experienced

the excellent performance of AV streaming ability of

international Internet-2 connection, comparing with that

using the ordinary Internet.

3.3. Daily operation: DICOM and non-DICOM image

transmission

The PACS in the PolyU was installed in 2000 and built

on a generic PACS simulator, which is able to accept

medical images acquired from various kinds of imaging

modalities [9]. A number of modalities such as Computed

Radiography (CR), Ultrasound (US) and high-resolution

laser scanner for Secondary Capture (SC) of hardcopy films

in the PolyU radiography clinic are connected to the PACS

for clinical, research and academic uses. For other kinds of

medical images such as CT and MR, a modality simulator

provides these images a way to enter the PACS. These

images, obtained from the IPI/USC and hospitals, are used

to enrich the range of medical images from various vendors

that the PACS can accept and to test daily the connectivity

of every component. The international Internet-2 connec-

tion has been used for daily medical image exchange

between the PolyU and the IPI/USC in both DICOM and

non-DICOM communications since October 2002.
4. Limitations on performance of international
Internet-2

It is not necessarily true that the global access of Internet-2

retains the high performance of Internet-2 in the US.



Table 1

The detailed information of each connection in the routing path between the PolyU and the IPI/USC

Connection between Technology Bandwidth Distance (km) Round-trip response time (ms)

PolyU PCCW, Hong Kong ATM 45 Mbps 3 11

PCCW, Hong Kong StarLight, Chicago DS-3 45 Mbps 12,589 220

StarLight, Chicago Indianapolis OC-192 10 Gbps 399 8

Indianapolis Kansas City OC-192 10 Gbps 742 10

Kansas City Denver OC-192 10 Gbps 876 10

Denver Sunnyvale OC-192 10 Gbps 1515 25

Sunnyvale IPI/USC OC-192 10 Gbps 489 8

Overall

PolyU IPI/USC 16,613 292
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As mentioned in Section 2, the performance of international

Internet-2 connection highly depends on the topology of its

routing path. Let us consider the connection between the

PolyU and the IPI/USC as an example to illustrate the

limitations on throughput and response time by network

topology. Table 1 lists every individual connection in the

routing path and their detailed information including

technology, bandwidth, distance, and round-trip response

time between nodes. Note that the node ‘PCCW, Hong Kong’

represents a router and the HARNET ATM switch.

The following sub-sections will further discuss three

important issues degrading the network performance:

network looping in the US, bottleneck of connection and

asymmetric hardware configurations. Only the first two

issues exist when considering international Internet-2

connection to Hong Kong.
4.1. Network looping in the US: inducing high latency

As illustrated in Fig. 4, the cross-Pacific DS-3 connec-

tion, Abilene and CalREN-2 form a network looping in the

US continent. It is mainly caused by choosing StarLight as

the global interconnection point of Internet-2. If the

alternative interconnection points, such as Los Angeles

shown in Fig. 3, were used, the looping would not exist. The

total distance of the routing path between the PolyU and the

IPI/USC is 16613 km. If the interconnection point Los

Angeles were chosen, the total distance would be less than

11,680 km. It implies that the network looping produces

unnecessary increase in the routing path and thus the length

of carriers by about 4933 km!

The looping raises not only the cost of cross-Pacific DS-3

connection but also the round-trip response time. According

to the fact that the traveling speed of any signal is limited by

speed of light in a vacuum, the least round-trip response

time is proportional to the distance of route [3]. Thus the

longer the routing path we have, the longer the round-trip

response time we get. From Table 1, the total round-trip

response time is 292 ms. If the interconnection point Los

Angeles were chosen, the routing path could exclude the

connection between Chicago and Sunnyvale saving 53 ms

round-trip response time and also the connection between

Los Angeles and Hong Kong could take the place of that
between Chicago and Hong Kong, thus shortening the

length of DS-3 connection between US and Hong Kong and

reducing the existing round-trip response time. Though

there exists the trade-off between the cost and performance

of the tremendously long cross-Pacific connection, the

choice of interconnection point determines the performance

of international Internet-2 to a very large extent.
4.2. Bottleneck of international Internet-2: limiting

maximum available bandwidth

Among all the connections along the routing path

(Table 1), the first two connections, the cross-Pacific link

and the HARNET ATM network, both having 45 Mbps

bandwidth only, form the bottleneck of the international

connection, the throughput of which is bounded by

45 Mbps. The Information Technology Services of the

PolyU finds that the total usage of international Internet-2 is

still far below the available bandwidth as many international

Internet-2 applications cannot fully utilize the bandwidth.

Indeed, many end-users do not recognize yet that the

throughput of their applications is limited by the buffer size

of the operating systems they are using.

The TCP/IP communication protocol provides the send-

ing and receiving computers with a number of parameters for

data transmission, in which TCP window buffer size accounts

for the amount of unacknowledged data in the flight between

the sender and the receiver in the computer network. Round-

trip response time is defined as the weighted average time for

one complete cycle of a send and acknowledgement receipt

for a single data segment between the sender and the receiver

in the computer network. The greatest throughput is equal to

the buffer size divided by the round-trip response time [3].

The default TCP window buffer size of most operating

systems is 64 kB, i.e. 512 kbits. It is found in Section 4.1 that

the round-trip response time of the connection between the

PolyU and the IPI/USC is 292 ms. If the default TCP/IP

settings are used in both sending and receiving, the greatest

throughput in this case will be 1.75 Mbps only and the

utilization of available bandwidth is less than 4%. Though

there exists a bottleneck, the underutilization of bandwidth of

international Internet-2 will be the burning question we need

to answer. A clinical protocol for tuning the TCP/IP
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parameters, such as this TCP window buffer size, will be

derived in Section 5 to answer this question.
4.3. Computer performances at sending and receiving ends

Besides the latency and bandwidth of the carriers, the

network throughput is also determined by the maximum

memory capacity of the slowest computer amongst the

sender and the receiver [15]. If the capacity of the sending or

receiving computer is low, the throughput will be confined

to the performance of the computer with lowest capacity.

Thus the hardware configurations of both the sending and

receiving computers are required to be similar and at high-

end technology.

Fig. 6 illustrates an example of teleradiology through

international Internet-2. The mechanisms of image

transmission at both the sending and receiving computers

are represented by the layers of the Open Systems

Interconnect (OSI) model [9,15]. The highest layer is the

application/process layer, which provides the most front-

end services to the users, e.g. DICOM ‘send’ and ‘receive’.

The second layer is the transport layer where the image
Fig. 6. The OSI models of the sending and receiving computers for tel
data is decomposed into segments for sending and the

received segments are combined to the image data. The

number of segments in the flight is defined by the size of

TCP window buffer configured at the sending computer.

The Internet layer adds the IP header to the sending

datagram and removes the IP header at the receiving end.

The IP header contains the destination computer address,

which is in IPv4 for the ordinary Internet and can be in

IPv6 for the Internet-2 [5]. The lowest layer is the network

access layer physically sending and receiving the data

frame through the network carriers, say international

Internet-2 in this example. Since these layers control how

the images are transmitted from end to end, the

performance of every layer can also affect the throughput

of the international Internet-2 connection.
5. Repeatable and consistent clinical protocol

It is shown in Section 4 that the existing international

Internet-2 applications, in an ordinary way, can only make

use of at the most 4% of the usable bandwidth. The same
eradiology and their connection through international Internet-2.
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problem also happens in many high performance networks,

including the gigabits optical fiber network of Internet-2 in

the US [14]. However, this bandwidth utilization problem is

not easy to recognize in applications that do not require very

high network throughput. Such applications include video-

conferencing, in which we can have video streaming of

acceptable picture quality with 384 kbps throughput. In

contrast, this problem is obvious for the medical imaging

applications, such as tele-imaging consultation, in which

rapid large-volume image transmission and synchronized

image manipulation are performed.

Supported by the National Science Foundation (NSF),

the Web100 project is a joint effort between the Pittsburgh

Supercomputing Center (PSC), the National Center for

Atmospheric Research (NCAR), and the National Center

for Supercomputing Applications (NCSA), providing the

tuning software and monitoring and system diagnostic

tools necessary for the computer end-users to automati-

cally and transparently achieve high bandwidth data rates

over the high performance research networks, such as

Internet-2 [12].

However, the installation and implementation of the

Web100 software and tools requires expert attention from

the network engineers, making usage not as practical in the

clinical environment. To cope with this issue, the PACS

team and Information Technology Services (ITS) of the

PolyU and the IPI/USC have jointly developed a repeatable

and consistent clinical protocol for implementing the

Web100 tuning method, which will be described in the

following sub-sections.

5.1. Web100 tuning method

It is common for applications, hosts, researchers, and

other computer network users not being able to take full

advantage of the high performance network growth in

bandwidth and accessibility. Web100 project is to enable

ordinary network users to attain full network data rates

without the frequent assistance from network experts, and to

develop the software components necessary for a high

performance network host software environment. Web100

software consists of a TCP Kernel Instrument set (TCP-

KIS), Derived Instrument Set (DIS) and application code.

TPC-KIS represents instruments coded directly in to the

operating system kernel. DIS is the information collected

based on the KIS parameters. The application code includes

tools and applications that use the information provided by

the KIS and DIS. These three components are aimed at

enhancing the TCP/IP parameters with better kernel

instrumentation and automatic controls.

5.2. Implementation in clinical environment

Web100 software optimizes automatically the network

throughput by applying patch to the operating system

kernels at both the sending and receiving computers.
The deployment of the patch is not so straightforward and

still needs the involvement of network engineers. Even

experts cannot be sure that the patch is successfully applied

to the kernels. It will take very long time to deploy a new

and reliable computer with Web100 installed. Since the

patch is installed to the kernel, which is the core of the

operating system but not simply an individual application

only, this large amount of manual settings will induce more

human errors and make the tuning method less feasible in

the clinical environment where the reliability of computer

systems is required to be very high. Moreover, the

deployment and setting of Web100 should be the same at

both connecting peers. If the connecting peers are far apart

from each other, the network engineers will be unlikely to

deploy both computers by his/her own. Larger discrepancy

will exist in settings of both connecting peers if the patches

are applied by different network engineers. As mentioned in

Section 4.3, the throughput will be confined by the computer

with lower performance.

To cope with these problems, a successfully patched and

stable Linux system is completely migrated to the setup

disks. The setup disks are required to be compatible to a wide

range of computer hardware configurations, so that the tuning

protocol embedded with Linux kernel can be easily

duplicated to other computers in the network. Furthermore,

the automatic tuning protocol is seamlessly embedded with

the kernel of the computer and thus the end-users, such as the

radiologists and the physicians, will not recognize any

changes in the system but the improvement in the

performance. In case the operating system is crashed with

other newly installed applications, it is also very easy to

deploy this embedded tuning protocol again. When both the

connecting peers have comparably high performance hard-

ware configurations, we can have symmetric software and

hardware configurations to optimize the capacity of the

network connection. Because of its high latency induced by

the network looping and low bandwidth limited by the

bottleneck, international Internet-2 access from Hong Kong

requires this repeatable and consistent protocol to raise the

capacity of the network connection in the clinical environ-

ment. To verify the feasibility of this protocol, an experiment

was performed to obtain the network performances when this

protocol is deployed at both the PolyU and the IPI/USC.
6. Experimental methodology

In this paper, the FTP file transmission and the DICOM

image transmission are considered in the experiments.

6.1. Hardware and software specifications

At the PolyU, computer hardware configuration is:
Model: Dell LATITUDE C840
Processor: Intelw Pentiumw 4 Mobile CPU 1.6 GHz
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Memory: 512 MB RAM
Hard disk: Hitachi DK23FB-20, 20 GB
Network adapter: 3Com 3C920 Integrated Fast Ethernet

Controller 100 Mbps

At the IPI/USC, computer hardware configuration is:
Model: Dell Optilex GX 270.
Processor: Intelw Pentiumw 4, 2.8 GHz
Memory: 512 MB RAM
Hard disk: 40 GB hardware
Network adapter: 1 Gbps network Card

At both sites, software configuration is:
Operating system: Linux 2.4.24 RedHat 8 i386
Desktop Environment: GNOME
FTP Server: ‘anonftp’ and ‘vsftpd’
DICOM components: DICOM ‘send’ and ‘receive’
Tuning software: Web100 release 2.3.4 for Linux 2.4.*

kernels
GUI tools: Web100 Userland alpha 1.3
6.2. TCP/IP tuning parameters

Due to the transaction overhead at the routers and the

application layers of sender and receiver, we assume that

there is 12% IP and transaction overhead for the

international Internet-2 connection. Thus,
Usable bandwidthZ45 Mbps!0.88Z39.6 MbpsZ
4.95 MB/s

By the definition of bandwidth delay product [15,17], we

need data sent in window size given by,
Maximum window sizeZ4.95 MB/s!292 msZ1.4 MB

to fill up the link. It is the theoretical TCP send and receive

socket buffer sizes that fill up the link in any one time. If it is

too small, the TCP congestion windows will never open up

fully. If it is too large, the sender can overrun the receiver, and

the TCP congestion window will shut down. The Web100

software will automatically tune all the TCP/IP parameters

including this TCP window buffer size at both international

peers. Note the maximum window size is an indicator of the

maximum size of data segment on-the-fly. If a series of CT

images, each in the size of 512 kB, the DICOM image

transmission will not take advantage from the 1.4 MB

window size since the transmission of images is one-by-one.
6.3. Measuring procedures
6.3.1. FTP file transmission

The baseline measurements were taken using Web100

patched Linux at both the PolyU and the IPI/USC. The FTP
file transmissions are performed in the experiment where

files of five different sizes are considered: 0.5, 5, 10, 20 and

160 MByte. The Linux systems at both the PolyU and the

IPI/USC initiated FTP ‘get’ and ‘put’ commands one-by-

one as given by the following procedures:
(1)
 PolyU computer initiated ‘put’ command. Files were

sent from PolyU to IPI.
(2)
 PolyU computer initiated ‘get’ command. Files were

sent from IPI to PolyU.
(3)
 IPI computer initiated ‘put’ command. Files were sent

from IPI to PolyU.
(4)
 IPI computer initiated ‘get’ command. Files were sent

from PolyU to IPI.
6.3.2. DICOM image transmission

Two sets of medical images are considered.
(i)
 CR examination, 2 DICOM images, 15.3 MByte
(ii)
 CT examination, 29 DICOM images, 14.6 MByte
Both computers at the PolyU and the IPI/USC, with the

Web100 patched Linux, have the DICOM ‘send’ and

‘receive’ components, facilitating the DICOM communi-

cation. The images were transmitted between these two

computers through the DICOM communication protocol.

The Linux systems at both the PolyU and the IPI/USC

initiated DICOM ‘send’ commands one-by-one as given by

the following procedures:
(1)
 PolyU computer initiated ‘send’ command. DICOM

images were sent from PolyU to IPI.
(2)
 IPI computer initiated ‘send’ command. DICOM

images were sent from IPI to PolyU.
6.3.3. Comparison for different experimental settings

Consider four different combinations of system

configurations:
(1)
 Standard Linux computers without tuning protocol were

used at PolyU and IPI.
(2)
 Linux computer with automatic tuning protocol was

used at PolyU and standard Linux computer was used at

IPI.
(3)
 Standard Linux computer was used at PolyU and Linux

computer with automatic tuning protocol was used at

IPI.
(4)
 Linux computer with automatic tuning protocol were

used at PolyU and IPI.
For each setting, a CR examination consisting of two

images was sent from PolyU to IPI using FTP ‘put’

command and DICOM ‘send’ command, and the trans-

mission time for each command were recorded. The size of

a CR image is 7.65 MB and the total size of this examination

is 15.3 MB. The transmission rates of different settings will

be compared.



Table 2

PolyU to IPI (‘put’ command by PolyU computer)

File size (MB) Average throughput (Mbit/s)

0.5 1.1

5 6.7

10 10.2

20 14.8

160 20.1

Mean 10.57

Table 4

IPI to PolyU (‘put’ command by IPI computer)

File size (MB) Average throughput (Mbit/s)

0.5 1.1

5 6.8

10 10.7

20 14.8

160 22.4

Mean 11.17
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7. Experimental results and discussion
7.1. FTP file transmission

Tables 2–5 show the average throughputs against the file

sizes for each procedure given in Section 6. It is found that

the maximum throughput we got in the experiment is

22.4 Mbit/s. It is the rate of transmitting a 160 MB file from

IPI to PolyU by the FTP ‘put’ command. The tuning

protocol leads to almost 50% utilization of available

bandwidth of the international Internet-2 connection,

which is above 12 times of the upper limit of throughput

without tuning, 1.75 Mbit/s, given in Section 4.2.

Fig. 7 shows that the throughput increases with the file size

for any combination of transmitting direction and command.

It is because the IP and transaction overheads account for a

fixed time taken in the total transmission time no matter how

large the file is, while the time required for on-the-fly sending

the file over the network increases with the file size. Thus, the

percentage of these overheads in the total transmission time

will become comparatively smaller and then the throughput

will become larger, when transmitting larger file.

When comparing the throughput means of Tables 2–5

with respect to the direction of file transmission, the

throughput for file transmission from PolyU to IPI and

that from IPI to PolyU are similar to each other. There is no

any equipment, such as firewall, which can make asym-

metric throughput results. Moreover, it is found that the

throughput mean using ‘get’ command is smaller than that

using ‘put’ command since the ‘get’ command requires

more transactions than the ‘put’ command does.

The throughput is very small when transmitting files of

0.5 Mbyte. It is because the file size is smaller than the

theoretical maximum window size and thus the tuning

protocol will not take any effect on the throughput in

transmitting files of small size.
Table 3

IPI to PolyU (‘get’ command by PolyU computer)

File size (MB) Average throughput (Mbit/s)

0.5 0.7

5 5.4

10 8.9

20 11.5

160 17.7

Mean 8.83
7.2. DICOM image transmission

Tables 6 and 7 show the transmission rates for CR and

CT examinations from PolyU to IPI and that from IPI to

PolyU. It is found that it takes not more than 41 s to transmit

a CR examination of 15.3 MB in size and the transmission

rate is about 3 Mbps. The transmission rate is higher than

that using ordinary Internet but it is not comparable to the

result for the FTP file transmission. It is because the DICOM

‘send’ and ‘receive’ components also have their own buffer

sizes for DICOM image transmission and for the time being

these buffer size values are not synchronized with the

Web100 tuning. Since the DICOM ‘send’ and ‘receive’

components are working independently with the Web100

tuning, the performance of the DICOM transmission will

not be improved too much. For the CT examination, this

phenomenon becomes more obvious. It is found that the

transmission rates are 0.78 and 0.88 Mbps for PolyU-to-IPI

and IPI-to-PolyU, respectively. This result is very close to

that using FTP transmission for 0.5 MB file, having the

same size as a CT image, where the file size is too small

when comparing with the tuned window buffer size and thus

the tuning did not affect too much on the transmission rate.
7.3. Comparison for different experimental settings

Table 8 shows the summary of the transmission rates for

different experimental settings. It is found that highest

transmission rates, 9.79 Mbps for FTP and 3.06 Mbps for

DICOM, were obtained at the setting that both PolyU and

IPI were using the automatic tuning protocol. The rest of the

settings yielded transmission rates for FTP ranging from

1.63 to 2 Mbps and that for DICOM ranging from 1.36 to

1.38 Mbps. The FTP transmission rate was increased to

about 5–6 times, while the DICOM transmission rate

was increased to about 2.2 times. The improvement of
Table 5

PolyU to IPI (‘get’ command by IPI computer)

File size (MB) Average throughput (Mbit/s)

0.5 0.8

5 5.6

10 8.9

20 13.0

160 20.3

Mean 9.71



Fig. 7. The FTP throughput against file size for different transmission direction and FTP command.
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the DICOM transmission rates was less than that of the FTP

transmission because the DICOM ‘send’ component has not

been linked up with the tuning protocol and the window

buffer size of the application/process layer (the DICOM

‘send’ component) is not synchronized with that of the

transport layer (TCP with the automatic tuning protocol).
8. Summary

Because of its high throughput and short response time,

Internet-2 is an ideal computer network for medical imaging

applications. However, the global access of Internet-2

cannot retain the high network performance as what we

get within the US continent. It is because there is a

bottleneck at the international link between Internet-2 in the

US and the international network peer. For the international

connection to HARNET in Hong Kong, the available

bandwidth is limited by 45 Mbps. Furthermore, the choice

of interconnection point, StarLight, leads to a network

looping in the US and thus increases round-trip response

time by 53 ms at least. Considering the connection between

the PolyU and the IPI/USC, the total round-trip response

time is 292 ms. If the default TCP/IP settings are used, the

upper limit of throughput under such a long round-trip

response time is 1.75 Mbps only. An automatic tuning

protocol under Linux platform is derived and presented in
Table 7

IPI to PolyU (DICOM)

Exam. No. of

images

Total size

(MB)

Time taken

(s)

Transmission

rate (Mbps)

CR 2 15.3 41 2.99

CT 29 14.6 133 0.88

Table 6

PolyU to IPI (DICOM)

Exam. No. of

images

Total size

(MB)

Time taken

(s)

Transmission

rate (Mbps)

CR 2 15.3 40 3.06

CT 29 14.6 150 0.78
this paper. The protocol is aimed at tuning the window size

seamlessly and automatically to increase the network

throughput. It will be beneficial to the applications such as

teleradiology and teleconsultation in clinical environment

because this method can yield fast round-trip response and

high network throughput without any user intervention. The

experimental result shows that the tuning protocol can

increase the maximum throughput to 22.4 Mbps, which is

above 50% of the available bandwidth. There is a very large

improvement when comparing with the theoretical through-

put without tuning, 1.75 Mbps, and the experimental

throughput without tuning, about 1.4 Mbps, respectively.

For the DICOM image transmission, the transmission rate

for a 15.3 MB CR exam is about 3 Mbps, which is still very

slow when comparing with the throughput using non-

DICOM FTP file transmission. Lower performance was

obtained when CT exam was considered. It is found that the

DICOM transmission rates are 0.78 and 0.88 Mbps for

PolyU-to-IPI and IPI-to-PolyU, respectively. The perform-

ance was low because the image size of CT is too small

when comparing with the tuned window buffer size and thus

the tuning takes less effect on the transmission rate. Among

different experimental settings, the highest transmission

rates, 9.79 Mbps for FTP and 3.06 Mbps for DICOM, were

obtained by the setting that the automatic tuning protocol is

applied at both PolyU and IPI/USC. However, the

improvement of the DICOM transmission is much smaller

than that of the FTP transmission because the existing
Table 8

Comparison of transmission rates for different combinations of system

configurations

PolyU

IPI/USC

Standard Linux Linux with automatic

tuning protocol

Standard Linux FTP: 1.63 Mbps FTP: 2.00 Mbps

DICOM: 1.36 Mbps DICOM: 1.36 Mbps

Linux with automatic

tuning protocol

FTP: 1.91 Mbps FTP: 9.79 Mbps

DICOM: 1.38 Mbps DICOM: 3.06 Mbps

CR examination consisting of two images and having total size of 15.3 MB

was considered.
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DICOM components are using fixed window buffer sizes

and are unable to synchronize these parameters with the

automatic tuning protocol. It is suggested to link up the

DICOM components with the automatic tuning in terms of

the TCP/IP parameters, such as window buffer sizes, to yield

the optimal performance subject to the current situation of

the international Internet-2 connection.
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Abstract

Modern research has broadened scientific knowledge and revealed the interdisciplinary nature of the sciences. For today’s students, this

advance translates to learning a more diverse range of concepts, usually in less time, and without supporting resources. Students can benefit

from technology-enhanced learning supplements that unify concepts and are delivered on-demand over the Internet. Such supplements, like

imaging informatics databases, serve as innovative references for biomedical information, but could improve their interaction interfaces to

support learning. With information from these digital datasets, multimedia learning tools can be designed to transform learning into an active

process where students can visualize relationships over time, interact with dynamic content, and immediately test their knowledge. This

approach bridges knowledge gaps, fosters conceptual understanding, and builds problem-solving and critical thinking skills—all essential

components to informatics training for science and medicine. Additional benefits include cost-free access and ease of dissemination over the

Internet or CD-ROM. However, current methods for the design of multimedia learning modules are not standardized and lack strong

instructional design.

Pressure from administrators at the top and students from the bottom are pushing faculty to use modern technology to address the learning

needs and expectations of contemporary students. Yet, faculty lack adequate support and training to adopt this new approach. So how can

faculty learn to create educational multimedia materials for their students? This paper provides guidelines on best practices in educational

multimedia design, derived from the Virtual Labs Project at Stanford University. The development of a multimedia module consists of five

phases: (1) understand the learning problem and the users needs; (2) design the content to harness the enabling technologies; (3) build

multimedia materials with web style standards and human factors principles; (4) user testing; (5) Evaluate and improve design.

q 2004 Published by Elsevier Ltd.

Keywords: Educational media; Interactive teaching for biology and medicine; Instructional web design; Physiology modules; Multimedia module design
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UNCORREC1. Introduction and background

Technology is outpacing us. In the 20th century,

technology has become a staple in our everyday lives and

has catalyzed innovations in healthcare and biomedical

research. This progression has enriched our lives and has

brought about the need for imaging informatics databases.

However, it has also become difficult for today’s student to

learn and assimilate the growing amount of content found in

these databases (without misconceptions). Technology

creates a second problem by changing the expectations of

incoming students. Today’s students are so surrounded by

technology (computers, chat, email, and the web) that it is

natural for them to expect coursework to incorporate similar

standards. How can we, as teachers, incorporate technology

into our teaching so that we can train our students for
0895-6111/$ - see front matter q 2004 Published by Elsevier Ltd.

doi:10.1016/j.compmedimag.2004.09.017
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tomorrow? In turn, how can incorporating technology into

our teaching benefit teachers?
2. Teaching: past, present, and future

Traditionally, print textbooks have been the standard

reference and learning tool for students. In general, such

textbooks are thorough (they cover a large number of topics

in detail), well-organized, and incorporate the basics of the

life sciences. However, textbooks are static, are not easily

customized to different students and classes, and fail to

adequately highlight the intersections between different

disciplines. Textbooks also cannot provide students with

information on the newest scientific breakthroughs since

revisions are a major effort and they are costly to students.
Computerized Medical Imaging and Graphics xx (xxxx) 1–11
www.elsevier.com/locate/compmedimag
111

112
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Table 1

The table below lists the pedagogical and human–computer interaction

design principles behind Virtual Labs

Design principle Reference

How people learn [1–3]

Instructional design and evaluation [4–10]

Interaction design usability, and human factors [11–15]

Presentation of information: visual perception,

style guides, design strategies

[16–21]

Motivational strategies [22,23]
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UNCORREC

Informatics can address the need that textbooks cannot

provide. Informatics can be used to provide students with

up-to-date information that can be disseminated freely

through the Internet. A wealth of information datasets can

be found in imaging informatics, like computerized

tomography (CTs), magnetic resonance imaging (MRIs),

functional MRIs, and positron emission tomography (PET)

that can be centralized and distributed. Information in these

databases may also include simulations and systems

modeling. These datasets and patient histories are today’s

electronic medical encyclopedia and allow interdisciplinary

users to integrate, visualize, and cross-reference different

studies performed on areas in our body. However, this

information often lacks a usable instructional interface

necessary to transform the information from a reference tool

into a powerful training tool to help students learn.

Educational media, in contrast, can be powerful to train

students and is considered the next generation of learning

materials. Designed to complement traditional educational

methods and information datasets, educational media can

supplement core material with animations, interactivity, and

visual design. Unlike traditional textbooks, educational

media is dynamic, easily customizable, and can be designed

with an interdisciplinary approach. It can also be used to

teach content in a way traditional teaching materials

cannot—for example, animations of mechanisms and

processes can help students visualize how biological

systems work together. Once taught, interactive media can

be used to ensure that students have learned key concepts

and understand the basics. In addition, students are more

likely to adopt these materials since they are influenced by a

world of computers, media, and the Internet.

For teachers, multimedia education can help explain

difficult concepts more clearly than a textbook or Power-

Point lecture. When students are able to manipulate

experimental factors to see cause-and-effect relationships,

they move beyond rote memorization and passive learning

to truly understand the material. Educational media can also

be designed to correct common misconceptions by targeting

difficult or frequently misunderstood concepts.

So what is educational media? There is a trend to move

content into the digital medium PowerPoint (Microsoft,

Redmond, WA)—but it is still passive and has only limited

animation and video support. In addition, many ‘interactive

modules’ contain no more interaction than a click to

advance to the next page. True educational media should

incorporate dynamic animations, interactivity, and visual

design to stimulate, challenge, and test students. The design

of a good instructional interface requires an integrated

design approach that incorporates best practices from in

education, human computer interaction, and instructional

technology.

As an example, the Virtual Labs Project, funded by the

Howard Hughes Medical Institute, is an initiative to

augment the core undergraduate courses in biology at

Stanford University. This is achieved by delivering
IG 617—5/12/2004—08:39—SUREKHA—128643—XML MODEL 5 – pp. 1–11
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interactive multimedia over the Internet to teach big picture

and difficult concepts in physiologic systems

(cardiovascular, gastrointestinal, respiratory, renal, vision,

cranial nerves, and other mini modules). The concepts in

these modules create a foundation not only for the life

sciences and medicine, but also for an increasing number of

interdisciplines, such as biomedicine, medical informatics,

and bioengineering.

For example, if a medical student understands how the

kidney produces and concentrates urine, he or she will be

better able to understand how diuretic drugs work. A

researcher, who learns about the molecular aspects of the

concentrating mechanism, could apply this knowledge to

understand how sodium influences body fluid maintenance.

A bioengineer could apply the same knowledge to design a

more efficient kidney dialysis system.

From 2000 to the present, Virtual Labs has tested their

interactive multimedia modules on thousands of students in

Stanford classrooms and those of our collaborators. And

with over 500 pages of development experience, Virtual

Labs has developed best practices to aid future module

development. These best practices can be applied to any

scientific concept.
ED P
RO2.1. How do we create new educational media resources?

Key to the success of the VL modules, and educational

media materials, lies in the presentation of information that

integrates an appropriate media technique (imaging dataset,

technical illustration, animation, interactivity) with best

practices in learning (Table 1). In addition, VL emphasizes a

user-centric design, that is, we make design decisions based

on human factors and match them to the user’s needs and

expectations. This paper will incorporate these design

strategies into a detailed protocol to help guide module

development by faculty and a multimedia development

team.

When designed correctly, a multimedia module can

visually stimulate a student and transform learning into an

active, engaging process. A good design [24,25] will allow

students to (1) visualize difficult and naturally dynamic

concepts, (2) promote active learning, problem-solving, and

critical thinking with interactive simulations and virtual

environments, (3) interact with the content with
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self-quizzes, and (4) access content anytime, anywhere,

at any pace.
Fig. 1. Interdisciplinary design. Good educational media design results

from integrating best practices in teaching and learning from the disciplines

of science, education, and technology. The team consists of content experts

from the sciences, education experts, and technology specialists. Together

the team can create materials that integrate the best practices in teaching

and learning from all disciplines.
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3. Interactive media design: from concept to reality

This section describes the design process for educational

media production. It begins by providing special

considerations for user-centric design, then discusses the

required planning, finishing with an introduction to the five

phases of development.

3.1. Design for your users’ needs and expectations

It is important to consider the user’s perspective and

learning method when designing an educational media

module. During the entire process, keep the user’s voice in

your head. Specifically, ask yourself what the students need

to support their learning and fulfill their expectations. The

following is a list of questions that should be answered by

and for the user.

In parentheses are the phases (for details on Phases 1–5,

see Process) during which these questions will be most

critical during development.

305

306
†
CM

307
Show me what I will learn. (Phase 1–2)Clearly state the

learning goals and learning outcomes of each page.
308
†
309

310

311

312
Why should I care to learn this? (Phase 2)Give a real-

world example of the concept to make it relevant to the

student. Without giving a significant context to the

student, the student may not understand the implications

or know how to apply the principles of the concept.
 D
313
†
T 314

315

316

317
What can I do on the page? (Phase 2–3)Design the

interactions on the page to engage the student and

support learning. Consider teaching the concept by using

interactions and visualizations that cannot be accom-

plished in a classroom or by a piece of paper.
318
†
319

320

321

322

323

324

325

326

327

328

329

330

331

332

333

334

335

336
UNCORRECTell me how I’m doing! (Phase 2, 3, 4)Design

assessments to ensure that the students are learning the

concepts. Include a way for students to self-gauge how

well they have mastered the learning material.

3.2. Planning

While considerations for the user are core to the

development process, planning is also essential to effec-

tively and efficiently develop a multimedia module. Each

phase requires planning, teamwork, and flexibility. A

careful initial plan will save time, costs, and team frustration

during the downstream production. During the planning

phase, the content expert/teacher presents the educational

challenge to all team members. All team members—

scientists, educators, technology specialists—draw upon

their domain of expertise and brainstorm collectively to

design a module that integrates what the users need with

what they should learn (Fig. 1). A prototype is developed
IG 617—5/12/2004—08:39—SUREKHA—128643—XML MODEL 5 – pp. 1–11
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from the preliminary plans and then tested on typical users.

Based on the user’s feedback, the module returns to

production and is redesigned for improvement. The original

plan may often evolve due to resource restrictions,

programming considerations, and user feedback. This flux

is common since the development process evolves

constantly and the team needs to be flexible to adapt. In

the end, adaptability will keep the project on target with

deadlines and with your user’s needs. The following

sections describe in detail how to complete each phase.
E3.3. Process

The process of creating multimedia learning modules

consists of five phases: (1) Understand, (2) Design, (3)

Build, (4) Test, (5) Improve (Fig. 2). Phase 1 and 2 is

primarily led by the content expert, while the multimedia

development in Phase 3 is primarily performed by the

development team. Phase 4 and 5 includes all team

members and the users. Below is a brief description of the

five phases.
†
 Phase 1. Understand—understand who will use the

module (target group) and address how the module

will help the users learn (educational challenge, needs

assessment).
†
 Phase 2. Design—design the module for your user

(learning design), from a user’s point of view (user-

centric).
†
 Phase 3. Build—build interactivity and multimedia

components using best practices (media development

and coding).
†
 Phase 4. Test—see how well your users respond to the

module (user testing, usability heuristics).



Fig. 2. Summary of module development process. The figure below outlines

the general project flow and the main phases in module development.

Ideally, all team members—content experts, development team, and

users—should be involved in the entire process. Shaded areas on the

team members indicate areas where it is necessary for them to participate. A

general framework [24] and evaluation methods [25] were discussed in

previous published works.
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Phase 5. improve—Evaluate how well students learned

and how well the module performed (evaluation of

learning outcomes).

The five phases above is expanded in detailed below.

Each phase is broken down into several components and
UNCORRECT

Fig. 3. Design Rationale. In Fall 2002, the Alliance for Lifelong Learning offered

process of vision: how an object’s color, texture, and shape is interpreted by the ne

post college graduate learners who were located around the world. Student mater

course guidebook, CD-ROM on vision from Virtual Labs, and access to a suppor

module was customized to follow the curriculum in the book. The goal of the VL

students to learn the physiologic process of vision and apply these principles to und

left, illustrates the physics behind lenses and the one, right, shows how nearsighted

show an animation of how light rays entering the eye are refracted. In a subsequent

the student prescribes the correct eye glasses prescription after dynamically adju

corresponding image from a first-person view also changes dynamically to reflec

image would not engage a user as much as a dynamic image that the user could

predictions about the action he or she is about to perform while receiving immed
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each component lists questions to help guide your thought

process. As you go through each step, it will be helpful to

write out the answers to each question. The answer to your

questions should be shared with your team to provide

groundwork and rationale for the project. These answers

also serve as the reference point for the multimedia

development and for yourself as you get the results from

the users you test on.
F

4. Phase 1: understand the problem and needs

Phase 1 focuses on the educational challenges of the

student. These challenges are used to determine the

design rationale of the module (for example, see Fig. 3).

Draw upon your personal teaching experience and apply

your classroom knowledge towards designing the module.

The first issue to address is identifying what you want

your students to learn (learning goal) and then how you

plan to integrate what your students need and

expectations.
1.
E

an o

rvou

ials

ting

mo

erst

nes

sim

stin

t th

con

iate
OOUnderstand needs and goals.

† Why do you want to build this multimedia

module?

† What do you want the outcome to be?

† Who will your users be?
nlin

s sy

inc

we

dul

and

s res

ulat

g th

e ch

trol

fee
2.
D P
RDetermine learning goals.

† What do you want the students to gain after using

the module—in terms of knowledge, understanding,

or skills?

† How do you plan to have your students use the

module and how would this module fit into your

teaching curriculum?
e distance learning course called Art and Vision which explored the

stem and the impact of visual diseases for artists. The students were

luded the textbook ‘The Eye of the Artist’ by Dr Michael Marmor,

bsite with videos, discussion forums, and weekly chat sessions. The

e supplement was to provide an integrated, interactive approach for

how vision (or a lack of) affects art and vice versa. The figure below,

ults from a change in the focusing power of the cornea. Both images

ion lab (not shown), a student is given a myopic or hyperopic eye and

e focal length of the lens to correct for the disorder. Meanwhile, a

anges in the focal length. Such content presented as a single static

and interact with. This type of interaction allows the user to make

dback on his or her actions.
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5. Phase 2: design the content for the module

Phase 2 walks through the thought process for identifying

a concept and presenting it for the students in an engaging

way that helps them learn. An example is shown in Fig. 4.
510
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1.
CM

512

513

514
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519

520
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522
Pick a concept.

† What concepts do your students repeatedly have a

difficult time understanding?

† Are these concepts essential, important, or common?

Why are the essential concepts important for the

student to learn?

† What are the common misconceptions for each of

these concepts?

† How do you know if students are having a misconcep-

tion and how have you corrected for it before?

† What are the ‘correct’ models for each

misconception?
IG 6
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529

530

531

532

533
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535
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537
Decide how to present the concept.

† How could you present the material using technology

enhancements so it makes learning easier?

† Use the web to identify what resources exist. Identify

websites that specifically address your educational

challenge and websites that present material in a

similar format.

B What did you like about the websites you saw?

B How would you improve it, given unlimited time

and resources?

Web research is essential to be exposed to other

representations of the content. This process may find

an educational tool that has already been created!

† How will the student be challenged by what is

presented in the module?
17—
538
3.
T 539

540

541

542

543

544

545
EC
Design activities to engage and motivate the student.

† What would your typical student find interesting

about the topic?

† How can you present the material so your target

student is interested in it?

† What is a real-world example of the concept? It is

often helpful to use everyday examples so students

can relate to the context.
546
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551

552

553

CORRDevise assessments to evaluate how well students learned.

† How will your student have benefited from using

these materials over traditional materials?

† What do you hope your student will gain after using

the module?

† What is the test to see if your student understood this

concept?

† How will you know if the module was effective?
N 554

555

556

557

558

559

560
U6. Phase 3: build the multimedia assets and interactivity

Phase 3 describes the process from assembling a

multimedia development team to storyboarding ideas and

prototyping the module.
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6.1. The interdisciplinary development team

A solid team with the appropriate skills and teamwork is

key to the success of a multimedia module. This team

consists of experts in education, science teaching, and

technology who collaborate to design the blueprint for the

module. This interdisciplinary team should consist of:
†
 A project manager
†
 A content expert with teaching experience
†
 A multimedia development team

B Graphic designers

B Educational media developers/ learning designers

B Programmers
†
 An evaluation expert
†

ED P
ROOF

The users!

6.2. Project manager

The project manager is the liaison between the

stakeholder of the project, who is usually the funding

agency or content expert, and the team members. The

manager allocates tasks for the team and sets milestones,

deliverables, and deadlines for the project, all within the

proposed budget and resources. The manager should have a

strong background in the sciences, technology, and

education to understand how to allocate the time and

resources for the tasks and provide the backbone for the

interdisciplinary team.

6.3. Content expert and teacher

The content expert is often the expert in the scientific

field and has extensive teaching experience. The content

expert designs the student learning outcomes and learning

goals for the module. This expert also helps to design user

assessments to validate that the student has understood the

module.

6.4. Graphic designer

The graphic designer must have artistic abilities and is

trained in visual communication, visual design, and have

extensive knowledge with Adobe Photoshop and Illustrator.

The designer transforms the abstract learning content into a

visual language and layout that communicates the learning

outcomes and learning goals.

6.5. Educational media developer/learning designer

The educational media developer is trained in learning

with technology design (human–computer interaction, user-

centered design principles, user studies, iterative design,

rapid prototyping, and evaluation). The developer designs

the user interactions and validates the learning effectiveness

of the module.



UNCORRECTED P
ROOF

Fig. 4. Content design. One example topic, receptive fields, from the vision VL module is presented. We picked this topic because students struggle to

understand how the physiologic concept of receptive fields creates the perception of contrast. A receptive field is defined as the set of stimulus or characteristics

(light in this example) that a neuron optimally responds to. This concept is fundamental in understanding how the visual system constructs contrast. The visual

system accomplishes this by constructing ‘receptive fields’ to respond to, filter, and process the incoming light stimulus. This transformation is difficult since it

requires knowledge of retinal anatomy, movement of light through the retina, and the interaction of neurons. A. To represent how contrast is created, we

incorporated a common illusion to illustrate the example. When the user comes to this page, he or she is instructed to look at the borders between the stripes and

observe the appearance of a small gradient, called Mach Bands, at the intersection of each border. The neighboring stripe helps to enhance the crispness of the

edges by making the one edge darker on one side of the edge and lighter on the other. The user can remove the illusion by moving the thick rectangular outline

to remove the influence of the neighboring stripe. Without allowing a user to control what he or she sees, the user may be apt to absorb the information passively

instead of actively understanding the results of his or her actions. B. Using a virtual lab with animations, a student can learn about receptive fields. This virtual

lab was designed to allow the user to perform a simulated experiment of the original scientific discovery of receptive fields by Hubel and Wiesel [28]. This

principle is often represented as a series of static figures where a spot of light is shown somewhere on each concentric circle and a graph shows the resulting
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Fig. 5. Storyboard. A storyboard should include sketches (finished drawings are included here) to describe the details of the process in a step-wise manner. This

storyboard has three key steps in time and the black box showed which areas are activated at which time. A corresponding graph showing membrane potentials

would be shown next to this animation (not represented in this storyboard). A textbook may represent this animation almost as indicated below, but a dynamic

animation of this principle shows the user a progression of the process over time. Animations can help decrease misconceptions since students often struggle to

stitch steps together accurately.
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6.6. Programmer/technical lead

The programmer provides technological experience and

authors the interactive content for the multimedia. The

programmer should be able to develop rapid digital

prototypes.
T 763

764

765

766

767

768

769

770
REC6.7. Evaluation experts

Evaluators provide expertise on formative and summa-

tive assessments, measures for educational achievement,

conduct field tests on users, design how to implement the

module into the curriculum, and report to stakeholders on

user feedback.

771

772

773

774

775

776
COR6.8. Users

A user is defined as any student today who will be using

the learning module, usually one who is taking a class

relating to the content in the module.
UNactivity level when the spot is first off, then on. In this virtual lab, the user drags a

screen with a spot of light to find the areas of high activity (indicated with a ‘C’) or

they discovered to see how this receptive field contains a center circle of high activ

to test their understanding, students answer questions relating to their result. If the s

location on screen, size and shape of the receptive field change. After completing th

fields as well as the dynamic nature of the research and exploration process. T

static figures.

3
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ED P6.9. Storyboard ideas

A storyboard is the visual blueprint of the module; it

describes the details of the module pages and choreo-

graphs the teamwork. It should describe how the content

is laid out, list the media elements (images, animations,

video, sound), and outline the user interactions (Fig. 5).

A well-thought out and detailed storyboard is essential

for the production team to translate your thoughts into a

working module.
6.10. Develop assets

There are five main components that make up a

multimedia module: content, media, interface layout,

programming, and project administration.
—

n rec

low

ity an

tude

is vi

his
Content

B Write material using world wide web style and

content guidelines [15,16].
ord

acti

d a

nt m

rtua

lear
ing electrode to the retina (not shown) and then explores the black

vity (indicated with a ‘—‘). The students can map the activity levels

n outer field of lower activity (indicating an On-centered cell). Then

oves the recording electrode to a new location, the activation zones,

l experiment, students learned about the different types of receptive

ning process may not occur if the user memorizes the series of

777

778
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780

781

782
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784
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838
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840

841

842

843

844

845
B Organize content into meaningful chunks of infor-

mation. For example, bullet points can be used

similar to PowerPoint.

B Write concisely and minimize jargon to ensure the

message is clear [17].
17—
846
—

847

848

849

850

851

852

853

854

855

856
Media

B Determine how you want to use visuals to commu-

nicate the content (visual language and visual

communication) and set the mood of the page (look

and feel).

B Determine color palettes for the pages and modules

to be created.

B Draw images to show a visual representation of the

text content.

B Structure animations that capture the dynamics of

complex processes.

857
—
T

O
858

859

860

861

862

863

864

865

866

867

868

869

870

871

872

873
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876
Interface layout

B Determine what you want your users to experience

while going through the module (user experience):

& Determine the technological features to enhance

the content: graphics, visualizations, animations,

simulations, virtual labs, virtual patients, patient

cases, games, etc.

& Determine what kinds of interactions you want the

user to perform on each page, e.g., what the buttons

are to click on, how the user will navigate.

& Assure that the users are on track with what you

originally intended and that you are on track in

terms of what your users wanted (Usability [26]).

B Establish the design of the layout using guidelines,

best practices, usability compliances [15,16]

B Consider how to present the different kinds of

information you plan to have on each page and how

each kind of information works as a unified whole

(information design [18])

& Visualization strategies
5/1
877
—

878

879
CCode the module. Assign the task of writing source code

to a programmer The programmer will take the story-

boards and make the module interactive.

880
—

881

882

883

884
RREPerform project administration. Each phase should be

documented and archived after they have been

completed. Each phase will have files containing

content, reference material, images in raw format,

source codes, administrative, and management files.
O 885

886

887

888

889

890

891

892

893

894

895

896
UNC6.11. Prototyping

A rapid prototype is a very rough model (paper or

digital) that can be quickly constructed and tested on the

users. This testing occurs early in the instructional design

process (method described in Rettig [9]). The module

design is continually revised until there is confidence in

the design. Once a prototype is established, subsequent

modules can be developed with assurance in the design.
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7. Phase 4: test and evaluate—test modules on your

target audience

Phase 4 defines the general areas addressed during a

user test. Instruments for measure include focus groups,

surveys, interviews, log data, pre-/post-tests, and exam

scores. Each area has standard evaluation metrics [5,7,

8,27]. We triangulated data from many instruments to

assess higher order learning, since that is often more

difficult to quantitatively measure.
7.1. User tests
†
 Usability and interface:

B Is the module usable?

B Are there any technical problems that interfere with

the learning outcome?
†

F
Content:

B Is the content easy to understand?

B Does it convey the complexity of the information?
†
 Learning effectiveness and attitudes:

B How did the module help the student learn?
PROPerform surveys in the following areas: user satisfaction,

usage, assessment, and instructor feedback data. Use a five

point Liekert rating scale for the indicated areas to measure

attitudinal responses: strongly disagree, disagree, unde-

cided, agree, strongly agree.
†

ED 
User satisfaction data: How well did the students like the

module?

This information can be gathered with self-report surveys

or by interviews. The following list areas to ask your

students about, followed by examples:
B
 Demographics of your user:

What is your knowledge of topic X?

How often do you use a computer?

What do you use a computer for?
B
 Technical and usability (Liekert scale)

I had no technical difficulties with the module.

Navigation through the module was clear.

I was able to find the information that I was looking

for.
B
 Usefulness of the module (Liekert scale)

The content was laid out in a clear and concise

fashion.

Feature ‘A’ in the module was useful in helping me

understand ‘X’ concept.

List features as separate questions: graphics, text,

animation, simulation, virtual lab, quizzes, games.
B
 Usefulness in learning. (Liekert scale)

The module helped me with conceptual

understanding.
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Testimonial. A faculty member used a Virtual Lab
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955
The level of content was appropriate.

I liked the way the module was integrated with the

class.
IG 6
Module for their class on renal physiology and 956
B
responded positively. The design rationale for the

module follows.Biology is a very visual subject and it
957

958
Attitudinal affect (Liekert scale)

I enjoyed learning ‘X’ with the module.

Using module ‘X’ motivated me to learn.

deals with change through time. The new technologies 959
B
provide powerful tools for dealing with these types of

teaching challenges. My favorite example is teaching

how urine is processed in the kidney which has always

960

961

962
Open ended questions

Please list 3 difficult concepts in the course.

What was the most memorable item from the module?

Suggestions for improvement?

been a very difficult thing to teach and for students to 963
grasp. Once we instituted a virtual laboratory on this

subject where students could visualize the processes
964

965
†
O

involved and manipulate them, the kidney was no

longer the huge teaching challenge it had been for me

in the past. I couldn’t believe it when the teaching

assistants reported to me that the students had no

questions on the topic!

966

967

968

969

970

971

972

973

974

975

976
Usage data: How much did the students use the module?

If the module is distributed over the Internet, you can

collect useful information about how much the user used the

module. In compliance with the Institutional Review

Board’s human subjects protocols, a consent form is

required to collect data from your users. A backend tracking

system can invisibly collect log file data from the user. This

data contains information on which page, what items the

user clicked on, and amount of time the user spent on that

page. The following is a list of suggested data to collect for

each user:
977

978

B
 User ID
979

B
 IP address of user
980

B
 Last session
981

B
 Number of sessions
982

B
 Time spent on entire module
983

B

984

985
By individual pages: page visited, time spent on each

page, items clicked
986

†
 T 987

988

989

990

991
C
Assessment data: How well did the students learn?

This information is collected using testing measures.

Design questions that specifically test conceptual under-

standing and applications of the concepts rather than

factual questions.
 E 992

993
†

994

995

996

997
RRInstructor feedback: How well did the students perform

with the module?

This information can be gathered with self-report surveys

or by interviews (Textbox 1).

998

999
B
1000
CO
How do you feel your students learned the concept with

the module?
1001
B
1002
What would you improve for the next module?
N
1003

1004

1005

1006

1007

1008
U
8. Phase 5: improve—iterative redesign

Phase 4 will show what needs to be improved in the

module. In an iterative design cycle [6], redesigns after
17—5/12/2004—08:40—SUREKHA—128643—XML MODEL 5 – pp. 1–11
Fuser testing are common (back to Phase 3) and decisions

for specific redesign areas are based on time, resources,

impact, and importance.
ED P
RO9. Prospective in interactive media design for imaging

informatics

Technology has opened the doorway in informatics to

support databases that contain a wealth of information

from many disciplines. However, these information

systems often have complex interfaces and require

training in order for the user to effectively and efficiently

gain access to the information. In order to access any

information on these databases, a user needs to learn how

the interface works and query the correct search to

access the material. One way to address this need is to

create a training module on how to use these information

systems. With the methodology described above, these

information systems can be transformed into usable

information and the training modules can be dissemi-

nated to any user. The training modules can be further

enhanced to support the needs of different types of users

on the system. For example, a clinician might want to

search the organ systems and see how a particular drug

may interact with a system physiologically. A researcher

may want to search for the specific type of receptors that

a particular drug may bind with across different

physiologic systems. The design of the interface would

be different since the needs of both users are different.

Other educational modules can be developed to train

users in specific areas. These training modules can bridge

knowledge and expertise and become the interdisciplinary

learning material for tomorrow’s student. One such module

could be an interactive module on congenital hand

anomalies to train clinicians how to analyze different
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radiographs for making diagnoses and treatments. This

module could also be modified to address questions that

parents may have about their child’s disease and offer

coping mechanisms.

The medical and research knowledge bases found in

informatics can be harnessed to create effective multimedia

learning materials. Already enriched with high-quality

graphics and dynamic simulations, only an interface with

best practices in instructional design principles and human

computer interaction are needed to transform this infor-

mation from merely an information archive into a rich

educational resource.
T
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10. Discussion

Students entering college today comprise a more

ethnically, culturally, and linguistically diverse population

than at any time in the past 50 years. Yet among this

heterogeneous population, a common thread exists: tech-

nology. As educators, we should exploit this commonality

to improve our teaching, our students’ experiences, and the

quality of education.

Educational media is a way of harnessing technology and

building the future of learning. Unlike PowerPoint or

traditional textbooks, educational media incorporates high

resolution animations and videos that bring dynamic

processes to life. In addition, educational media can

incorporate interactivity that stimulates and challenges the

learner. As a result, students will find science learning fun

and engaging. Educational media can train many students:

biology, medicine, bioengineers, and medical informatics,

with one common core learning module and then integrate

knowledge from the different organ systems databases and

relate them to medical conditions, symptoms, and treatment.

With efficient and engaging learning tools, we can continue

to attract and retain a talented and increasingly diverse pool

of science majors.

This paper is an attempt to describe and document

methods for building new and creative educational media

content. It provides a framework for designing and

implementing new content into classrooms. While the

details of each project will be tailored to suit each team’s

needs, the basic phases of understand, design, build, test,

and improve will remain relatively unchanged. This frame-

work, far from being untested, was developed by the Virtual

Labs project during the course of creating over 500 pages of

material to teach physiology. It is from this experience that

new designers will hopefully avoid pitfalls and produce

quality educational media.

The importance of creating new teaching tools cannot be

understated. Educational media is poised to help train new

scientists, clinicians, information technologists, and health

care providers by creating modules that teach relevant

concepts and are sharable and distributable to any student,

anywhere, anytime. In order to provide the diversity and
IG 617—5/12/2004—08:40—SUREKHA—128643—XML MODEL 5 – pp. 1–11
depth of materials needed, we must empower teams around

the world with the necessary skills to design new

educational media. We hope that this paper will serve as

an introduction to the methods behind creating new

educational media resources and we are taking initiatives

to train teams locally and abroad. Such cross-cultural

exchanges are taking place with our community schools and

our global partners in Sweden and India, with plans to

collaborate with China.

Together, we can create the next generation of

educational media tools which will train the next generation

of scientists, clinicians, and health care workers.
ED P
ROOF

11. Summary

The design of high-quality interactive multimedia for

learning requires creators to incorporate best practices in

education, instructional technology, and human computer

interaction to create a useful and effective online learning

environment for students. This paper describes how multi-

media can enhance learning and offers best practice

guidelines for building innovative multimedia materials.

These development strategies were derived from six years

of experience with the Virtual Labs Project at Stanford

University. These strategies can be applied to new

educational media development in imaging informatics

and be disseminated with informatics databases. The

development of a multimedia module consists of five

phases: (1) Understand the learning problem and the users

needs; (2) Design the content to harness the enabling

technologies; (3) Build multimedia materials with web style

standards and human factors principles; (4) User testing; (5)

Evaluate and improve design.
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Editorial

Medical imaging informatics research and development

trends—an editorial
Medical informatics, which studies healthcare infor-

mation, has gradually evolved and established itself as a

rigorous scientific discipline during the past 15 years

[1–7]. There are now at least 10 major training programs

supported by the National Library of Medicine (NLM) in

the US with many more throughout the world, teaching

students, the concepts and methods of health

information gathering, data structure, information extrac-

tion, retrieval and distribution, and knowledge represen-

tation [8–14].

Medical Imaging Informatics is a subset of medical

informatics that studies image/data information acqui-

sition; processing; manipulation; storage; transmission;

security; management; distribution; visualization; image-

aided detection, diagnosis, surgery, and therapy; as well

as knowledge discovery from large-scale biomedical

image/data sets. Although, it is based on many existing

concepts, theories, terminology, and methodology derived

from medical informatics, Imaging Informatics deals with

different types of data including multi-dimensional

medical images, graphics, waveforms, and text. Accord-

ingly, imaging informatics requires new concepts and

new tool sets to handle these types of data [15].

Although there exist training programs in medical

imaging and telemedicine [16–18], focused training

dedicated to imaging informatics is limited because of

its novelty [19].

Recent advances in medical imaging technology, e.g.

Picture Archive and Communication systems (PACS),

image-guided surgery and therapy, computer-aided diag-

nosis (CAD), electronic Patient Record (ePR) with image

distribution have propelled imaging informatics as a

discipline to manage and synthesize knowledge from

medical images for effective and efficient patient care as

well as outcomes [20].

This Special Issue in Medical Imaging Informatics

consists of 13 papers spanning the Imaging Informatics

field. The first paper is an editorial on ‘Medical Imaging

Informatics Research and Development Trends’. The

subsequent 12 papers are divided into five groups as

follows.
0895-6111/$ - see front matter q 2004 Published by Elsevier Ltd.

doi:10.1016/j.compmedimag.2004.09.003
1. Group 1: imaging informatics technology

Two important imaging informatics technologies are

image storage and distribution, and image communication.

Two papers are included in this group.
Liu et al.—Utilizing data grid architecture for the backup

and recovery of clinical image data
Chan et al.—International Internet 2 performance and

automatic tuning protocol for medical imaging

applications.

Grid computing is the most exciting incarnation of

contemporary computing technologies including parallel,

peer-to-peer, and client–server models. It has been used

mostly in physical and engineering applications. Liu et al.

present a model using the Data Grid for the backup and

recovery of clinical image data—one of the most difficult

problems facing large-scale clinical image databases today.

Internet 2 is the high-speed communication backbones

established by the education and research community

during the past 5 years through the support of the US

National Science Foundation (NSF). Internet 2 applications

have been mostly confined to the US. Chan et al. describe

their experience of connecting the Hong Kong Polytechnic

University networks to the Image Processing and Infor-

matics (IPI) Laboratory, University of Southern California

(USC) through Internet 2 with medical image communi-

cation as the application.
2. Group 2: electronic patient record (ePR) with image

distribution

Electronic patient record (ePR) with image distribution is

a current R&D topic in imaging informatics. Traditional

customized small-scale ePR systems without images have

been developed for over 10 years, however, ePR systems

with image distribution is relatively novel derived from

clinical needs and the successful implementation of

many Picture Archiving and Communication systems
Computerized Medical Imaging and Graphics xx (2005) 1–3
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(PAC systems) around the world. Three papers are included

in this group:
Zhang et al.—Web-based ePR for collaborative medical

applications
Law—A model of DICOM-based ePR in radiation

therapy
Cheung et al.—Integrating images into the ePR of the

hospital authority of Hong Kong.

Zhang et al. describe a web-based ePR system for

collaborative consultation with medical image/data in a

teleradiology and collaborative consultation application

during the Severe Acute Respiratory Syndrome (SARS)

period, May 2003, in China. This paper represents an

integration of four current information technologies: Web,

ePR, DICOM (Digital Imaging and Communication in

Medicine) standard, and collaborative consultation.

DICOM-based medical image standard has been success-

fully implemented in diagnostic radiology during the past 10

years. However, despite the introduction of DICOM

radiation therapy (RT) objects since 1999, the RT commu-

nity has not yet to take advantage of the power and

infrastructure of imaging informatics. Law presents an ePR

model of DICOM-based radiation therapy information

system, where seven RT DICOM objects are included, as a

first attempt at such a development to utilize these concepts.

In the past, ePR has been developed as a small-scale

customized electronic patient based system. Cheung et al.’s

paper describes the planning and preliminary results of an

enterprise level ePR with image distribution in Hong Kong.

The ePR system involves 43 hospitals (93% of the Hong

Kong market) with a total of 29,000 beds. The ePR system is

based on the existing Clinical Management System (CMS)

developed in-house at the Hong Kong Hospital Authority

which currently contains 6.4 million patients’ records.
3. Group 3: image-aided detection and diagnosis

One reason for developing the medical imaging infra-

structure is to take advantage of tools within the

infrastructure for large-scale longitudinal and horizontal

clinical service and research, as well as systematic

education and training. Among these tools are image

processing, visualization, image matching, content-based

retrieval, data mining, and computer-assisted detection and

diagnosis. Four papers are included in this group:
Lehmann et al.—Automatic categorization of medical

images for content-based retrieval and data mining
Pietka et al.—Informatics infrastructure of CAD system
Long et al.—Image Informatics at a National Research

Center
H. Huang et al.—Imaging matching as a diagnostic

support tool for brain diseases in children.
Automatic categorization is the first step for image

content-based retrieval and data mining. Lehmann et al.

present a method to automatically categorize medical

images into 81 classes using 10,000 clinical images with

the highest accuracy compared with other existing categor-

ization systems.

Pietka et al. describe an informatics infrastructure for

large-scale computer-aided diagnosis (CAD) system for

bone age assessment of children based on a digital atlas

containing over 1000 normal hand digital radiographs of

four different ethnic origins and genders.

Among all Institutes, Centers, and Libraries under the

umbrella of NIH (National Institutes of Health), the

National Library of Medicine (NLM) is probably the most

active in intramural informatics and imaging informatics

research. Long et al. describe the activities with collabor-

ation around the world at the Lister Hill National Center for

Biomedical Communications, NLM.

Imaging matching is an important research area in

imaging informatics. H. Huang et al. present a novel

diagnostic support tool based on image matching using an

image database containing 2500 pediatric MR brain images.
4. Group 4: surgical simulation and interactive

multimedia learning

Imaging informatics is a very broad field using many

tools and technologies, which may or may not be developed

originally for medical imaging applications. Two papers are

included in this group. Although, they may not fall exactly

under the realm of imaging informatics, the outcomes of

using imaging and technologies to achieve their goals are

very similar to that of imaging informatics. In addition,

some of the tools and technologies used have great potential

of being adopted for imaging informatics applications and

expanding the realm of Imaging Informatics.
Montgomery et al.—User interface paradigms for

patient-specific surgical planning
C. Huang—Designing high-quality interactive multi-

media learning modules.

In surgery, the first innovations of using image-aided

tools are 3D display and image-based surgical planning. The

current research and development trend is in surgical

simulation. Although contents in Montgomery et al.’s

paper did not explicitly mention imaging informatics,

readers can no doubt identify many terms and technologies

in the paper that overlap with those used in imaging

informatics.

In interactive multimedia learning, images, graphic,

drawings, video clips are among those being used as inputs

to the learning tools. C. Huang’s paper describes a

methodology currently being used for building learning

modules. In the paper, the author also points out
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the similarity of technologies used in imaging informatics

and in interactive multimedia learning.
5. Group 5: HIPAA compliance

Imaging informatics is dealing with clinical images that

are acquired, stored, transmitted through public networks,

and displayed. During these processes, the image integrity

could have been compromised at any stage. HIPAA (Health

Insurance Portability and Accountability Act) is a mandate

for medical image user compliance. However, HIPAA only

tells the user to comply, but does not provide protocols to be

followed. Zhou et al.’s paper ‘HIPAA Compliant Auditing

System for Medical Images’ describes a framework for

HIPAA compliance using a workflow-auditing paradigm.

In summary, the 12 papers included in this Special Issue

in Medical Imaging Informatics covers five groups of

papers: state-of-the-art technologies ePR with images;

image-aided detection and diagnosis; surgical simulation

and interactive multimedia learning; and HIPAA compli-

ance. Together, they provide a glimpse of current research

and development (R&D) trends in this field. It is hoped that

this issue will stimulate further R&D in imaging informatics

to benefit the steadily fast growing medical imaging

community.
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Abstract

Imaging-matching is an important research area in imaging informatics. We have developed and evaluated a novel diagnostic support tool

(DST) based on medical image matching using MR brain images. The approach consists of two steps, database generation and image

matching. The database contains pre-diagnosed MR brain images. As the images are added to the database, they are registered to the 3D

Talairach coordinate system. In addition, regions of interests (ROI) are generated, and image-processing techniques are used to extract

relevant image parameters related to the brain and diseases from the ROIs and from the entire MR image. The second step is to retrieve

relevant information from the database by performing image matching. In this step, the physician first submits a query image. The DST

computes the similarity between the query image and each of the images in the database, and then presents the most similar images to the

user. Since the database contains pre-diagnosed images, the retrieved cases tend to contain relevant diagnostic information.

To evaluate the usefulness of the DST in a clinical setting, pediatric brain diseases were used. The database contains 2500 pediatric

patients between ages 0 and 18 with brain Magnetic Resonance (MR) images of known brain lesions. A testbed was established at the

Childrens Hospital Los Angeles (CHLA) for acquiring MR images from the PACS server of patients with known lesions. These images were

matched against those in the DST pediatric brain MR database. An expert pediatric neuroradiologist evaluated the matched results. We found

that in most cases, the image-matching method was able to quickly retrieve images with relevant diagnostic content. The evaluation method

and results are given.

q 2004 Published by Elsevier Ltd.

Keywords: Image-matching; Neuroanatomy; Medical image databases; Diagnostic support
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NCORR1. Concept of image matching

The use of computers in disease detection and diagnosis

has gained increased popularity in recent years. Several

commercial Computer Aided Detection (CAD) and Com-

puter Aided Diagnosis (CADx) systems have by now

received FDA approval for detection and diagnosis of lung

nodules and breast tumors [1–3]. These systems are used to

analyze a single image at a time, using computer algorithms

that are trained to detect and diagnose specific diseases.
U
0895-6111/$ - see front matter q 2004 Published by Elsevier Ltd.

doi:10.1016/j.compmedimag.2004.09.008
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Their performance is sufficient to employ these systems as

‘second readers’ that assist the radiologist in making a

decision involving chest CT images or mammograms.

However, besides lung diseases and breast tumors, the use

of computers in diagnostic support systems has been

limited, and radiologists still rely almost exclusively on

personal experience and memory in their decision-making

process. In this paper we describe a recently developed

computer-based diagnostic support system based on image

matching that works differently from existing CAD/CADx

systems [4–7]. Rather than analyzing a single image at a

time, image matching makes use of a large database of pre-

diagnosed images.
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Image Match is a branch of computer-aided diagnosis

(CAD) that is a system permitting a user with access to:
171

172
(a)
Fig.
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Large database of certain category of medical images

with extracted parameters,
174
(b)
175
High-speed broadband networks like the Internet 2

connection to submit an image as a query, and
176
(c)
177

178

179
Receive in return a set of images from the database of

those already diagnosed images that are most similar

and relevant. The degrees of similarity and relevance

are in terms of the extract parameters.
T

180

181

182

183

184

185

186

187

188

189

190

191

192

193

194

195

196

197

198

199

200

201

202

203

204

205

206

207

208
EC

An Image Matching system utilizes sophisticated

image processing algorithms, combined with robust

database technology and state-of-the-art web-enabled

hardware and software, and packages these capabilities

into a tightly integrated workflow environment in the

framework of medical image informatics infrastructure

[8].

The idea to use image matching to retrieve clinically

relevant information from image databases is not new.

For more than two decades, numerous groups have

researched methods for Image Retrieval in large image

databases. An excellent review of general methods for

Image Retrieval from any image database (not just

medical image databases) is given in Ref. [9]. Two of

the best-known general methods are IBM’s QBIC system

[10] and the Virage Image Retrieval system [11].

Previous implementations typically attempt to provide

an automatic, gross description of the entire image, and

then retrieve images from a database based on this gross

description. However, this is of limited use in medical

imaging, since the relevant information contained in a

diagnostic image is often quite subtle, and can be highly

localized. Furthermore, in medical images, it is often

impractical or even impossible to automatically segment

the pathology-bearing region (PBR). It has therefore been

recognized that Image Retrieval in medical image

databases should directly involve a human expert, leading

to a ‘human-in-the-loop’ approach [12].
UNCORR

1. Populating the database with already diagnosed images. Each new image is

the region of interest (ROI) is generated. Finally, image processing is used to

e matching. The database is populated with these parameters, along with the

15—21/11/2004—10:52—BYJU—126039—XML MODEL 5 – pp. 1–8
2. Methodology
2.1. Data collection of the image matching database

Let us use brain MR image database as an example to

illustrate the method of data collection In order for an image

set in the database to be meaningful, several types of data in

addition to the image set are required; these include
†

first

ext

or
Relevant patient information
†
 Image data set in PACS DICOM format
†
 Corresponding radiological reports
†
 Histopathology reports, if available, and
†

ED P
ROOF

Any other relevant reports.

When a new case is collected into the database, various

pre-processing steps are performed. The images are

registered to a common global coordinate system as defined

by all other images in the database. This alignment step

ensures the continued consistency of the database as

additional images are input. The pathology in each database

image is then localized and highlighted with a region of

interest (ROI) in a segmentation step in order to focus the

matching algorithm on the visual cues corresponding to the

given pathology. After the registration, alignment, and

segmentation steps, a select set of features is extracted from

the imagery using image processing. The features are

chosen to be robust to slight misalignments and invariant to

various imaging artifacts while capturing the salient

information contained within the imagery and highlighting

the indications of pathology. Features can include the

location, size, shape, texture, denseness, and others. These

features are input into the database appended to the image

set, and will be used as keys to the Image Match

algorithm(s) [13,14]. Fig. 1 shows the procedure.
2.2. Image registration and segmentation

The concept of Image Matching is measurement of the

similarity of the submitted images with images already in
registered to a global coordinate system. The seed pixel is then selected,

ract several select image parameters, which will be used to perform the

iginal (unprocessed) images.
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FFig. 2. Matching an image (‘query image’) with an unknown lesion to images stored in the database. The query image is first registered to the same global

coordinate system as that used to populate the database. Seed pixel selection can be done either manually by the user or automatically. The same set of image

parameters computed for each of the images in the database is then computed for the query image. These parameters are used to compute the similarity between

the query image and each of the images in the database.
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the database Similarity can be determined by those

parameters extracted from each image set in the database.

These parameters are characteristics of different appli-

cations and imaging modality used. To obtain these

parameters requires advanced image processing algorithms

for data extraction. To measure the similarity between the

submitted image with images in the database requires the

access to this large image database and rapid measurement

of these predetermined parameters, and return similar

images as queried by the user.

Two key organizational factors for the images in the

database are registration and segmentation.
 T 316

317
†
CM

318

319

320

321

322

323

324
RRECRegistration is the key aspect of the organization of the

database, and it ensures that only corresponding regions

of images are compared during a match, so as to save the

computation time and reduce the possibility of false

matches. A registered database of medical images

provides tremendous information about statistical prop-

erties of regions of the anatomy in combination with

various pathologies.
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UNCOSegmentation, or labeling of the images in the database,

provides a means of focusing the attention of the

algorithms on a particular region of interest. The

attention mechanism eliminates outside distracters that

can contribute to a false match.

When measuring the similarity between two images, it is

of utmost importance that the images themselves be at least

somewhat aligned, to ensure that certain anatomical

structures from one image are compared with the corre-

sponding structures in the other. However, any two medical

images, in general, will not be in alignment, because they
IG 615—21/11/2004—10:52—BYJU—126039—XML MODEL 5 – pp. 1–8
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in different scanners. Accurate comparison of grossly

misaligned medical images is almost impossible. Thus,

sophisticated registration algorithms are incorporated to

roughly align all images into a common global coordinate

system, in combination with comparison measures that are

robust to the slight, residual misalignment that remains after

the registration is performed.

When a query is submitted, the images must also be

aligned to the database global coordinate system before

matching is performed. Without such alignment, subtle

pathologies apparent in the query image may not be

matched to the correct region of a database image showing

signs of a similar pathology. The same set of features

previously extracted from each of the reference images in

the database is extracted from the query image in a similar

manner. The features are then matched to every relevant

image in the database, the match scores are compared and

sorted, and the best matches are reported to the query, along

with additional information, such as the diagnoses and

findings, associated with each matching case [4]. Fig. 2

depicts how to submit a query image for comparison with

images in the database.
3. An example of MRI brain image matching

with images in the database

A well-organized medical image database can offer

much useful related medical information, such as high

probability distribution of one particular disease related to

the anatomy location, age, gender, nation and so on. Figs. 3

and 4 show the similarity in locations of two brains diseases:



Fig. 3. Distribution of Subdural Hematoma in a database of 107 cases

Bright yellow (B and W: two lighter gray lateral rings): Highest probability

[4].
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Subdural Hematoma and Meningioma in an existing MRI

brain database. For each disease, a low probability threshold

is first applied on the distribution map (combination of

parameters of similarity) of similar disease in the database,

the anatomical locations of the distribution map (in color) is

then overlaid on the middle slice of an MR T1 image (in

gray scale). In these figures, the color scale from dark-red to

red to white-yellow of the distribution map means higher

occurrence chance of the disease.
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Fig. 4. Distribution of Meningioma in a database of 380 cases Bright yellow

(B and W: midline lighter gray area): highest probability [4].
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In the case of Subdural Hematoma (Fig. 3), 107 cases

were used. After the Image Matching, it is obvious that this

tumor is distributed as two symmetric half rings near the

skull. In Meningioma (Fig. 4), 380 cases were used. The

tumor is mainly distributed in the middle of frontal lobe.
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4. Image-matching as a diagnostic support tool (DST)

for brain diseases in children

Let us consider another example of submitting a pediatric

MRI with brain disease to match images in a pediatric MR

image database [15].

4.1. Methods

In this example, we describe an image-matching method

as a diagnostic support tool (DST) for brain diseases in

children in our laboratory. The first step is to assemble the

database of already diagnosed brain MR images. Fig. 1

illustrates the steps for constructing the database. The

Talairach brain atlas was used to define the global

coordinate system [16]. As new, already diagnosed images

were added to the database, the slice position of each image

was determined by first segmenting the various anatomical

structures of the brain, such as white matter, gray matter,

and basal-ganglia. An anterior-posterior asymmetric, ellip-

tical multiloop polar tile coordinate system was then fit to

each image [6]. Finally, a mathematical model relating slice

position to image tile features was used to roughly estimate

the slice position for each image with respect to the global

coordinate system. These registration steps ensure that a

given pixel position in one image corresponds to positions

in each of the other images in the database that correspond

to the same anatomical feature. In this way, a database of

registered, already diagnosed images containing data for

2500 children with a variety of brain diseases was

assembled. The database contains a complete MR study

for each patient, along with a patient radiology report

summarizing the diagnosis.

Once the images have been registered to the global

coordinate system, a seed pixel within the pathology-

bearing region (PBR) in each image was selected manually

by an expert clinician. From the seed pixel, a region of

interest (ROI) for each image was then generated automati-

cally by the database software. Finally, feature extraction

techniques were used to extract a select set of pixel-based

parameters from each image in the database. These

parameters include geometric and texture features, as well

as Fourier coefficients. The ROI was given extra ‘weight’

when computing this parameter set. This set of parameters is

used by the image-matching algorithm to compute the

similarity between an image with an unknown pathology

(‘query image’) and each of the already diagnosed images in

the database. Similarity is defined as the Euclidean distance

between two sets of parameters. Note that the similarity
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Fig. 5. Graphical user interface (GUI) for matching a query image (top left) with already diagnosed images in the database. The query image in the figure is a

brain MR scan of a child with an ependymoma. For the query shown, the user selected a seed pixel, and the program generates the region of interest (ROI)

indicated by the open circle. The bottom panel shows the four images from the database that best match the query image. A close-up of the image that best

matches the query image (rank 1) is also shown (top right) [5].
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misalignment that remains even after the images have

been registered.
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4.2. Submitting an image for matching

Fig. 2 illustrates the image-matching process. This

example is a comparison of an image with unknown

pathology in a brain MR image (the figure shows an

unknown lesion) with the already diagnosed images in

the database. The initial steps of this process are similar

to those taken when forming the database with a new

image (see Fig. 1). The query image is first registered to

the Talairach atlas. The user then marks a seed pixel in

the image. From the seed pixel, the software then

generates a geometric shape that represents the ROI.

Next, the same set of image parameters previously

extracted from each of the already diagnosed images in

the database is computed. This parameter set is then used

to compute the similarity between the query image and

each of the images in the database. The best matches are

then retrieved and presented to the user.
CMIG 615—21/11/2004—10:53—BYJU—126039—XML MODEL 5 – pp. 1–8
EFig. 5 shows part of the graphical user interface (GUI)

used to perform image matching in this study. The user

submits a brain MR image as a query image. The user then

manually selects a seed pixel, and the software generates an

ROI (open red circle). The program then searches the

already diagnosed image database for images that contain a

pathology best matching the ROI of the query image. The

retrieved results are shown in the bottom panel in the figure.
4.3. Evaluation

To evaluate the performance of this image matching

method as a diagnostic support tool, an expert pediatric

neuroradiologist selected brain MR studies from 7 pediatric

patients at Childrens Hospital Los Angeles (CHLA). These

cases represent a variety of brain lesions with radiographic

appearance ranging from localized lesions to more dis-

tributed white- and gray-matter diseases. For each patient,

the neuroradiologist first consulted the patient pathology

report describing the known diagnosis. The neuroradiologist

then selected the image from the full set of images of the

patient that best represented the pathology, as well as a seed
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Table 1

Summary of test results

Patient MR

sequence

type

Disease # Matches

evaluated

% Correct

A T2 Ependymoma 12 25

B T2 Neurofibromatosis 10 60

C T2 Diffuse cerebral

malformation

12 0

D T2 Arachnoid cyst 12 10

E T1 Heterotopic gray

matter

12 50

F PD Arterial venous

malformation

8 0

G T2 Heterotopic gray

matter

12 50

The total search time in each case was less than 2 s. The table lists the

results for each of the 7 cases tested (A–G). For each patient, the table lists

the MR sequence used; the disease; the number of cases that were evaluated

by the expert neuroradiologist; and the percentage (to nearest 5%) of the

retrieved results that contained a relevant diagnosis for each disease. For

each patient, the top 12 retrieved matches were evaluated. For patients B

and F, only 10 and 8 matches were returned by the database software,

respectively. For example, for Patient A, 3 of the top 12 matches (or 25%)

contained either (i) the correct (known) diagnosis, or (ii) a diagnosis that

was judged to be a possible alternate (differential) diagnosis [15].

Fig. 6. Overview of the evaluation process. The image that best represents

the disease is first selected from the MR image set being studied. This

image becomes the input (query image) into the image-matching process

(as described in Fig. 5). The retrieved diagnoses are compared with the

known diagnosis from the patient’s pathology report.
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pixel within the PBR. This image served as the ‘unknown’

query image. Image matching was then performed in the

way described in Figs. 2 and 5. In this evaluation study, the

database server was located at a remote site (MD Online,

Lexington, MA). The interaction with this server was done

using a PC computer at CHLA with software for accessing

the server over the Internet. The images in the server

database that best matched the query image were retrieved

from the already diagnosed database, and the diagnostic

results corresponding to each image in the database were

recorded. In addition, each retrieved case was given a rank

according to the degree of similarity with the query image.

No information other than the MR images was used to

perform the image matching, that is, no additional patient

information (such as DICOM header information) was used.

After the search results were received, the retrieved

diagnoses corresponding to the best 12 matches were then

compared with the known diagnosis from each patient’s

pathology report. Note that this evaluation is a strict test of

the diagnostic content of the retrieved results, and does not

involve a subjective measurement by the user of the

apparent similarity between the query image and the

retrieved images. The test procedure is summarized in

Fig. 6.

The results of using image matching as a support tool for

diagnosing pediatric brain diseases are shown in Table 1. In

each case, the total search time was less than 2 s. We see from

Table 1 that in five of the seven query cases the correct

diagnosis was indeed retrieved from the database. Further-

more, among these 5 cases, between 10 and 60% of the search

results either produced the known, true diagnosis, or
IG 615—21/11/2004—10:53—BYJU—126039—XML MODEL 5 – pp. 1–8
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ROdiagnoses that were judged by the expert neuroradiologist

to represent possible alternative (differential) diagnoses for

each disease. In other words, up to 60% of the match results

contain relevant and potentially useful diagnostic infor-

mation. Furthermore, it is reassuring to note that the accuracy

of the retrieved results for patients E and G, who both suffer

from heterotopic gray matter, is comparable, even when

tested on different MR sequences (T1 vs. T2). For patients C

and F, who exhibited diffuse cerebral malformation and

arterial venous malformation, respectively, the retrieved

diagnoses were not considered to represent possible

alternative diagnoses for the disease in question.

It is noted that this match method is for providing a

probability of the occurrence of neuro diseases based on the

features extracted as a second opinion for the radiologist to

consider. The successful rate is measured on the percentage

of correct matching.
5. Summary

Image matching is a new tool of diagnostic support

system. This method allows the user to quickly search a large

image database designed to provide diagnostic support for

given diseases. In light of this evaluation of the method for

diagnosis of pediatric brain diseases, it can be concluded that

image matching can be effective in assisting the physician in

surveying possible differential diagnoses for a range of

diseases. Further more, these results suggest that the

accuracy of the search results may vary for different diseases.

It should be emphasized, however, that the poor performance

for cases C and F in Table 1 does not necessarily mean that



T
 P

ROOF

Fig. 7. A GUI for selecting an ROI in a 3D brain atlas. The cross-hair in the axial view indicates the user-selected point. A 3D view is shown in the top right

panel, along with the 2D axial, coronal, and sagittal planes containing the user-selected point [5].
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the retrieved images in these two cases appear different (as

viewed by a human observer) from the query images, since

the image matching only retrieved results on the basis of their

diagnostic content, and not on appearance. We believe the

image-matching performance for such malformations will

improve as more cases are added to the database of already

diagnosed 3images.

Image matching as a diagnostic support tool is most

useful for diseases that are difficult to diagnose and for

which many differential diagnoses are possible, as for

diseases in other regions like the liver and lung. Also, this

image-matching method could be a useful tool for general

radiologists, and for radiologists working in smaller

hospitals with few colleagues to consult with.

In addition to performing image matching, there is

another interesting and useful way to use the large database

technology. As described above, all already diagnosed

images in the database are registered to the Talairach brain

atlas. This means that it is possible for the user to select an

ROI in a three-dimensional (3D) model of the brain, and

then retrieve the cases from the database for which the

pathology-bearing region(s) overlap4 with the user-selected

ROI. This, in essence, is the image content indexing,

another important research topic in imaging informatics.
CMIG 615—21/11/2004—10:53—BYJU—126039—XML MODEL 5 – pp. 1–8
EDFig. 7 shows a GUI that can be used for selecting a single

point in a 3D brain volume. Once the ROI is selected, the

user can search the already diagnosed database and retrieve

the cases that contain a pathology relating to the selected

ROI (not shown). As such, this becomes a powerful tool for

brain disease education for students and residents, as well as

a research tool for exploring the statistical properties of

brain diseases.

The image matching method is a general technique for

information retrieval from medical image databases.

Diagnostic support is only one of the several possible

applications for this technology. For example, an intelligent

search method could enable ‘data mining’ or ‘knowledge

discovery’ tools based on large medical image database.

This, in turn, holds the promise of tapping into an enormous

reservoir of ‘hidden’ knowledge in the large medical

databases that already exist today.
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Abstract

Electronic patient records for radiation therapy (RT) consists of text, images and graphics. To enable the exchange of RT patient

information between systems and institutions, a common standard is called for and the DICOM standard extension to radiation therapy is an

appropriate means for standardization. This paper describes a model of DICOM-based electronic patient record system for information

exchange and sharing. The system used a DICOM-based RT archive server as a common platform for archival of all RT related information

including images and the web technology for distribution and viewing of the patient electronic record.

q 2004 Elsevier Ltd. All rights reserved.
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1. Introduction

Electronic patient records (EPR) started to evolve almost

a decade ago mainly in conjunction with the hospital

information systems for administration and access to

laboratory results [1,2]. Such records are textual based and

it was not until the past 3 years or so that images from

radiological procedures or electrocardiograms were incor-

porated into electronic patient records to make them

‘complete’. Completeness of patient data will only be

realized when medical information of all specialties can be

integrated into a patient’s electronic record. From such

understanding, radiation therapy patient’s record could

never be complete if the radiation therapy data, which

include images, treatment plans and records, were not

integrated into the electronic patient record system.

Radiation therapy (RT) uses radiation for treatment of

diseases, most of which are malignant. Before delivering the

dose of radiation, careful treatment planning needs to be

done. This ensures that the target tumor volume is

accurately irradiated while the neighboring normal tissue

is spared as much as possible. Such treatment planning

results in isodose treatment plans superimposed on CT
0895-6111/$ - see front matter q 2004 Elsevier Ltd. All rights reserved.

doi:10.1016/j.compmedimag.2004.09.012
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images illustrating the radiation dose distribution in the

irradiated volume, dose volume histograms, treatment

parameters and treatment records. It can be seen that in

radiation therapy, not only radiological images are involved,

but graphics and textual information are also generated.

Fig. 1 is a brief description of the work and data involved in

radiation therapy. To integrate all such RT information so

that it can be communicable with other RT systems, a

standard is called for.

The Digital Communication in Medicine (DICOM)

standard is the cornerstone to the successful implementation

of Picture Archiving and Communication System (PACS) in

radiology. By using the DICOM format and communication

protocol, images acquired from equipment of different

vendors can readily communicate with one another [3].

Following the implementation of DICOM format, seven

DICOM radiotherapy (RT) objects in DICOM format have

been ratified by the DICOM Committee for transmission

and storage of radiotherapy images and related information

[4,5]. The seven DICOM-RT objects include RT Image, RT

Plan, RT Structure Set, RT Dose, RT Beams Treatment

Record, RT Brachy Treatment Record and RT Summary

Record (Fig. 2) [6,7]. Using RT Structure Set as example,

Table 1 illustrates the attributes in a DICOM-RT object. The

DICOM-RT information model can be used as the data

structure for the electronic patient record. However, for
Computerized Medical Imaging and Graphics xx (2004) 1–12
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Fig. 1. Radiation therapy data and workflow.
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various reasons, the utilization of the RT objects has not

been implemented in daily clinical operation. This has

impeded the exchange of RT information between systems

and between departments. This paper aims to describe a

model of integrated electronic patient record system based

on the DICOM-RT standard for radiation therapy patients.
2. Methods

2.1. Data modeling

To develop an electronic patient record, a conceptual

data model of the clinical department is required and this in

turn determines how patient data are physically represented

in the database [8,9] To develop the conceptual data model,

the radiation therapy workflow was first reviewed from
Fig. 2. Abbreviated DICOM Model of the real world. *The thre
which the data required were defined [6,10,11]. At the same

time, the views of the users (radiation oncologists and

radiation therapists) were obtained. From these views, the

conceptual data model became increasingly refined with

more details. Table 2 shows the design of the conceptual

data model of an RT electronic patient record. The model

was based on the daily operation mode in a radiation therapy

department and the users’ requirements. The data in the

model are parsed from the DICOM images and DICOM-RT

objects. When an object is inserted, a link is created at the

corresponding location in the table. For example, when a

simulator image was performed on 2 August 2002, an ‘x’

appeared against the corresponding category RT Image and

along the column of 2 August 2002. This ‘x’ indicates that a

procedure had been done and also the nature of the

procedure. Likewise, when a treatment is done, an RT

Beams Record and an updated summary record are created

and routed to an archive server. A cross will be created on

the date that the treatment is done in this conceptual data

model.

In Table 2, the patient demographics in each patient

record are parsed from the patient module and the study

module of the DICOM standard. As to the RT procedures

(the most left hand column below the dates), ‘RT Structure

Set’, ‘RT Plan’ and ‘RT Dose’ are grouped as Treatment

Plan because in clinical, they are rarely viewed separately

on their own. Occurrence of any one or more of these three

objects for the related plan is placed in the same box of the

corresponding date. ‘RT Beams Record’ indicates that the

record is prepared (or the preparation for treatment is ready)

and ‘No. of treatment’ counts the fractions of radiation that

have been delivered. ‘Brachy Record’ provides similar

information as ‘RT Beams Record’ but will be implemented

at a later stage. ‘Treatment status’ and ‘Treatment comment’

are attributes in the DICOM-RT Record. These two are

often used when a radiation oncologist reviews a patient
e records in DICOM-RT are grouped under RT Records.



Table 1

Example of attributes of in a DICOM-RT object

RT _STRUCTURESET

*STRUCTNo

FKSeriesNo

FKStudyNo

FKPatientNo

File Attribute Object

RT StructureSet Attribute Object

RT Contour Attribute Object

RT ROI Observations Attribute Object

RT Approval Attribute

SOP Common Attribute Object

The asterisk shows the primary key and the italics show the attributes

specific to the object.
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weekly during a course of radiation therapy. ‘Continue RT’

(as shown in Table 2) indicates to the radiation therapist that

the patient should be continued with the treatment. If any

medicine is given during the course or any special
Table 2

A conceptual data model with time line showing the occurrence of DICOM imag

Patient name Chan Mei Mei

Patient ID A123456

Sex Female

Age 45

Telephone 987654

Address 10 Peter street,

Hong Kong

Course 1

Region Breast

Axilla

1

Aug

02

2

Aug

02

3

Aug

02

4

Aug

02

5

Aug

02

6

Aug

02

7

Aug

02

DICOM image

CT/CT sim x

MR

RT Image

Simulation

image

x

DRR

Portal image x

Treatment plan

(RT Structure

Set, RT Plan,

RT Dose)

x

RT Beams

Record

x

No. of treat-

ment

1

Brachy Record

Treatment

Status

Treatment

comment

Treatment

Summary

Record

x x x x
precautions highlighted, they can be entered in the

‘Treatment comment’ field. These parameters nicely

summarized what has been done on a patient. Clicking on

the highlighted box (or icon) should show the detail of the

object, e.g. a set of CT image or the summary of the record

as on certain date.
2.2. Data flow

Since DICOM-RT objects are also based on the DICOM

standard, the data model of the PACS Server and the PACS

data flow can be adopted in the DICOM-based RT electronic

patient record [9]. Following the clinical data flow and based on

the generic PACS data flow, Fig. 3 is a design of the RT data

flow through the computer components in the DICOM-based

RT electronic patient record system [12]. The RT data input is

from various RT equipment, imaging modalities or the PACS.

In this system prototype, an RT Modality Simulator is used in
es and DICOM objects of a radiation treatment for breast cancer

8

Aug

02

9

Aug

02

10

Aug

02

11

Aug

02

12

Aug

02

13

Aug

02

14

Aug

02

15

Aug

02

16

Aug

02

17

Aug

02

2 3 4 5 6 7 8

Con-

tinue

RT

Con-

tinue

RT

x x x x x x x



Fig. 3. RT data flow.
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the laboratory for input of RT objects obtained from clinical

departments. Using the RT Modality Simulator can avoid

disturbance to clinical service. Thus, in this system prototype,

the computer components consist of the RT Modality

Simulator, the DICOM-RT Gateway, the DICOM-RT Archive

Server, RT Web Application Server and the Web Client. Their

functions are explained in the following paragraphs.
2.2.1. DICOM-RT Modality Simulator

This is a laboratory workstation that simulates RT

equipment in inputting DICOM-RT objects. At the current

stage of development, many RT modalities are not DICOM

compliant yet. It was difficult to collect sufficient DICOM-

RT objects for system evaluation. Also the translated

DICOM-RT objects needed testing and validation. A

radiotherapy modality simulator was built in the laboratory

to simulate the RT object input in clinical settings. All RT

objects (including those translated from non-DICOM

standards) and DICOM images could be exported from

this RT Modality Simulator to the RT Archive Server.
2.2.2. PACS

From the PACS, images used in radiation therapy images

are forwarded either to the Treatment Planning System or

Virtual Simulator for radiation treatment planning or to the

RT Archive Server for storage to be reviewed later.
2.2.3. RT DICOM Gateway

The Gateway receives all DICOM objects, acknowledges

receipt of the objects and extracts information from the

objects and put them into the RT data model as required in

the RT Archive Server.
2.2.4. RT Archive Server

The RT Archive Server is a PACS-based server in that

the data model of the PACS Server was adopted for this

research with some modifications to accept all DICOM-RT

objects. For the RT Archive Server, the SUN Ultra 2

computer with the Oracle database operating in the UNIX

Solaris 8 environment was used. The database schema is

shown in Fig. 4. It shoulders all the functions of storage,
management, controlling and being a database server. On

receiving DICOM-RT objects and images from

the DICOM-RT Gateway, the RT Archive Server extracts

only the essential aspects of the object entities and auto-

routes all the data to the Web Application Server.
2.2.5. RT Web Application Server

The RT Web Application Server focuses on the manage-

ment and processing of the patient planning and treatment

information that are decoded from the RT objects and be

used by the RT Web client. Microsoft Access 2000 database

was used as the database for the Application Server. The

database schema is described in Section 2.3. For distribution

of RT information, a web server, the Window Internet

Information Server (WIIS) was used and the data were sent

using the hypertext transfer protocol (HTTP).
2.2.6. RT Web clients

Two types of clients were identified. They are the

radiation oncologists and the radiation therapists. User

interface was designed for the clients.
2.3. Database schema

The database schema refers to how data are physically

represented. It is concerned with data structures, file

organizations and mechanism for the operation of the

system and data storage. From the data flow diagram, it can

be seen that in this EPR system, two databases are designed,

one for the RT Archive Server and the other for the RT Web

Application Server. The former is for management and

storage of DICOM objects (including DICOM-RT objects)

and the latter is for the data parsed from the DICOM-RT

objects to be viewed by users at the web client.
2.3.1. Database schema of the RT Archive Server

The server system in this project was designed as a three-tier

client/server architecture. In a three-tier architecture, a middle

tier is added between the user interface client environment and

the database management server environment. For this system,

the three-tiers are: (1) the RT Archive Server which provides



Fig. 4. Database schema of RT Archive Server.
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such functions as managing, archiving, and transferring of the

DICOM images and DICOM-RT objects; (2) The RT Web

Application Server focusing on processing of the patient

planning and treatment data; (3) The RT Web Client that

presents the patient’s record (Fig. 3).

DICOM is an object-oriented standard. The external

aspects (operation) of an object are separated from the

internal details of the data, which are hidden from the

outside world (information hiding) [9]. This organization

allows identification of the object or any operations on the

object first and delays the implementation of details. Also

changes to the internal details at a later stage will not affect

the applications that use it, provided that the external

aspects remain unchanged. In this way, the database server

only needs to identify what an object is and what it does.

The internal details or the data structure of an object can be

implemented or processed later in the application server.
This has been the way that the PACS Server was designed;

hence it has a simple data model for the operations of its

objects. Such a design was also adopted for this RT Archive

Server which only manages the essential aspects of the RT

objects, leaving the implementation of details to the RT

Web Application Server. It thus has only the basic database

schema based on the first few levels of the DICOM

hierarchical structure (Fig. 2), i.e. ‘patient’, ‘study’, ‘series’

and its RT objects and diagnostic images (Fig. 4). Oracle8i

release 8.1.7 Database Management System was used in the

RT Archive Server.
2.3.2. Data schema of RT Web Application Server

For implementing the details of the DICOM-RT objects

using the web-based application server, a data model

different and more elaborated than that of the RT Server

is required. The basic data structures are given in the
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DICOM standard documents. How the data would be used

depends on the actual application at the client workstations,

which in turn determines how much should be included in

the data model. From the user requirements collected

earlier, the physical data model for the web application

server was designed and implemented following the

DICOM standard (Fig. 5). Microsoft Access 2000 was

used for the database.
2.4. User interface design

The user interface presents the patients’ information to

the users and is an important part of the EPR. The design of

the interface was based on the survey of the user

requirements mentioned in Section 2.1. Radiation therapists

and oncologists were involved in the design process. Fig. 6

shows the hierarchical structure of the user interface

windows and the functions served by each window are

explained in Fig. 7. The user interface was created in the

form of Active Server Page (ASP), which is a feature of

WIIS. The interactive functions of the web graphic user

interfaces (GUI) were implemented by Visual Basic (VB)

scripts embedded in the ASP.
Fig. 5. Database schema of the RT Web applica
2.5. Data collection

Different types of RT files (DICOM and non-DICOM)

were collected from RT vendors and clinical departments.

DICOM files include CT and MR images, digitized

simulator and portal images, RT Plan, RT Structure Set

and RT Dose. Non-DICOM files include treatment planning

files and treatment record in textual format, and portal

image in tiff/bitmap format. The names of patients were

anonymized. The non-DICOM files were translated to

DICOM format. After testing the files for successful

transmission through the laboratory computer components,

the DICOM files were grouped into folders to form 10

virtual patients so that their electronic record could be

displayed in the web client.
3. Results

The EPR System was implemented and the user interface

windows for the web client workstations were created with

interactive functions embedded. The virtual patients’

information was successfully transmitted, stored and viewed

at the RT Web Client. Using the user interface windows, the
tion server. Courtesy of Zhang Xiaoyan.



Fig. 6. Web site hierarchy for the Radiotherapy Electronic Patient Record System.

Fig. 7. Flow of Graphic User Interface based on clinical workflow.
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Fig. 8. Patient list.
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following paragraphs illustrate the EPR of one of the

patients stored in the archive server.
3.1. The RT electronic patient record

A patient, whose name is RTPatient01, with a Hong

Kong Identity card number (HKID) of RTPat_01, has

been planned for a course of radiotherapy. He has

finished all the treatment planning procedures and is

receiving the radiation treatment. He comes back for

treatment. At the reception of the treatment unit, the

receptionist or the radiation therapist will call up the

Patient Query page and type in the patient’s HKID

number or just ‘RT’ against the HKID to search for the
Fig. 9. Patient vis
patient’s detail. The list of patient beginning with HKID

number of ‘RT’ is shown (Fig. 8). In the database, only

two patients with such a beginning and so only two

patients’ names are shown and RTPatient02 is the other

patient. The same page and search procedure can be used

when a patient re-visits the department for planning

procedures or goes to see a radiation oncologist for

review or to receive radiation treatment.

A click on the patient’s name, RTPatient01 pops up

the patient’s visit summary (Fig. 9) with all the

procedures done. The radiation therapist or the radiation

oncologist can then at a glance see to the status of the

patient. In this case, in the treatment status row, the

latest comment from the radiation oncologist is ‘Cont.
it summary.
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RT’, meaning to continue with the treatment. If the visit

is to consult the oncologist, the same Visit Summary can

be used for the oncologist to add his/her comments

about the patient. Pointing at the treatment

comment shows the balloon containing the oncologist’s

comments.

To set up the patient for treatment, the radiation therapist

needs to refer to the prescription of the patient. In

the toolbar, at the top of the window is a list of function

for users to switch between pages for searching

the information about the patient as needed. One of the

function button is ‘prescription’. A click on the ‘prescrip-

prescription’ pops up the prescription page with all the

essential detail about the treatment prescription (Fig. 10)

including the radiation fields to be treated.

Clicking on any of the button in the Field ID leads to

the set-up details for that radiation field. In this case, Field

24 is to be treated, the Field ID ‘24’ is clicked and that

leads to the Set-up page where greater details about

the treatment set-up are provided (Figs. 11 and 12). On

the Treatment Set-up page, the set-up details are shown. A

click on the Block position button shows the shielding

block as in Figs. 11 and 12.

Similarly, a click to the MLC Plan button (right hand

side) will call up the MLC shape. From the recommen-

dation of a clinical radiation therapist, a button is

added to link to any photo that is taken related to the

set-up.

When the radiation dose for a field is delivered, a click on

the ‘Treated’ button will update the field in the Treatment

Record (Fig. 13). When all the fields prescribed for the day are
Fig. 10. Prescrip
treated, the cumulative dose in the Treatment Record will be

added and the Summary Record will also be updated (Fig. 14).

Some buttons at the tool bar on the top of each page

provides a link to the stated information. For example,

‘Summary’ leads to the Treatment Summary Record

window (Fig. 14), Images (Fig. 15) leads to all the images

of the patient for the particular course, the ‘Isodose Plan’

button shows the distribution of radiation dose around the

marked target volume and other nearby anatomical

structures on the cross-sectional CT images (Fig. 16). The

BEV is a reserved button for showing the beam’s eye view.

The reconstruction of the Beam’s Eye View is to be added in

the future research.
4. Discussion

4.1. Communication between isolated information systems

and archival of information

In a department, often there are different isolated

information systems with only small scope and for single-

purpose applications. They usually come with the

purchase of individual applications, like one system for

brachytherapy, another system for stereotactic radiother-

apy/radiosurgery (SRT/SRS). They often stand alone,

having little interfacing with other systems. A BrainLab

workstation for SRT/SRS has its own storage for the plans

performed at its workstation. For conventional radio-

therapy, the treatment plans are stored in the conventional

Treatment Planning System (TPS) while the treatment
tion page.



Fig. 13. Treatment Record.

Figs. 11 and 12. (11) Treatment set-up page. (12) Shielding block position.
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Fig. 14. Treatment Summary Record.
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records in another information system. A patient whose

treatment involves all three workstations will have his

treatment information in three different places. Currently,

such treatment information is normally ‘linked’ by a paper

record or folder of the patient. This has not taken into

account the hardcopy films of images that are stored

separately in the film library. This is very common in

many radiotherapy departments. Were the paper record

lost, then the patient treatment information would be

‘disintegrated’. Using the DICOM and DICOM-RT

standards, this EPR system integrates patient information

from different systems and a live summary of the patient’s

treatment record can be displayed when required. This

would help archive patient information from different

systems and save efforts and time in searching for records

and films as well as safeguarding such loss.
Fig. 15. Image window. From left to right: CT image, simulator image,

portal image.
4.2. Information sharing

Most hospital information systems and sub-systems have

been organization-oriented or system-oriented rather than

patient-oriented. This means that to query medical infor-

mation of a patient, one may need to go through several

systems. Also patient data collected in these systems are

generally not widely available for immediate integration

due to the differences in formats between workstations and

systems. This becomes worse if consultation is required

across institutions. The lack of an integrated database causes

discontinuities in care and often results in redundant

questioning or, worse, clinical decisions based on
incomplete data. It also limits the ability to conduct clinical

and research queries, including the creation of patient

cohorts for prospective or retrospective studies [13]. The

DICOM-based RT Archive Server in this system provides a

platform for information sharing.



Fig. 16. Isodose plan window.
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4.3. A model of comprehensive electronic patient record

With the maturity of DICOM standard, PACS and IHE

(Integrating the Healthcare Enterprise), researchers are now

working towards incorporating medical images, e.g. radio-

logy images, endoscopy images, microscopy images into

the electronic patient records [1]. However, the radiation

therapy plans and records have not been taken care of since

there does not exist yet a system with a common standard

integrating text, image and graphics. This is because other

than being image-intensive, radiation therapy is highly

technical and its use of radiation also involves radio-

biological factors. All these parameters have to be recorded

for future reference in the management of cancer patients

treated by radiation therapy. Hence, other than textual

information, all related treatment plans and images need to

go into the patient’s record. The DICOM-RT standards are

now set. It is a matter of implementation and refinement

before radiotherapy information can be, like images, linked

to the electronic patient record to make it complete. The

integrated prototype system in this research is a starting

point to this initiative of completing the electronic patient

record.
5. Summary

All radiation therapy vendors are moving towards

implementing their information systems from which, a

kind of electronic patient record is generated, be it complete

or not. Nevertheless, such records are still in vendor specific

formats that cannot be readily read in other systems. A major

impeding factor is that DICOM-RT records are still not

implemented in most cases, let alone DICOM-RT Dose in
some. Except for DICOM-RT brachy record, this research

rendered all RT information to the DICOM standard and in so

doing, provides a model for integrating RT information into a

patient-oriented electronic record. Other than providing a

comprehensive electronic record for radiation therapy

patients, this EPR system helps in the archival of RT

information from different systems, exchange of information

between institutions and collaborative research between

clinical departments.
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Abstract

Grid Computing represents the latest and most exciting technology to evolve from the familiar realm of parallel, peer-to-peer and client-

server models. However, there has been limited investigation into the impact of this emerging technology in medical imaging and

informatics. In particular, PACS technology, an established clinical image repository system, while having matured significantly during the

past ten years, still remains weak in the area of clinical image data backup. Current solutions are expensive or time consuming and the

technology is far from foolproof. Many large-scale PACS archive systems still encounter downtime for hours or days, which has the critical

effect of crippling daily clinical operations. In this paper, a review of current backup solutions will be presented along with a brief

introduction to grid technology. Finally, research and development utilizing the grid architecture for the recovery of clinical image data, in

particular, PACS image data, will be presented.

The focus of this paper is centered on applying a grid computing architecture to a DICOM environment since DICOM has become the

standard for clinical image data and PACS utilizes this standard. A federation of PACS can be created allowing a failed PACS archive to

recover its image data from others in the federation in a seamless fashion. The design reflects the five-layer architecture of grid computing:

Fabric, Resource, Connectivity, Collective, and Application Layers. The testbed Data Grid is composed of one research laboratory and two

clinical sites. The Globus 3.0 Toolkit (Co-developed by the Argonne National Laboratory and Information Sciences Institute, USC) for

developing the core and user level middleware is utilized to achieve grid connectivity.

The successful implementation and evaluation of utilizing data grid architecture for clinical PACS data backup and recovery will provide

an understanding of the methodology for using Data Grid in clinical image data backup for PACS, as well as establishment of benchmarks for

performance from future grid technology improvements. In addition, the testbed can serve as a road map for expanded research into large

enterprise and federation level data grids to guarantee CA (Continuous Availability, 99.999% up time) in a variety of medical data archiving,

retrieval, and distribution scenarios.

q 2005 Published by Elsevier Ltd.

Keywords: PACS; Grid computing; Fault tolerance; Disaster recovery
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CORR1. Introduction

Picture Archiving Communication Systems (PACS) has

long been established as a major clinical image repository

system. Although significant strides have been made to

improve the operations of PACS, there still lacks a robust

and cost-effective solution for maintaining continuous data

backup and availability. During a downtime event, it is
UN
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107

108

109

110
possible to lose access to pertinent clinical image data for a

hospital PACS. Furthermore, if the event is severe enough,

such as a disaster, PACS data can be lost. Because PACS is

widely used in many hospitals, it has become a mission

critical clinical image system that requires 24/7 clinical

operations and access to PACS data [1]. Some common

disaster scenarios include earthquake, fire, flood, sabotage,

or any combination of these that results in the complete

destruction of the archive storage and server. With the

increasing presence of fully filmless hospitals it becomes

more and more crucial to provide solutions to protect the

PACS data. Some reasons for this include the fact that in
Computerized Medical Imaging and Graphics xx (xxxx) 1–8
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a filmless environment, only one data copy of the PACS

exam may be available in PACS. In addition, future HIPAA

(Health Insurance Portability and Accountability Act of

1996) requirements may necessitate a disaster recovery

solution for PACS data. Other factors include the import-

ance of historical PACS exams for accurate diagnosis of the

current exam. Even though new PACS exams can be

acquired during a disaster scenario, previous exams may not

be accessible if the archive storage and server has been

destroyed. The overall damages and costs associated with a

destroyed PACS archive storage and server is comparable to

losing the entire onsite film archive of the hospital

department.

Component technologies of PACS have matured over the

past several years, from image acquisition devices to display

workstations, archive servers, networks, and, most signifi-

cantly, the establishment of the DICOM standard and the

Integrating the Healthcare Enterprise (IHE) initiative. One

of the major components in PACS is the archive server and

storage that serves as the clinical image data repository

system. This component archives all clinical images for

seven years, as mandated by the recently adopted HIPAA.

Even though this component supports vast storage capacity,

it is not enough to assure compliance that a single image

within the archive cannot be lost under any circumstances.

Fault-Tolerance, long a necessity in most other applications

of mission critical computing, is now expected in medical

applications. Furthermore, practical field experience

demonstrates that PACS archive servers can and will

experience downtime without warning. The following is a

brief review of some of the current strategies and solutions

to provide clinical image data recovery during a downtime

event.
T 202

203

204

205

206

207

208

209

210

211

212

213
RREC2. Available clinical image recovery solutions

Current image data recovery solutions vary in the

approach towards creating redundant copies of PACS

data. For some hospitals with PACS, there is no image

recovery solution in which case the single copy of PACS

data is vulnerable to loss. The following are other solutions

[2] listed in order as well as some of the advantages and

disadvantages:
214

215

1.
IG
OThe Second Backup Copy
216

2.
 The Third Backup Copy
217

3.
 CThe Continuous Available (CA) PACS Server
218

4.
 The ASP Backup Archive Server
N

219

220

221

222

223

224
U
2.1. The second backup copy of PACS data

This solution features a secondary copy of each new

PACS exam acquired. This secondary copy can be stored:
607—20/11/2004—12:10—KALPANA—125975—XML MODEL 5 – pp. 1–8
1.
 Onsite directly in the PACS storage device.
2.
 Onsite in a fireproof safe or storage compartment.
3.
ED P
ROOF

Offsite in a storage vault.

The latter is a strategy adopted by most data centers

because it is cost-effective. However, this solution does not

provide a real-time backup as replacement hardware is still

needed and data needs to be imported.

2.2. The third backup copy of PACS data

PACS archives with large data media storage capacities

such as digital tape usually have large data media elements

that can store PACS data. These tape media can hold up to a

few week’s worth of PACS data. In this case, a secondary

copy may not be enough to protect against a downtime event

because should a disaster occur right when the most recent

tape is being filled to capacity and has not yet been sent

offsite, the hospital could lose up to a few weeks’ worth of

image data. It is necessary to create a third copy to cover the

turnover period between secondary copy tapes. As in the

second copy solution, the third copy can be stored onsite or

offsite in a data storage vault. Again, although this solution

covers the up-to-date backup data, it still does not provide a

real-time backup as replacement hardware is still needed

and data needs to be imported.

2.3. Continuous availability (CA) PACS archive server

The previous solutions only protect the data stored on

media but does not address the fact that should the archive

server encounter a downtime event, clinical image data will

be inaccessible. Recently, a relatively new concept of CA

PACS archive server design has emerged [3,4]. This

concept is designed to:
1.
 Minimize manual intervention.
2.
 Avoid the change of daily management and workflow

operation routines.
3.
 Allow users to continue retrieving image data within

seconds to minutes.
4.
 Be cost effective.

The CA PACS archive server features a triple modular

redundant (TMR) system with a high level of integration

and an elegantly simple voting mechanism to achieve the

continuous availability for a PACS server and is

implemented with external mass storage devices of RAID

and DLT tape library. This design provides CA for the

primary PACS server but it becomes costly as a second

backup archive solution.

2.4. ASP model backup archive offsite

Another solution is to provide a short-term CA backup

archive server using the Application Service Provider (ASP)
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308

309

310
model at an offsite location [5,6]. The primary hospital site

and the backup archive site are connected via a broadband

connection (e.g. T1, OC-3, or Internet 2). The ASP backup

archive provides instantaneous, automatic backup of

acquired PACS image data and instantaneous recovery of

stored PACS image data all at a low operational cost

because it utilizes the ASP business model. In addition,

should the downtime event render the network communi-

cation inoperable, a portable solution is available using a

Data Migrator. The Data Migrator can populate PACS

exams that were stored on the backup archive server directly

onto the clinical PACS within hours to allow the

Radiologists to continue to read with previous PACS

exams until new replacement hardware arrives and is

installed or when the scheduled downtime event has been

completed.

Although both of the above solutions exist, there are

limitations. For example, the CA archive server has eluded

widespread implementation because manufacturers have

been confined by current Information Technology (IT)

standards. The image recovery procedures for the ASP

model backup archive are tedious and require manual

intervention. In addition, the ASP backup server is one

backup site serving potentially multiple hospital sites. It can

quickly outgrow the cost-effectiveness and easily manage-

able support features as more hospital sites are incorporated.

In order to have a design serving an enterprise level clinical

data recovery, an innovative approach is needed. By

utilizing the Data Grid technology, these inherent limi-

tations of the current design would be alleviated.
T
311
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328

329

CORREC

3. Grid technology

Grid computing is the integrated use of geographically

distributed computers, networks, and storage systems to

create a virtual computing system for solving large-scale,

data-intensive problems in science, engineering, and

commerce [7–13]. Furthermore, a grid is a high-perform-

ance hardware and software infrastructure providing scal-

able, dependable, and secure access to any applications that

utilize the grid. Unlike distributed computing and clustered

computing, the individual resources in grid computing

maintain administrative autonomy and are allowed system

heterogeneity. This leads to better scalability and robust-

ness. However, because of this, the resources within the grid

must adhere to agreed-upon standards to remain open and

scalable. A formal architecture, composed of five layers has

been previously created to assure this standardization [9]:
330

331
1.
CM

332

333

UNFabric Layer. This is the lowest layer and includes the

physical devices or resources (e.g. computers, storage

systems, networks, sensors and instruments).
334
2.
Fig. 1. The five layers of the grid technology.

335

336
Connectivity Layer. This layer above the fabric layer

includes the communication and authentication protocols

required for Grid network transactions (e.g. exchange of
IG 607—20/11/2004—12:10—KALPANA—125975—XML MODEL 5 – pp. 1–8
data between resources and verification of the identity of

users and resources).
3.
 Resource Layer. This layer contains connectivity proto-

cols to enable the secure initiation, resource monitoring,

and control of resource-sharing operations.
4.
 Collective Layer. This layer above the Resource Layer

contains protocols, services, and APIs (Application

Programming Interface) to implement transactions

among resources (e.g. resource discovery, and job

scheduling).
5.
OF

User Application layer. This is the highest layer and calls

on all other layers for resources.

Layers 2 and 3 are sometimes considered the core

middleware while layer 4 is referred to as the user-level

middleware. Grid computing is based on an open set of

standards and protocols (e.g. the Open Grid Services

Architecture (OGSA)) [11,12]. Fig. 1 shows these five

layers and their relationships.

The grid computing technology provides the user with

the following types of service [8,10]. All the following

services adhere to the grid architecture and concepts

presented in this paper:
(a)
ROComputational Services support specific applications on

distributed computational resources, such as super-

computers. A grid for this purpose is often called a

Computational Grid.
(b)
D PData Services allow the sharing and management of

distributed datasets. A grid for this purpose is often

called a Data Grid. This is the major focus of this paper

and henceforth, any reference to the Data Grid will be

describing these types of services.
E(c)
 Application Services allow access to remote software

and digital libraries, and provide overall management of

all applications running.
(d)
 Knowledge Services provide for the acquisition, retrie-

val, publication and overall management of digital

knowledge tools.
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410
Currently, there are several large-scale grid projects

underway worldwide, for example, the Ninf from the Tokyo

Institute of Technology; Globus from ANL (Argonne

National Laboratory) and Information Science Institute

(ISI), USC; Gridbus from University of Melbourne;

European Datagrid, and many others [14]. However, there

is only limited investigation of the impact of this emerging

technology in biomedical imaging with an exception in a

project called e-Diamond: a Grid-enabled federated data-

base of annotated mammograms [15]. In this project, only

preliminary thought was published mostly related to

mammography as a field, which has not touched on the

utilization of the power of grid computing. In this paper, the

design and implementation of a Data Grid for clinical image

recovery is presented. The Globus 3.0 toolkit co-developed

by ANL and ISI, USC will be utilized as a guide and basis

for implementing some of the software components within

the Data Grid architecture [16].

411
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4. Data grid development
TED
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424

425
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429
4.1. Data grid and globus toolkit 3.0

The Data Grid concept presented needs both the Grid

technology and PACS/DICOM technology. In particular,

some PACS/DICOM resources are integrated into the five

layers of the Grid architecture. For example, DICOM SCU

(service class user), SCP (service class provider), and

Query/Retrieve, are key components integrated within the

five layer architecture. The Data Grid concept architecture

with PACS/DICOM resources is shown in Fig. 2. It

illustrates basic architecture already developed. The follow-

ing describes some of the resources integrated within each

layer.
UNCORREC

Fig. 2. Five-layer architecture and t
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1.
he contents
Fabric Layer. This layer consists of a DICOM

compliant fault-tolerant (FT) backup Archive

Server and a PACS simulator at the research

laboratory (IPI: Image Processing and Infor-

matics); two SANs (Storage Area Network) at

two PACS clinical sites; and a communications

network system including LAN (local area net-

work), Internet 2, broadband WAN (wide area

network-T1), and wireless networks.
2 and 3.
OOF

Connectivity and Resource Layers (Core Middle-

ware) using the Globus Toolkit 3.0. This layer

consists of a set of services in the Globus Toolkit

3.0 (GT3) created at the Argonne National

Laboratory, and ISI (Information Science Insti-

tute), USC. GT3 is an open and free toolkit based

on Open Grid Service Architecture (OGSA)

mechanisms, which has the same five layer grid

architecture. GT3 provides a set of services, such

as Grid Security (GSI), remote job submission and

control (GRAM), high-performance secure data

transfer (GridFTP), Replica Location Service

(RLS) and other core tools for building the Core

middleware layer. GT3 and GT2 (a former version

of Globus Toolkit 3.0) are common amongst a

large user community in Grid research and

applications.
4.
 P
RCollective Layer (User-Level Middleware). This

layer consists of services that interact between the

User Applications and the services in the Core

Middleware, such as database service (to find the

best available database in the Data Grid), infor-

mation service (to monitor the current active

services in the Data Grid), and data service (to find

the physical address of the logical data) as well as

other services. In this layer, GT3 has only the

Information Service (Fig. 2, shaded), all others,
of the Data Grid.
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Table 1

Backup policy in the data grid

Site Clinical image

data

Backup copy 1 Backup copy 2
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508
such as Database, Data, Metadata, and Other

Services are currently not available. We have

developed these software services in conjunction

with our image data recovery application.

SJHC SJHC SAN (P1) HCCII SAN IPI FT Backup 509
5.
(P2) Archive

HCCII HCCII SAN

(P1)

SJHC SAN (P2) IPI FT Backup

Archive

IPI Laboratory PACS Simu-

lator Archive

SJHC SAN (P2) HCCII SAN

(P2)

510

511

512

513

514
Data Grid Application Layer. This layer consists

of several applications, such as the recovery of

clinical PACS image data, and using a Personal

Digital Assistant (PDA) to perform remote control

workflow of clinical PACS data during the

recovery.
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C

4.2. A data grid design example and its major image data

storage resources

The Data Grid Design example presented in this paper

consists of three sites. However, the Data Grid design is not

limited to three sites and can be expanded to multiple sites.

The first site is the IPI Lab where the major resources are the

PACS Simulator and the DICOM Fault-Tolerant backup

Archive. Both components will be the resources in the Data

Grid. The second and the third sites are the Saint John’s

Health Center, Santa Monica, CA (SJHC) and the

Healthcare Consultation Center II (HCCII) at the University

of Southern California, Health Sciences Campus. These

clinical sites already have previous research collaborations

with IPI Laboratory making them logical selections for the

initial clinical evaluation. In addition, both sites have a

clinical PACS with a SAN archive system. Fig. 3 describes

the three-site configuration of this Data Grid design

example. A partition of each SAN, which does not handle

the clinical PACS image data, will be used as backup

archive resources in the Data Grid (Fig. 3 ‘P2’). It is

important to note that the SAN partitions belonging to each

of the two sites are completely independent and the data

stored in these partitions are orthogonal and separate from

the clinical data partitions that are integrated with each of

the respective clinical PACS. A clinical workstation outside
UNCORRE

e-site configuration of the data grid: configuration of the data

tems for three sites that comprises of image data storage

e data grid. Workstations outside of the Data Grid can access

particular services.
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of the Data Grid will be able to access the grid for services

using a DICOM resource.
ED P
ROOF

4.3. The backup image data storage in the data grid example

Clinical images generated in the three sites, IPI, SJHC,

and HCCII are backed up by the Data Grid using the

following protocol. There are always two backup copies of

the image data acquired from any site in the Data Grid. For

example, image data acquired from SJHC PACS will have

two backup copies in the Data Grid. One is stored in HCCII

SAN (P2), and the second in the IPI FT backup archive.

Similarly, image data acquired from HCCII PACS will be

backed up in the SJHC SAN (P2) and IPI FT backup

archive, and data from IPI PACS Simulator will be backed

up in the SJHC SAN (P2) and HCCII SAN (P2). The IPI

PACS Simulator has a connection to the clinical PACS of

Childrens Hospital Los Angeles/USC for clinical image

data to include a third clinical PACS site. Table 1 shows the

backup policy in the Data Grid. A database in the Data Grid

based on the PACS data model is used to track every patient

data that comes in contact with the Data Grid.

Fig. 4 illustrates an example of the backup procedure

from SJHC to the Data Grid and the steps are described

below in more detail.
543
1.
Fig

stor

544
After an examination is completed at the SJHC CT

scanner, the modality sends out two copies of the image
. 4. The backup procedure of image data from SJHC CT Modality to two

age sites (IPI FT Backup Archive and HCCII SAN (P2)).
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617

618
data, one to the SJHC clinical PACS Server, and the

second to the Data Grid.

619
2.

620

621
The SJHC PACS Server receives the first copy of the

image data and stores it in the SJHC SAN (P1) as its own

clinical archive.

622
3.

623

624

625

626

627

628

629

630

631

632

633
The Data Grid activates a resource to receive the second

copy of the image. The Data Grid monitors the status of

the resource and can activate a second one if the first

resource fails. After receiving the image data, the

resource automatically sends two copies, one to the IPI

FT Backup Archive and the second to the HCCII SAN

(P2). Since the Data Grid distributes redundant copies to

two different storage sites, a single-point-of failure is

avoided. After the image data has been successfully

archived in the two storage sites, the physical location is

logged within the Data Grid and physical storage

information of each copy of image data is kept.

634
4.

635

636

637

638

639

640

641
The resource adds patient information of the image

data (not the image data itself) to a DICOM Data

Model database in the Data Grid which replicates this

database and distributed to the FT backup Server at

IPI, the SJHC SAN (P2), and the HCC SAN (P2).

Three copies are used to avoid a single-point-of-

failure of the database. We have developed the

resources for this task.
T
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647
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649

650

651

652

653

654

655

656
EC

4.4. An image data recovery scenario in the data grid

example

Using the backup Image Data Storage and Image

Recovery model in Fig. 3, we can simulate an image data

recovery scenario. The scenario is that SJHC PACS archive

goes down during a disaster and the physician from a SJHC

workstation needs to query/retrieve the backup image data

from the Data Grid immediately for review. The following

is the design of a service-driven configuration and workflow

for the image data recovery procedure.

Step 1: Find the Patient Information from the most

optimal database copy in the Data Grid
657

658
1.
659

660
RA DICOM Q/R SCU (Service Class User) in a SJHC

workstation sends a Query/Retrieve request to the Data

Grid.
661
2.
662

663

OR

The Data Grid receives this request and finds from the

copies of the database in the grid, which holds the desired

patient record.
664
3.
665

666

667

668

669

670

671

672
UNCThe Data Grid surveys the status (e.g., availability and

latency) of all the database resources (copy of the

database at HCCII SAN (P2), copy of the database at IPI,

and copy of the database in SJHC SAN (P2) within the

Fabric Layer) and determines the most optimal selected

database location. The selected database gets the patient

information and returns to the DICOM Q/R SCU in the

Application Layer. This step is necessary because the

user will have to select studies and images from
607—20/11/2004—12:11—KALPANA—125975—XML MODEL 5 – pp. 1–8
the patient information directory, which is a standard

DICOM Q/R operation from the PACS workstation.

Step 2: Retrieving Image Data from the Data Grid
4.
 After the user selects a set of studies from the patient

directory, the DICOM Q/R SCU in the Application

Layer requests the Data Grid to retrieve the patient image

data from the most optimal image data database where

this image data resides in terms of the best latency and

efficiency.
5.
F

Because there are two copies in the two storage sites

(HCCII SAN (P2) and IPI FT Backup Archive) in the

Data Grid, it determines which replica is the best choice

to perform the retrieval based on network connection. It

is noted that this optimal location may be different from

the previous optimal location for patient information

where the patient information is located because a very

large amount of image data will be transferred in this

latter operation. Network availability, file sizes and types

will be major determined factors.
6.
ROOThe Data Grid selects the best storage site (e.g., IPI

Archive) and initiates a DICOM move client to request

the DICOM server to transmit the file from the specified

storage site to the SJHC workstation. Note that Step 2 is

performed completely within the Data Grid and is

seamless to the user.

Step 3: Other Data Grid Tasks
7.
ED PThe Data Grid can also perform tasks to synchronize data

should storage resources encounter downtime within the

Data Grid.

All these services accessing the Fabric Layer will also

need to be authenticated through a Security tool in the

Connectivity and Resource layer (Core Middleware). There

are always at least two copies of these services (including

User-Level Middleware and Core Middleware) within the

grid to avoid a single-point-of-failure. Image data Security

methodology being developed will be used in this core

middleware.
4.5. Development of applications and services: current

status

Within the five-layer architecture of the Data Grid, GT3

will be used for Connectivity and Resource Layer services,

and Information Services in the Collective Layer. We have

completed or are planning to complete the following:
†
 Implement three copies of the database in the Fabric

Layer to avoid the single-point-of-failure,
†
 Modify the IPI Archive, as well as the HCCII SAN and

SJHC SAN partitions, and use some of these storage

resource for the Data Grid,
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730
Support the connectivity of the Data Grid by connecting

resources with the scalable networks,

731
†

732

733

734
Implement the image data integrity algorithm in the Data

Grid, and use the Grid computing resource to achieve

acceptable image signature and envelope computation

requirement,

735
†

736

737

738

739
Develop the services in the Collective Layer, and modify

the Applications, such as DICOM query/retrieve

client/SCU, DICOM storage client, PACS Simulator,

FT Backup Archive that are currently available in the IPI

Lab, to support the Data Grid.
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4.6. Implementation and evaluation

Phase One development will be within the laboratory

research environment. This is currently being implemented.

The laboratory testbed will be within the IPI Laboratory. In

the laboratory environment, three simulated PACS will be

implemented to evaluate the Data Grid. Resources including

the PACS Simulator [17], the FT Backup Archive [5] will

be used. The PACS Simulator developed at IPI has been

previously used for testbed evaluations. It is a fully

functioning PACS including PACS workstations, modality

simulator and PACS archive server. The FT Backup

Archive will simulate the SAN technology since it can be

partitioned into multiple storage repositories. PACS clinical

images with scrambled demographic patient data will be

used to evaluate the Data Grid. To summarize, the three

simulated PACS are:
759

760
1.
761
System 1. Workstation 1 uses a PACS Simulator and its

Archive Server.
762
2.
763
System 2. Workstation 2 uses a PACS Simulator and the

FT Backup Archive to simulate SAN technology.
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3.
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System 3. Workstation 3 uses the PACS Simulator and

the FT Backup Archive to simulate SAN technology.

The Data Grid in the laboratory evaluation is

composed of three archive resources: the archive of the

PACS Simulator, and two FT Backup Archive partitions.

The failover scenario is to simulate a downtime to

System 1 archive server and the workstation 1 will

request a copy of the PACS data from the laboratory

testbed Data Grid. Any system bottlenecks will be

observed and collected.

Phase Two is the integration of one of the clinical sites in

the design and evaluation of the Data Grid. The clinical site

will replace System 1 in the laboratory testbed architecture.

Again, the failover scenario will be to simulate a downtime

to the clinical archive and request a copy of the PACS data

from the Data Grid.

Finally, Phase Three is the integration of a second

clinical site within the Data Grid to replace System 2 in the

laboratory testbed environment to achieve the final

configuration that was discussed and shown in Fig. 3.
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5. Discussion

Utilizing the Data Grid for clinical image recovery yields

the following benefits:
†
 Continuous Availability (CA) with 99.999% uptime.
†
 Automatic management, support, and recovery within

the Data Grid.
†
 Automatic Image Recovery of PACS data that is

seamless to the user.
†
 Applications/Users interface the Data Grid at a single

entry point.
†
 Scalable and robust architecture utilizing open standards

and heterogeneous hardware/software resources.
†
 DICOM compliant for clinical PACS image data.
†

ED P
ROOF

Cost-effective solution

For a true picture of the financial impact and savings

utilizing the Data Grid for clinical data recovery, a general

cost example is provided. This cost is based on current

quotes from a reputable PACS vendor for utilizing SAN

technology. Although it is obvious that costs may vary, this

cost example provides a general view of potential savings

that can be achieved. The general cost to replicate a second

backup copy storage of PACS images for a community-

sized hospital for one year is approximately $467,000. This

cost includes the necessary server and archive hardware for

5.0–7.0 TB of data, which is the amount of PACS data

generated in one year for a community-sized hospital.

Utilizing the Data Grid for clinical data recovery, a

federated facility of the Data Grid would only have to

provide additional storage space costs to support the

storage, which amounts to approximately $114,000 or

24% of the above-mentioned cost as quoted by the same

PACS vendor assuming the primary PACS archive is the

first price quoted above. As stated previously, in both cases,

SAN technology is utilized for the cost comparisons.

Therefore, a community-sized hospital could save approxi-

mately $353,000 or 76% to achieve the fully redundant data

storage backup with the addition of Continuous Availability

(CA) with 99.999% uptime, which a second backup copy

storage may not even provide. These cost savings would

only increase over time and as more and more facilities pool

their resources into the Data Grid.
6. Summary

The Data Grid architecture concept presented in this

paper is the result of an evolutionary process in system

design. This concept has been developed based on an

appreciation of the problem under consideration and an

understanding of the potential power of grid computing

technology. The overarching construct of a federation of

PACS archives serving as cooperative backup archives for

one another can be effectively realized utilizing grid
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technology. In this design, only a small fraction of the PACS

data archive resource is needed from each federated

member. Furthermore, the massive overhead burden in

system design development and operation is mitigated by

the public domain nature of most of the Data Grid

technology, which inherently would be utilized by each of

the resources that take part in the Data Grid. Essentially, any

federated member can link to this Data Grid with minimal

cost (as it serves as a CA backup archive for the other

members) while receiving the tremendous benefit of CA

image data recovery.
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Abstract

A computer aided diagnosis (CAD) system requires several components which influence its effectiveness. An image processing

methodology is responsible for the analysis, database structure archives and distributes the patient demographics, clinical information, and

image data. A graphical user interface is applied in order to enter the data and present it to the user. By designing dynamic Web pages a

remote access to the entire is granted. The computer aided diagnosis system includes three layers, which might be installed on various

platforms. Elements of the application software are designed independently. Integration of all components is another issue discussed in the

presented paper. Implementation of a computer aided diagnosis system improves and accelerates the analysis by giving to the user objective

measurement tools. It also standardizes the decision-making process and solves the problem of replicability. Finally, it permits a set of

images and features to be collected and recognized as a medical standard and be applied in education and research.

q 2004 Elsevier Ltd. All rights reserved.

Keywords: Computer aided diagnosis; Data archive and distribution; Remote data access; Bone age assessment
1. Introduction

In clinical application we deal with problems which have

to be solved in a fast and objective way. However, human

observation is influenced by internal (coming form the

observer) as well as external (often independent of the

observer) impacts. The objectivity of classification is

restricted by the receptivity of human senses which are

influenced by the experiences or level of training,

psychological conditions (tiredness, hurry, etc.), as well as

external conditions (lighting, destructive noise, etc.). A

failure in perception questions the entire recognition

process. The recognition process itself, influenced also by

the above-mentioned conditions, may cause a slow down

and/or lead to a false diagnosis. The demand of a computer

added diagnostic system has become stronger and stronger.

A computer aided diagnosis system requires two

components which influence its effectiveness. The first

one is associated with an image processing methodology,

the other deals with the data visualization or, in general,
0895-6111/$ - see front matter q 2004 Elsevier Ltd. All rights reserved.

doi:10.1016/j.compmedimag.2004.09.016
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with a user-friendly graphical interface. An overall

‘intelligent’ workstation design becomes an important

chain in the imaging informatics.

Image processing is a research area, handling the

radiographs acquired by a certain radiographic procedure.

It performs an image interpretation, which leads the

extraction of a desired type of information. Due to the

type of resulting information, image processing can be

grouped into three classes:
–
 image manipulation which transforms the image (i.e.

enhancement, suppression, matching, etc.)
–
 extraction of a certain anatomical region and/or features
–
 extraction of a certain type of information related to a

medical abnormality (i.e. existence of nodules or

extraction of features).

In the CAD these functions are performed automatically

or they require a user interaction.

Image enhancement/suppression leads to increasing a

contrast of one area with respect to another or the extraction

of edges [1–3]. Another approach may separate two types of

tissues (i.e. soft tissue or bony structures) using a spatially

variant control function or a dual energy technique [4,5].
Computerized Medical Imaging and Graphics xx (2004) 1–13
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Suppression of noise artifacts and scattering effect [4,6]

leads to the reduction of the unwanted noise and improves

the image quality.

Extraction of a certain anatomical region is often

problem-dependent and, due to some predefined configur-

ation, can be effectively applied to one type of anatomical

structures. A commonly used methodology is referred to as

segmentation. Certain methods may be applied to the entire

hand image or selected regions. Implemented to chest

images, segmentation procedure may employ pattern

recognition techniques or gray level histogram to charac-

terize anatomical regions [7]. Other segmentation

approaches find borders of one anatomical region, such as

the heart borders, lungs, or rib edges. Segmentation methods

developed for other anatomies include hand wrist images [8]

or mammography [9]. A deep analysis of both phalangeal

and carpal bone regions in the hand wrist image can be

found in [10,11]. An analysis of phalangeal regions and epi-

metaphyseal regions is presented in Refs. [12–14]. In Ref.

[13] the author takes advantage of segmentation algorithm

based on point distribution model method. These methods

require user’s interaction in order to indicate of bony

structure to be segmented. Thodberg [15], implementing the

technique of active appearance model in the segmentation

of metacarpals, developed a computer aided diagnosis of

osteoporosis and arthritis.

Segmentation is often followed by feature extraction

stage. It may include measures reflecting the size and shape

of certain anatomical structures, frequency-domain find-

ings, statistical parameters, etc. Size measurements includ-

ing heart size measure [16] in chest images, size of nodules

[17], phalanges [18], carpal bones [19], size and shape of

epiphyses [20], sharpness of edges after applying a wavelet

transfer [21] or Fourier analysis in hand regions [22] may

serve as examples.

These manually or automatically segmented images are

often subjected to an analysis in which a search for certain

abnormalities is performed. Many examples of investigated

diseases may be given. Some of them are lung nodules

[5,23], interstitial disease [24], pneumothorax [25], pul-

monary opacities. Some methods have been developed for

detection of masses in mammograms [26], densitometry,

detection of osteoporosis [27], bone fusion. In the bone age

assessment the final result is obtained by assigning the hand

image into a certain stage of development. In Refs. [12,13,

28] region of interest is classified to one of eight group

reflecting stage of skeletal maturity [22,29,30].

All efforts to develop a computer aided imaging

diagnosis system will be useless unless an appropriate

image display and graphical user interface can be

implemented. A workstation design has become another

important issue. Several workstation design approaches

have been developed from a layer approach including

application, logical, and physical layers, to radiologist-

oriented workstation based on documented working inter-

actions and task analysis to identify required procedures
performed during the diagnosis. At all system design levels

the functional requirements have to be specified for different

clinical applications. Four typical areas of different needs

are discussed most frequently:
–
 workstation designed for review used in intensive care

unit (ICU) or by clinicians
–
 workstation designed for display and manipulation of

gray scale multiple image studies such as CT (computed

tomography) and MR (magnetic resonance)
–
 workstation designed for image display and manipu-

lation with color enhancement (used in nuclear medicine

and ultrasound)
–
 workstation designed for image display and manipu-

lation of high resolution such as CR (computer

radiography) and digitized films
–
 physician’s desk top workstation for research, education,

teaching, and review.

An additional factor which has to be considered while

planning a workstation is its diagnostic implementation,

related to the primary or secondary diagnosis. A primary

diagnosis is performed in the radiological department as

well as some clinician’s offices. A secondary review station

is typically used in preview rooms, operating rooms, and

conference rooms. The basic distinction between primary

and secondary viewing stations is related to the technical

parameters of the monitor to be applied and the type of

delivered images (i.e. full resolution or compressed). The

primary diagnostic unit should feature higher image quality

(spatial resolution, contrast, luminescence) and can be based

on full resolution images only.

Many studies have performed a detailed comparison

between soft copy display versus a hard copy for chest

radiographs of adults or newborns, bone resorption, etc. The

spatial resolution itself has been investigated by comparing

soft copies of varying resolution (512, 1024, and 2048 B). A

2048-line monitor is pointed by all of these studies as the

one comparable with a film. The CT, MR, and US could be

viewed on a 1 KB monitor without a loss of initial

resolution. However, the limitation of number of slices,

displayed at a time may effect the diagnosis. This is of

particular importance while comparing different studies. In

clinical application four up to eight monitors have been

implemented.

Functional requirements include basic software routines

existing in most of commercially available as well as self-

developed workstations. Image manipulation tools allow

window/level, zoom/roam, flip and rotate, annotation, cine

loop, viewing multiple studies, length and area measure-

ments, magnifying glass, profile and histogram analysis,

local density measurement. Standard image processing

functions include edge enhancement, smoothing, 3D

rendering, multiplanar reconstruction. Due to the multi-

media information within a patient folder, a multimedia

approach is taken for the design of a medical workstation.
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The requirement of interface to other systems of hospital

information is followed by audio, video, and graphics

hardware for acquiring and processing of multimedia data.

It includes the graphical workstation itself as well as a

microphone, speaker, and video camera. The video signal

offers the possibility of distributed cooperative work,

remote consultation and education as well as dictating and

retrieving reports.

Currently implemented CAD workstations do often not

include components which might be helpful in clinical

applications or teaching and training programs. Two of

those missing components seem to be of big importance, at

least in applications, which require a comparison with a set

of reference cases. The database would then be required for

storage and distribution of these cases. Remote access to the

data as well as processing server would make the system

opened to other health care centers. A structure of the CAD

system is discussed in the current study.
2. Informatics infrastructure components—overall

schema

Computer aided diagnosis (CAD), being basically a tool,

which assists the radiologists in performing the image

diagnosis, has recently switched to a more sophisticated

application system. Image processing functions as well as

pattern recognition procedures require often a set of data

which needs to be stored in a database system as a set of

standards or data repository. Interactions, performed by

physicians during the diagnostic process, draw the attention

towards a user-friendly graphical interface. Integration of

image processing and manipulation tools, the database

structure, and graphical user interface, forces a multilayer

CAD system to be designed. In this study a three-layer

system is presented. It contains (Fig. 1) a data layer, an

application layer, and a presentation layer.

At the first layer a database management system (DBMS)

is selected. It is responsible for the data archive and

distribution. There are certain features that the database

engine has to provide. They do not differ significantly from
Fig. 1. Multilayer structure of CAD system.
a general database system, yet some of them are of a

particular importance.

Authorized access to the data, shared among various

users and processes, has to be granted remotely. Security

constrains define rules to be checked whenever access is

attempted to sensitive data. Different constrains need to be

established for each type of access (retrieve, insert, delete,

etc.) to each piece of information in the database.

Inconsistency need to be avoided particularly when a

standard set of data is built. All data updates have to be

propagated. Integrity (i.e. ensuring that the data in the

database is correct) should be maintained. Centralized

control of the database can help in avoiding such problems

by permitting the data administrator to define (and the

DBMS to implement) integrity constraints.

Discussing the database structure one has to keep in

mind, that a medical database may contain various types of

information. Beside the numeric and alphanumeric data,

coded in a string format, date and hour format, etc. patient

record contains also images (compressed and uncom-

pressed), regions of interest extracted from a diagnostic

image, processed images, with extracted features, biomedi-

cal signals again with extracted features, etc.

The application layer contains three elements (Fig. 1): a

management application server, a WWW server, and a CAD

workstation. Tasks to be performed by the application layer

include the database access (text and images), data

presentation granted by the graphical user interface (GUI),

and a remote access to the entire CAD system permitted by

designing dynamic Web pages. The CAD workstation

performs the image processing procedures. It usually

contains two steps. The first one suppresses the background

noise and removes undesired structures or enhances the

regions processed or viewed at the following stage. Then,

selected features are extracted and subjected to a recog-

nition procedure. It yields the pattern assessment to a certain

class. The results being stored in the database, transferred to

the management application server and via the WWW

server are accessible through the Web viewer.

Presentation layer—by means of a Web viewer, permits

an easy, remote access to the system. At a user site, it serves

as an interface to the entire system. The informatics

infrastructure is discussed by using an example of the

computer assisted bone age assessment. Three levels of the

system are shown. The data is organized into a relational

database. The software application permits an access to the

data and its adjustment. The image processing system

results in extracted features as a basis for the assessment of

skeletal maturity.

The organization of the paper follows the implemen-

tation order of phases of the entire project. Usually the

image analysis software (CAD) is being developed first.

Then, the database appears to be necessary. After the design

is finished, a graphical user interface is applied in order to

enter the data and present it to the users.
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3. CAD workstation

A design of a CAD workstation (Fig. 2) starts with an

overall analysis of the diagnostic process. Then, features,

important in the diagnostic process, are selected. Next, the

image processing methods are verified considering the

design possibility and performance efficiency of algorithms

able to extract these features. Since this stage is a

compromise between the diagnostic requirements and the

possibility of their fulfillment, this loop may be circled

several times. After a processing schema has been accepted,

the methodology is designed and evaluated based, firts, on

testing cases and then, clinically. Meanwhile, a graphical

user interface is designed. As an example of the CAD

workstation structure, a computer assisted bone age

assessment is presented.

The bone age assessment analysis is a procedure

frequently performed in pediatric radiology. In the medical

diagnosis a left hand wrist radiograph is compared with atlas

patterns. The comparison is based on the entire hand image

[31] or selected regions of interest [29]. The choice of a

corresponding pattern assigns the bone age. Due to the

radiological analysis of the hand radiogram, areas of biggest

importance are located at the joints. Epiphyses, increasing

in size and changing its shape, reflect the stage of

development in children before puberty (Fig. 3(a)–(c)).

Later, the stage of fusion between the epiphyses and

metaphyses (Fig. 3(d) and (e)) delivers diagnostic

information.
Fig. 3. Stages of development /a/, /b/, /
According to Kirks [32] statement: the more distal the

better, the distal and middle joints are to be analyzed. Other

approaches consider also carpal bones, yet, their analysis

requires robust and time consuming procedures without

offering any persistent diagnostic information at the later

stage of development [19]. These diagnostic requirements

have pointed the epiphyseal areas as regions of interest to be

processed for the extraction of findings describing the shape

and size of epiphyses and stage of their fusion with the

metaphyses.

The image analysis starts usually with its standardization

that includes the background suppression, removal of

markers, labels, and artifacts. The latest is related to an

inaccurate focus of X-ray beam above the cassette. The

noise suppression methods applied to the entire image

should permit the body area to be separated from the

background. At these stage only general methods, neither

very time consuming nor requiring heavy computation

power, may be applied. Then, the body area (in our

application the hand region) has been separated from the

background [33]. Shrinking the analyzed area to the hand

location, the epiphyseal regions of interest (EROI) of the II–

IV phalanges are located. The flow chart of the EROI

processing is shown in Fig. 4. The implementation of filters

is optional, yet a study has shown [34] that this step shortens

the segmentation time by 50%.

Extracted regions of interest include two types of

anatomical structure. One refers to soft tissue, the other

one to bones. Before separating both anatomies by means of

segmentation procedures, the region has to be subjected to a

more robust than at the preprocessing stage, noise suppres-

sion procedure. Since, the exposure parameters as well as

the acquisition track are unknown and changeable from one

image to another, it has been assumed that each region is a

summation of uncorrupted image and the additive mixture

of impulse and zero mean Gaussian noise.

Due to the lack of any information about image

acquisition system, the image noise distribution is assessed

by using sample image regions surrounding the hand area

(Fig. 5). For 100 image samples a Kolmogorov a-test with
the confidence level of 0.5 has been performed. Due to the

assumption that radiographs are distorted by Gaussian noise

with unknown variance, there is no reason to reject a null

hypothesis about normal noise distribution. The presence of

impulse noise components is occasionally caused by

scratches and non-uniformly spread photographic emulsion.
c/ early stage, /d/, /e/ later stage.



Fig. 4. The flowchart of the EROI processing.
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The influence of this type of noise can be reduced by a

median filter [35] that replaces each pixel by the median of

its neighborhoods. All eight neighborhoods may be chosen,

yet applying a star shaped area requires fewer calculations.

The additive noise is suppressed by an adaptive Lee filter

[36]. Parameters of the Lee’s filter such as local gray level

mean and local variance are estimated from the input image

and delimited by a filter with a 3!3 mask. The Lee’s

filtration procedure requires also the variance of noise to be

known. If it is not given, the algorithm uses an estimated

variance. In this approach a noise estimator [37] has been

implemented. The local image variance in a 3!3 window

shifted over the filtered image is calculated. The noise

variance is then proportional to the mean value of image

gray levels filtered with a second order derivative operator

[37,38].

The role of a median filter is to suppress the impulse

noise (‘salt and pepper’), however, Lee’s filter smoothes the

non-uniformity within the soft tissue and bony structure.

The filtration procedures reduce both impulse and additive

Gaussian noise.

Image segmentation is a difficult and very important

problem in image processing. Its accuracy influences the

overall image analysis and pattern recognition. The method,

applied to certain applications, dependents on the type of

images. Statistical approaches based on the minimum mean-

squared error criterion, maximum likelihood, and maximum

a posteriori estimation is used in the current study. Gibbs

random field techniques have been applied to estimate the

maximum a posteriori probability [39].

The segmentation separates the bony structure and

cartilage from soft tissue. The procedure consists of two

steps: (1) a preliminary clustering step applying the c-means

algorithm and (2) segmentation with Gibbs random fields

and estimation of the intensity function [40,41]. This

procedure [42] yields a binary image in which the bony

structures appear as white objects, whereas other areas

(background and soft tissue) become black. Segmentation
Fig. 5. Background noise distribution in samples of hand radiogra
procedure requires the noise variance to be known. An

inaccurately set value may cause a segmentation failure.

The segmentation method has been adjusted to the hand

structure by estimating the adaptive noise variance [37,38],

and by a hierarchical multiresolution implementation

(HMR) of a segmentation algorithm (Fig. 6) [40]. The

HMR solution takes advantage of the pyramid construction

of images at different resolutions by filtration and image

decimation by a factor of two. At each level of the pyramid,

the algorithm uses the previously segmented image

generated at the lower level and enlarged by a factor of

two. The noise variance at the lower resolution is calculated

as half of the noise variance value found at the higher

resolution. In this study a three-level-pyramid is performed

on a filtered image (Fig. 6). A cascade of previously applied

median and Lee filters preserves the edges, removes impulse

artifacts and smoothes the tissue structure. In comparison to

its non-hierarchical version, such approach significantly

reduces the execution time [41]. As a result a binary image

is obtained. The separation of epiphyses and metaphyses is

followed by extraction of features which reflect the size and

shape of epiphyses [42]. The analysis yields good results in

children before puberty. When the epiphyseal fusion starts,

the separation of both structures is impossible. At this stage

a wavelet transform is implemented. The horizontal detailed

component of the second level of decomposition yields a set

of features reflecting the degree of fusion [42].

The final stage in the computer aided diagnosis is to

assign the image to a certain class or to a few classes with a

degree of membership if a fuzzy logic is applied. Two

methods have been implemented in the computer aided

bone age assessment. The first one corresponds to the atlas

matching approach [34]. Features, extracted from the

diagnosed image are compared with corresponding findings

form the reference set. The comparison is based on various

metrics. Three of them (i.e. Euclidean (r1), Minkowski (r2),

and city block (r3) normalized distances metric have been

tested [43]. The recognition process consists of two steps:

first a raw assessment indicates three closest age groups.

Then, four closest matches are searched within selected age

groups. The results are shown in Section 6.

The second classifier is based on the Mamdani fuzzy

reasoning system [44]. The knowledge is represented as
phs: (a), (c) background areas and their histograms (b), (d).



Fig. 6. The pyramid of filtered EMROI: (a) filtered input image (highest resolution), (b) middle resolution, (c) lowest resolution, (d) segmented image with

extracted contour.
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a set of if-then rules linking the features with the skeletal

age. A connection between input variables and implications

is interpreted by a minimum operator whereas, the

aggregation of rules applies the maximum operator. A

quantization of the input and output space is based on age

groups just for the sake of simple natural linguistic

interpretation. Since the discrimination power of a feature

may differ in various age groups, the domains of input

variables are divided into a fuzzy set describing feature

values corresponding to one or several consecutive age

groups. Fuzzy sets of the output variable (refer to as the

bone age) represent classes corresponding to the years of

age. More details can be found in [42,45].

A clinical implementation of a CADworkstation requires

also some functions which prevent failure of the image

analysis due to unpredictable events. First, the image

standardization has to be verified. Each image-processing

algorithm is able to recognize certain image content. In

clinical practice the standardization of the image content

causes many problems. A CR image may be rotated at any

angle or flipped. Artifacts, markers or transparent borders

caused by blocking of the collimator that touch or overlap

the anatomical structure may lead to a failure of the image

analysis. Non-standardized images are rejected. The second

group of errors detected results from the image processing

procedures. The error detectors verify the segmentation

result and the range of extracted features.
4. Database structure

In the computer assisted diagnosis of medical images the

data structure is heterogeneous. It contains alphanumerical

structures as well as imaging structures. The alphanumeric

data usually describes patient demographics as well as

clinical information required in a particular diagnostic field

served by the CAD. The data is transferred from other

information systems or extracted from the image data at the

phase of image processing. The image data contains

diagnostic images written in DICOM (Digital Imaging and

Communication in Medicine) or compressed (for example

JPEG) images. In some cases a storage and distribution of

selected regions of interest might be required.

A database design contains two steps. The database design

starts with a logical phase and is followed by a physical
phase. Although decisions made at the physical level may

have impact back on the logical level, yet in this study the

logical structure has been made without paying any attention

to the physical level. After the logical design is completed,

further normalization is performed to build the physical

structure.

While starting the database design we are primarily

concerned with what the data is rather than how it will be

used [46]. This means, that at the design time the data is

application-independent, i.e. the data is hardware-indepen-

dent, operating-system-independent, DBMS-independent,

user-independent, language-independent, etc. This means

also, that no compromises for performance reasons will be

made.

The first step at this level requires a definition of the

entire set of data that is to be stored in the database. Then,

a functional dependency is being built. Since in the bone

age assessment a comparison between the left hand

radiogram and atlas patterns is performed, the database

contains a set of cases considered as a medical standard.

The data can be used during the manual image analysis

performed by the radiologist, training, and consultation. It

should be ready to serve as a reference data set at any time

and any place it is required by any user (physician or

student). The database will also be searched for cases by a

computer system, which performs a pattern recognition

procedure. The search may be based on an atlas-like

analysis in which features or image pattern are compared.

Another method of comparison is based on a pattern

classifier available after a training session is completed. In

this case the data is entered at the training level. In both

modes an adjustment of the data is required and performed

by a data administrator.

Due to the medical requirements, two types of cases are

being considered for storage in the database. One is the

standard set used as a reference in medical diagnosis. The

other group includes clinical cases for research and

education purpose.

The data is organized into groups related to the

information requited and collected during the clinical

examination. The first group contains demographic data,

i.e. birth date, the chronological age at the time the exam has

been performed, gender, and race. For reference cases no

patient ID is stored. Yet, if data is considered in the clinical



Fig. 7. Data structure. ROI (Region of Interest), SoD (Stage of Development), FV[11] (Feature Vector).
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(diagnostic) procedures or in the electronic patient record,

patient ID should be added to the database.

The second group includes clinical data: height, weight,

trunk, Tanner coefficient. The third group is related to the

data required by the image processing system: age group,

diagnostic and compressed images, identifier of the region

of interest, and features extracted from that region of

interest.

The following step in the logical design is to set the

functional dependency. It is the many-to-one relationship

from one set of attributes to another. The data structure is

shown in Fig. 7. The set of data for a particular case includes

the demographics, diagnostic image and compressed image.

Then, a several number of regions of interest are assigned to

one image. Next, two stages of development may be

considered. Each of them requires a set of features f1 to f11

extracted from a region of interest [42].

After the information to be stored in the database has

been defined, the data is subjected to three normalization

procedures. Each decomposition step is reversible. This

ensures a lossless final decomposition.

The data has been subjected to a normalization

procedure. First three normal forms are considered. In the

first normal form [46], in every legal value of the relation

variable, every tuple contains exactly one value for each

attribute. The second normal form (2NF) turns the structure

into a configuration in which every non-key attribute is

irreducibly dependent on the primary key. In the third

normal form (3NF) every non-key attribute is non-

transitively dependent on the primary key.

A function dependency has been generated. Three main

branches have been obtained. First, a case record variable is

projected onto the patient’s data. Then, a join between

image and the case record, compressed image, and a region

of interest is created. Finally, the region of interest is linked

with the features vector.
Fig. 8. Application layer structure and functions.
5. Application layer

Application layer supports four areas which permit a

CAD to be implemented in a clinical practice. First, the

image processing software is responsible for accurate
analysis of the diagnosed image. Then, extracted features

and selected regions of interest as well as the image itself or

its compressed version is archived in a database and

accessed by authorized users in a secure mode. Next, the

communication between the image processing procedures

and database server need to be managed. Finally, a user-

friendly interface is required to support the interaction and

display of images and the processing results. If an open

architecture is to be ensured, DICOM compliance interface

is necessary to retrieve images form a PACS (Picture

Archiving and Communication System) server.

Two main components are implemented to support these

functions: the image analysis server and the management

application server (Fig. 8). In order to preserve an open

architecture, the image processing application server has

been separated from the management server. It permits

various image analysis systems to be incorporated in the

application layer, yet requires a standardization of the

communication process. Since the CAD workstation has

already been presented (Section 3), three other components

are to be discussed. First, the data management and

communication with the database server satisfies the storage

requirement. Then, the communication between the man-

agement application server and the CAD workstation solves



Fig. 9. Communication between Management Application Server and

Database Server for three groups of users (see also Table 1). Ref and Clin

stand for reference and clinical cases, respectively. A. Data administrator,

B. Radiologist, C. Student.

Fig. 10. Communication between Management Application Server and

CAD workstation.

Table 1

Access modes of various groups of users

User group Description

A. Data

administrator

Read/write mode to reference and

clinical data set

B. Radiologist Read/write mode to clinical data set only

(no insert of reference image)

C. Student Read mode only
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the data transfer problem. Finally, the graphical user

interface gives a user friendly access to the entire system.

The data management server authorizes each access to

the database. As a standard the SQL (structured query

language) is used. Three types of the data access mode are

required. Two of them support the update and require the

SQL update query (Fig. 9). They permit new data to be

added into the database. The third access mode permits a

read only mode and grants to the user the SQL select query

only.

As it has already be mentioned, two types of cases are

stored in the database. One is the standard set used as a

reference in medical diagnosis. The other group includes

clinical cases for research and education purpose. The

significance of both types of data differs. When a clinical

case is added to the database, no changes are made in the

overall performance of the recognition system. It is not the

case, when a reference set of data is adjusted. A case, added

to the standard set, influences the classification procedure. A

wrong update may lead to a loss of accuracy in the medical

diagnosis. Thus, the users have to be organized into two

groups with two various access permissions. One group,

usually radiologists who perform the image analysis (group

B in Fig. 9), can insert clinical cases, pathological or with no

pathology, yet, cannot appoint them as reference cases. The

second group of user (data administrators) has the authority

to assign a case as a standard and update the reference set of

data. They also share the responsibility for the accuracy of

the result of the image classification analysis (group A in

Fig. 9).

The read only mode is given to students and remotely

logged users (group C in Fig. 9) who may only review the

data. The range of features describing a particular class is

also available. The data access modes are summarized in

Table 1.

At the current stage of development the communication

between the management application server and the CAD

workstation is based of the push mode (Fig. 10).
A diagnostic image is transferred to the CAD workstation

and its ID is written in a first-in-first-out queue. After being

processed, the compressed image, located regions of

interest, and extracted features are communicated back

and stored in a buffer. In order to notify a user that new

results have been delivered, a worklist is updated (Fig. 11).

The main goal of a graphical user interface (GUI) module

is to guide a user through the diagnostic process in a quick

and friendly manner and deliver necessary date at the time it

is required. Several functions are performed (Fig. 12).

Images are to be transferred from a PACS server, an

acquisition modality (computer radiography, digital radi-

ography, computer tomography, ultrasound, etc.), or from a

scanner. In order to communicate with PACS components, a

DICOM compliant module is installed. It supports the

send/receive as well as the query/retrieve DICOM functions

[47].

The images are then transferred to the CAD workstation.

An operation send/receive is used. After being processed, all

extracted components are communicated to the manage-

ment application server. The data record is stored in a

buffer. Adjustment of the worklist notifies the user that new

results are available for verification.



Fig. 11. Worklist at the Management Application Server.
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A query/retrieve function permits the data to be

displayed at the user site in various formats. The entire

reference data set can be scrolled (Fig. 13) or a certain class

of images may be selected. Images are shown in a

compressed JPEG format. A display of the entire set of

images belonging to one class opens up the possibility of

performing an inter- and intra-class comparison study. If

diagnostic quality is desired, a click on a certain image

results in a DICOM image display. Due to the resolution,

only one image can be viewed at a time.

After the image analysis is completed and the results are

transferred to the management application server, the image

data together with the selected regions of interest, extracted

features, and patient data are displayed (Fig. 14). For

comparison, four closest matches from the reference data set

are shown. Each of them can be displayed together with the

extracted features. This presentation of data assists the

radiologist in performing a bone age assessment. The result,

given by a computer analysis, has to be approved and may

be corrected or abandoned and performed manually by the

radiologist.

Once the results are being accepted, the data is stored in

the database. The marker is set according to the type the
case. If the case is assumed to be normal it becomes a

candidate for a reference set of data. Yet, only a data

administrator has got the permission to update the reference

data set.

The management application server may also be applied

just for reviewing a certain group of cases (including the

reference set). All users, who have the access permission,

may use this option. Since it does not permit the database

update, a limited set of data could also be delivered in the

Internet.

Another useful path is to adjust the standard set of data

according the former analysis. If a data record has become a

candidate for the reference set adjustment, after a double

check, its marker may be changed (by a data administrator

only).
6. Results

The evaluation of the image analysis algorithm is

performed at two stages. At the first one the accuracy of

measures and extracted findings are tested. If various



Fig. 12. Functions performed by Management Application Server.

Fig. 13. Reference data set display.
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Fig. 14. Image analysis results displayed together with four best matches (see JPEG file).
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methods are compared, the features extracted by means of

these methods might also be compared with each other.

In the bone age assessment each region of interest

analysis results in a feature vector of eleven elements.

Comparison of two segmentation approaches applied to the

ephiphyseal region of interest (EROI) is presented in

Table 2. The evaluation involves 1851 automatically

extracted regions of interest. As the most accurate method

the adaptive segmentation with hierarchical multiresolution

approach has been found. Better results have been found in

all tested parameters. Implementation of the multiresolution
Table 2

Results of features extraction accuracy and relative processing time

Segmentation

algorithm

% of regions

with correctly

calculated

features

% of

regions

with no

features

% of regions

with incorrec-

tly calculated

features

Relative

calculation

time

Adaptive 86.5 3.5 10 1.66

Adaptive with

hierarchical

multiresolution

(HMR)

91.1 1.5 7.4 1
pyramid reduces also the segmentation time that influences

the measurements performed on overall regions of interest.

The second stage evaluates the classification result. For

this purpose, the image database has been randomly divided

into two parts. One group of images has served as a testing

set, the other as a reference set. Since the images originate

from a normal population, the bone age corresponds to the

chronological age. Results of classification accuracy versus

used metrics are presented in Table 3. A lower than 1.5 year

difference between the assessed bone age and the chrono-

logical age for all metrics (i.e. Euclidean (r1), Minkowski

(r2), and city block (r3) normalized distances metric has

been noticed in 70% cases, whereas, in less than 4.5% the

difference has exceeded 3 years. This relatively high
Table 3

Classifications results

Bone age

(BA)

distance

BA%0.

5 (%)

0.5!BA

%1 (%)

1!BA

%1.5

(%)

1.5!BA

%2 (%)

2.5!BA

%3 (%)

BAO

3 (%)

r1 28.9 22.6 17.3 12.8 13.9 4.5

r2 25.7 23.8 18.9 12.4 15.1 4.1

r3 27.1 22.6 17 15.1 13.5 4.5
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variance reflects also the distribution of developmental

stage in normal population.

The implementation of computers in the medical

diagnosis improves the analysis in three different areas.

Firstly, it increases the objectivity by using quantitative

features instead of a visual interpolation. These features are

extracted automatically rather than manually in order to

accelerate the analysis and make the measurements

independent of the external conditions (light), measurement

inexactness, or errors (calibration errors, etc.). Secondly, a

transparent algorithm is defined to standardize the decision-

making process in the feature analysis. This again increases

the objectivity and solves the problem of replicability.

Finally, it permits a set of images and features describing

them to be collected and recognized as a medical standard.
7. Summary

An overview of the informatics infrastructure of a

computer-added diagnosis in presented. It permits an

integration of image processing and manipulation tools,

the database structure, and graphical user interface, forces a

multilayer CAD system to be designed. In this study a three-

layer system is presented. At the first layer a database

management system (DBMS) is selected. It is responsible

for the data archive and distribution. Then, the application

layer contains three elements (Fig. 1): a management

application server, a WWW server, and a CAD workstation.

Tasks to be performed by the application layer include the

database access (text and images), data presentation granted

by the graphical user interface (GUI), and a remote access to

the entire CAD system permitted by designing dynamic

Web pages. Finally, the presentation layer—by means of a

Web viewer, permits an easy, remote access to the system.

At a user site, it serves as an interface to the entire system.

The informatics infrastructure is discussed by using an

example of the computer assisted bone age assessment.
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Abstract

We developed a web-based system to interactively display electronic patient records (EPR), such as DICOM images, graphics, and

structure reports and therapy records, for intranet and internet collaborative medical applications. This system has three major components, a

C/S (client/server) architecture for EPR data acquisition and authoring, and a Web B/S architecture for data delivering. The Web viewer of

this system integrates multi-media display modules and remote control module together to provide interactive EPR display and manipulation

functions for collaborative applications. We have successfully used this system two times to provide teleconsultation for severe acute

respiratory syndrome (SARS) patients in Shanghai Infection Hospital and Xinhua Hospital. During the consultation, both the physicians in

infection control area and the experts outside the control area could use this system interactively to manipulate and navigate the EPR objects

of the SARS patients to facilitate a more precise diagnosis. This paper gives a new approach to create and manage image-based EPR from

actual patient records, and also presents a novel method to use Web technology and DICOM standard to build an open architecture for

collaborative medical applications. The system can be used for both intranet and internet medical applications such as tele-diagnosis,

teleconsultation, and distant learning.

q 2004 Published by Elsevier Ltd.

Keywords: DICOM-based images; Electronic patient record; Web technology; Collaborative applications
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RREC1. Introduction

During the past years, using PACS (picture archiving and

communication system) diagnostic workstations and Web

technologies as a means to access digital image data have

been implemented with different architectures [1,2]. Also,

more and more multi-media medical documents or records

are used in hospitals and medical community, and these

documents usually are stored in different formats or
UNCO
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systems. Most medical applications need to access these

medical documents through intranet or internet. Also, there

are a lot of collaborative medical applications needing to

share or interactively exchange medical information

through the networks [3,4].

Collaborative medical applications are often happened in

some medical practices, procedures and education encoun-

ters. For example, local and remote doctors collaboratively

discuss cases in telemedicine procedures [5,6]. Medical

students or residents study or learn cases from medical

experts through network [7]. For infection diseases,

physicians and experts in different departments or areas of

an infection control hospital can study patient records

collaboratively through networks without the concern of

being infected. They can concentrate in case discussion with

patient medical records combining with image manipulation,

and show results to remote participants through the network.
Computerized Medical Imaging and Graphics xx (xxxx) 1–10
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For more difficult or complicated cases, the medical

record usually contains medical images with other related

records, which come from hospital information system

(HIS) and other clinical information systems (CIS). For

these reasons, the medical imaging informatics research and

applications trends are to develop and build electronic

patient record (EPR) with images for medical applications

[8], and this effort will benefit the hospitals and medical

institutions on their collaborative healthcare activities.

In this paper, we first review our previously developed

interactive teleradiology system architecture, and discussed

its advantages and disadvantages in collaborative appli-

cations. Second, we present a new design of web-based

interactive system architecture and its major components,

which support EPR display and manipulation and operate in

a central mode for collaborative applications. The new

system can be integrated with PACS and other hospital

clinical information systems, and provides a web interface

to allow access to the EPR either through intranet or Internet

for different applications. Third, we discuss the work and

data flows of the web-based EPR system in collaborative

applications. We also present the advantages of using the

central operation mode for the collaboration comparing to

the point-to-point mode. Finally, we give an example of the

how the new web-based EPR system was used in

collaborative application for SARS (Severe acute respirat-

ory syndrome) diagnosis.
196
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2. Interactive teleradiology

Several years ago, we developed a cost-effective real-

time teleconsultation system in a clinical DICOM PACS
UNCORRECT

Fig. 1. The software architecture of the real-time teleconsultation
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environment for collaborative health care application [5].

This system consisted of two sites: a referring physician

site and an expert center, for point-to-point teleradiology

service mode [5]. Both sites could display all the DICOM

images and could remotely synchronize image manipu-

lation during consultation using remote dual cursors. This

system allowed real-time collaborative consultation of

serious or difficult cases with high resolution and large

volume medical images in a limited bandwidth network

environment. The system relied both on standardized

technologies, such as DICOM and TCP/IP network

protocols, and on innovative techniques such the advanced

message routing concept for remote control functionality.

Also the dual cursors of the system could synchronize their

operation and image processing results to make both

participants feel no distance barrier and no misunderstand-

ing between them during image study. Fig. 1 shows the

basic architecture of this real-time interactive teleconsulta-

tion system.

However, there are two drawbacks in this system. First,

it only supported DICOM image consultation, and could

not receive other medical records. Secondly, the consul-

tation operation mode was point-to-point, it would make

collaborative application more complicated if third party

was interested in or invited into the collaborative

applications. This was because the system had to re-send

images to a third party. In order to overcome these

drawbacks, we design and develop a new web-based

system to provide electronic patient records (EPR)

collaboration with several new functionalities including a

central operation mode for intranet and internet healthcare

providers.
E

system with point-to-point collaboration operation mode.
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3. System architecture and major components

3.1. Software components and architecture

There are three major components in the designed EPR

collaborative system: EPR gateway (EPR-GW), EPR server

(EPR-Server) including the EPR repository server and web

server, and EPR Web viewer (EPR-Viewer). Currently,

there are two typical application architectures used in

networked information systems: two tiers client/server

(C/S) architecture and three tiers browser/servers (B/S)

architecture. In order to avoid the drawback of the point-to-

point, we designed the EPR collaborative system by using

the combination of the C/S and B/S architectures, as shown

in Fig. 2. The EPR data acquisition from the HIS/PACS/CIS

to EPR gateway and the data transmission from the EPR

gateway to EPR server adopt C/S architecture. The EPR

data delivery from the EPR server to EPR Viewers uses the

B/S architecture. The EPR data acquired from the HIS,

PACS or CIS first have to pass to the EPR gateway to check

their patient and study headers information to make sure the

medical records of same patient linked together to provide

patient-oriented applications. Then, the EPR data are sent to

EPR server. Most medical records are in DICOM formats

such as images, graphics, curves and RT records, but the

text-based records are in XML (The Extensible Markup

Language) format. The collaboration operation on the EPR

data between any two web users is follows the central mode

which means that all the consulted medical records would

be sent to, managed and retrieved from the central EPR

server. In Section 4, we will present the work and data flows
UNCORRECT

Fig. 2. The software architecture of the web-based EPR
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of this web-based collaborative consultation system to

explain how it works.

3.2. Information management model of EPR server

There are two parts in the EPR server: EPR repository

server and web server. The EPR repository server uses

Oracle object relational database (Enterprise Edition 9i)

storing patient electronic medical records. It uses the

general DICOM information object model as EPR infor-

mation model to manage the medical records in the

database. In order to manage other complex medical objects

such as used in oncology treatment procedures, the

information model also has the extension for radiation

therapy (RT) objects defined by DICOM Standard. Fig. 3

shows the diagram of the data models used in our EPR

database. The up-left part of the diagram relates to the

general medical record management, e.g. DICOM images,

reports, and other medical data, the down-right part covers

the RT object management. We choose Microsoft Internet

Information Server (IIS) as the web server, and the Internet

Explore (5.0 or higher) as the default browser to be

supported by our web-based EPR system. The web server

provides http communication protocol interface to let users

to access EPR by using Web browsers.

3.3. Component-based EPR web viewer

We use component software technology to develop a

web-based image processing and display component to

visualize and manipulate various DICOM images in a Web
ED

system with central collaborative operation mode.
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Fig. 3. The DICOM-based information model used for EPR management in the EPR repository server.
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browser [9]. Since this component has an open and scalable

architecture with multi-thread processing capability, we

integrated multi-media display and manipulation modules

and functions into this component to display the electronic

patient records, as indicated in the Fig. 4. We also

introduced the remote control module, developed in our

previous interactive teleradiology system [5], into the

display and processing component to enable this new

component have collaborative operation functions with the

EPR objects, such as using dual cursors to perform image
UNCORREC

Fig. 4. The component architecture of the multi-media display module
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Rmanipulation and processing functions of window/level,

zoom, overlay, orientation, and measurements. The remote

control module sends and receives operation messages

generated from local and remote sites, and dispatches the

messages to multi-media display modules to synchronize

their operations on the EPR objects. We integrate this new

component into a Web browser to create web-based EPR

Viewer, as we did it in our web-based PACS image

distribution [9]. This allows users to use dual cursors,

provided by the EPR viewer, to synchronize their operations
s integrated with the remote control module in the Web viewer.
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Fig. 5. The operation procedures from EPR data acquisition to final display.
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to understand each other on studied cases. The communi-

cation relation between the web viewer and the web server

is same with our web PACS [9].
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4. Data flow and central collaborative operation mode

The data and work flows of the web-based EPR

collaborative system presented in this paper are shown in

Fig. 5. There are three steps to view and play EPR objects

for the collaborative applications. (1) The EPR data,

retrieved from hospital PACS, HIS, and other clinical
UNCORRECT

Fig. 6. The EPR display GUI of the Web viewer with ECG,
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information systems, are sent to the EPR gateway for data

formatting if they are not already in DICOM format or

XML. (2) The image or DICOM based medical data are sent

to the EPR Repository Server for archiving from EPR

gateway. (3). Any authorized Web user can access the EPR

web server, by using the EPR Web viewer, to get the

EPR data and to display them. Fig. 6 shows a GUI (graphic

user interface) of the EPR Web viewer, which displays the

ECG curve, DSA dynamic image, CT images, RT structure

set of same patient.

Comparing to the point-to-point operation mode men-

tioned in Section 2 of this paper, the collaborative operation
ED 

dynamic angiographic images, RT images and objects.
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Fig. 7. The work and data flows of the web-based EPR system for

collaborative applications.
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mode in this web-based EPR system can be considered as a

central mode, since any user or a client gets the

collaborative EPR data from the central EPR Server.

Fig. 7 gives an example of how the system operates with

three collaborative participants. First, the medical image,

records or objects are sent to the EPR Repository Server

from the client 1 through DICOM or TCP/IP protocol by

using EPR gateway. Later on, client 2 or 3 can get the EPR

data through http protocol from the web server and

manipulate the data interactively with client 1, or between

them by using the message routing and controlling function

through the remote control module integrated in multi-

media display and processing component. So, the colla-

borative operation procedures of the central mode are much

simpler and easier comparing to the point-to-point mode.

There is only one data authoring and sending operation

before the data are ready to all potential participants.
T
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5. Preliminary application of the web-based EPR system

for SARS consultation

5.1. Application background and network connection

Severe acute respiratory syndrome (SARS) is a respir-

atory illness that has been reported in Asia, North America,

and Europe. During the winter of 2002 through the spring of

2003, World Health Organization received reports of O
8000 SARS cases and nearly 800 deaths. The main way that

SARS seemed to spread is by close person-to-person

contact. The virus that caused SARS was thought to be

transmitted most readily by respiratory droplets (droplet

spread) produced when an infected person coughed or

sneezed. Most of the SARS cases in China occurred by

infection in hospitals or among travelers. To protect the

physicians, experts and nurses from the SARS during the

diagnosis and treatment procedures, the infection control

mechanisms were built in SARS hospitals in China, e.g.

medical workers in SARS control area could not contact

outside people and even medical records could not bring out

the control area. Usually, there were three areas in the SARS
IG 609—17/11/2004—22:11—-[-no entity-]-—125987—XML MODEL 5 – pp. 1–10
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hospital: the infection area, in which SRAS patients were

stayed and taken cared by clinical SARS physicians; non-

infection area, in which the radiologists and other experts of

the hospital worked to support the SARS diagnosis and

treatment happened in the infection area; and the data center

where the HIS, PACS, CIS located. Also, there was an off-

site SARS expert center out side the SARS hospital, where

the other hospital experts can provide teleconsultation

services to help the SARS hospital on SARS diagnosis and

treatments. In order to make radiologists, physicians and

experts both inside and out side control area collaborate

efficiently on SARS image diagnosis without concerning the

infection, we installed the web-based EPR system in a

SARS hospital and an off-site expert center in Shanghai to

provide tele-consultation for SARS diagnosis.

The web-based EPR collaborative system was

implemented in Shanghai Infection Hospital and Shanghai

Xinhua Hospital affiliated to the Second Shanghai Medical

University in May 2003. The infection area and non-

infection area were in Shanghai Infection Hospital, and the

off-site expert center was in Xinhua Hospital, the distance of

the two hospitals was about 10 km. There were three Web

EPR viewers or clients installed in these two hospitals: two

were located in the infection area and non-infection area of

the Infection Hospital, and the third one was located in

Xinhua Hospital, as shown in Fig. 8. With the Web

architecture and the intranet and Internet connections of the

system to different clients located in side and out side

hospitals, the real-time teleconsultation with interactive

EPR manipulation could take place between any two sites of

the infection area, non-infection areas, and off-site expert

center.

5.2. Data acquisition and transmission

Since any medical record of SARS patients, such as

paper record and films, was not allowed to bring out of

infection area according to the infection control mechanism,

the digital image acquisition and transmission were

absolutely demanded in the diagnosis and consultation

procedures. Although most images of SARS patients could

be obtained directly from CT and CR modalities in situ,

there were still a large quantity of film images, which were

transferred from other hospitals accompanying with

patients’ arrival. We used a laser digitizer (Array, 2905,

Japan) to digitize these film images and sent the digitized

film images together with direct digital images to the web-

based PACS for archiving. Fig. 9 shows the digitized film

images of a SARS patient in the infection area of the

Shanghai Infection Hospital. Most film sizes were 14!
17 in., and the image formats of digitized films were

DICOM about 3560!4320!2 b (the grayscale was

12 bits). The size of one digitized film images was usually

29.3 Mb.

Images transmitted inside SARS hospital were trivial

with fast LAN (local area network) network connection for
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Fig. 8. The network connections of the web-based EPR system used in SARS consultation in infection control mechanism.
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C

daily diagnosis and consultation between infection area

physicians and non-infection area doctors. For the off-site

consultation, all patient images had to be transmitted to the

expert center through WAN (wide are network) before the

consultation started. We used two WANs for image

transmission, one was ATM network built by Shanghai

local healthcare organization, and the other was ADSL

owned by Shanghai Telecommunication Corp. The band-

width of the ATM site to site was about 10 Mb/s. For the

ADSL, the downloading bandwidth was 2 Mb, and upload-

ing was 1 Mb/s. There were two consultation meetings held
UNCORRE

Fig. 9. The image acquisition used for SARS consultation with the web-

based EPR system.
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771
ED P
Rfor SARS diagnosis between the Shanghai Infection

Hospital and Xinhua Hospital during May 2003. The first

consultation meeting was held using ADSL WAN, the

image transmission time for one case took about one hour

and more. The second consultation meeting was held using

ATM WAN. The time required to transfer one case was less

than 15 min. Tables 1 and 2 give the transmission results of

the digitized film images from Shanghai Infection Hospital

to Shanghai Xinhua Hospital by using ADSL and ATM,

respectively. The other medical records of SARS patients

acquired from the HIS were sent to the EPR repository

before the image transmission. There were also ICU

monitoring (intensive care unit) data used in the consul-

tation, which were real-time transmitted from the infection

area to the non-infection area and the off-site expert center

through the LAN and WAN.
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5.3. Interactive teleconsultation for SARS diagnosis

Since the diagnosis and treatment procedures for SARS

were complicated, the physicians, radiologists and experts

usually had to review all the medical records of a patient to

make final decisions. The web-based EPR system not only

provided EPR navigation tool to the users, but also enable

them interactively to study the medical records. For

example, both local and remote users can interactively

manipulate the images and medical records with dual

cursors to understand each other on the cases. Fig. 10 shows



Table 1

Transmission results of the digitized film images from Shanghai Infection Hospital to Shanghai Xinhua Hospital by using ADSL network connection

Case Image type Number of images Total size (Mb) Transmission time

(mm:ss)

Used bandwidth

(kbps)

Usage of band-

width for

1 Mbps(%)

1 Second capture

(SC)

11 322.3 85:21 515.58 50.35

2 SC 8 234.4 62:32 511.78 49.98

3 SC 10 293.5 78:04 513.31 50.13

Table 2

Transmission results of the digitized film images from Shanghai Infection Hospital to Shanghai Xinhua Hospital by using ATM network connection

Case Image type Number of images Total size (Mb) Transmission time

(mm:ss)

Used bandwidth

(kbps)

Usage of band-

width for 10 Mbps

(%)

4 SC 20 561 14:48 5080 50.8

5 SC 20 558 14: 35 5100 51.0

6 SC 15 437 11:23 5120 51.2

7 SC 11 320 15:03 2830 28.3
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the dual cursors pointing to a SARS chest image, which

were controlled by local and remote users.

There were 8 SARS patients consulted from the remote

expert center, and total 2.73 Gb image data were transmitted

from the Infection Hospital to Xinhua Hospital in the

consultation activities. During the consultation meeting, the

web-based EPR system provided bi-directional remote

control functionality to both sides on the EPR data

processing and manipulation, and synchronized their

operations on the patient medical records so that it is easy

for them to do the case analysis and management. Fig. 11

shows an expert in the remote expert center, which was
UNCORRECT

Fig. 10. The GUI of the Web viewer with

IG 609—17/11/2004—22:11—-[-no entity-]-—125987—XML MODEL 5 – pp. 1–10
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ROOFlocated in Xinhua Hospital, talking to the SARS physician

about SARS patient images with the system.

6. Conclusions

Collaborative medical applications need to share or

interactively to exchange medical information through the

networks and most medical documents or records stored in

different formats or systems. This paper presented a novel

approach to design and develop a web-based electronic

patient record system for collaborative medical appli-

cations. The electronic patient records supported by this
E

dual cursors on the chest images.
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Fig. 11. An expert in the off-site expert center interactively talking to the

clinical SARS physician located in the infection area of the SARS hospital

about a SARS patient images by using the web-based EPR system.
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system cover most DICOM image-based objects and

medical records. This system has three major components,

use a C/S architecture for EPR data acquisition and

authoring, and a Web B/S architecture for data delivery.

The web viewer of this system integrated multi-media

display modules and remote control module together to

provide interactive EPR display and manipulation functions

for collaborative applications. The web-based architecture

of the system makes the collaboration operation procedures

much simpler and easier to the users.

We have installed this system in Shanghai Infection

Hospital and Shanghai Xinhua Hospital to provide tele-

consultation services for SARS diagnosis between the

SARS physicians and experts in May 2003. There were

two consultation meetings held for SARS diagnosis between

the Shanghai Infection Hospital and Xinhua Hospital during

May 2003. The first consultation meeting was held using

ADSL WAN, and the second consultation meeting was held

using ATM WAN. There were 8 SARS patients consulted

from the remote expert center, and total 2.73 Gb image data

were transmitted from the Infection Hospital to Xinhua

Hospital in the consultation activities. During the consul-

tation meeting, the web-based EPR system provided bi-

directional remote control functionality to both sides on the

EPR data processing and manipulation, and synchronized

their operations on the patient medical records so that it is

easy for them to do the case analysis and management. The

consultation results showed that this web-based EPR system

could provide multi-sites interactive consultation services

between SARS clinical physicians, so that radiologists and

off-site experts did not have to be concerned with SARS

infection. Also, the central collaborative operation mode

simplified the consultation procedures in image and medical

record delivery and display comparing to the point-to-point

mode.

This paper also gives a new approach to create and

manage image-based EPR from actual patient records, and

also presents a novel method to use web technology and

DICOM standard to build an open architecture for

collaborative medical applications. The New web-based
CMIG 609—17/11/2004—22:12—-[-no entity-]-—125987—XML MODEL 5 – pp. 1–10
EPR system provides new method to enhance the value of

interactive and collaborative studying of EPR for difficult

cases, especially for SARS diagnosis. The on-time inter-

active communication features of the system can manipulate

EPR objects which, in turn, can improve the efficiency and

the quality of collaborative healthcare. The system can be

used for both intranet and Internet medical applications such

as tele-diagnosis, teleconsultation, and distant learning.
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Abstract

As an official regulation for healthcare privacy and security, Health Insurance Portability and Accountability Act (HIPAA) mandates

health institutions to protect health information against unauthorized use or disclosure. One such method proposed by HIPAA Security

Standards is audit trail, which records and examines health information access activities. HIPAA mandates healthcare providers to have the

ability to generate audit trails on data access activities for any specific patient. Although current medical imaging systems generate activity

logs, there is a lack of formal methodology to interpret these large volumes of log data and generate HIPAA compliant auditing trails.

This paper outlines the design of a HIPAA compliant auditing system (HCAS) for medical images in imaging systems such as PACS and

discusses the development of a security monitoring (SM) toolkit based on some of the partial components in HCAS.

q 2004 Published by Elsevier Ltd.

Keywords: HIPAA; Security; HIPAA compliant auditing system; Auditing; monitoring
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1. Introduction

Health Insurance Portability and Accountability Act

(HIPAA) [1,2] of 1996, Public Law 104–191, was officially

instituted on April 14, 2003. HIPAA mandates healthcare

providers to be HIPAA compliant by April, 2005. The goal

of HIPAA is to set and enforce the standards to protect the

privacy and security of health data. Currently, there are four

types of standards in HIPAA: Transaction and Code Set

Standards, Identifier Standards, Privacy Standards and

Security Standards. Among them, HIPAA Security Stan-

dards [3] are to protect the confidentiality, integrity and

availability of electronic health information, and to protect

the information against unauthorized use or disclosure by

utilizing administrative, physical and technical safeguards.

The technical safeguard defines the technical methods to

assure the security of the health data. One such method

proposed by HIPAA is audit trail, which can record and

examine information system activities. HIPAA requires

health institutions to have the ability to generate audit trails

on data access activities for a specific patient on demand.
UN
0895-6111/$ - see front matter q 2004 Published by Elsevier Ltd.

doi:10.1016/j.compmedimag.2004.09.009
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(B.J. Liu).
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 PSpecifically, HIPAA compliant audit trails require follow-

ing information for the health data access [4]:
†
 DIdentification of the person who access the data
†
 Identification of the data that is accessed
†
ELocation of where the data is accessed
†
 Date and time when the data is accessed
†
 Types of access (create, read, write, modify, delete)
†

107

108

109

110
Status of access (success or failure)

Most current health information systems have no such

ability to generate HIPAA compliant audit trails, even

though they generate activity logs. Pertinent auditing

information should be extracted from these logs to create

audit trails. However, there is a lack of a formal

methodology to interpret the potential large volumes of

these log data to generate HIPAA compliant audit trails.

Some efforts have been achieved by developing HIPAA

compliant auditing tools for general health information

systems [5–7]. These auditing tools generate audit trails by

recording the health data transactions or changes in logs and

extracting the pertinent auditing information from these logs

on demand. This method is applicable for health infor-

mation systems that have all the data transactions or data

flow controlled by a centralized server, such as Radiology
Computerized Medical Imaging and Graphics xx (xxxx) 1–7
www.elsevier.com/locate/compmedimag
111
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189
information system (RIS) [8]. However, the data flow is

much different in integrated medical imaging systems, such

as Picture Archiving and Communication System (PACS).

There is no single component that can control and record the

data flow of all components in PACS. For example, PACS

archive server, as the central server of PACS, has no control

of the workflow of the CT modality, and vice versa. This

makes it very difficult for these auditing tools to record all

the data transactions and changes in PACS. Therefore, a

HIPAA compliant auditing tool for integrated medical

imaging systems needs to be tailored to the complex

workflow.

In this paper, we focus on designing a HIPAA compliant

auditing system (HCAS) for medical images in PACS.

HCAS can generate HIPAA compliant audit trails of image

data access for a specific patient on demand. It can also

automatically monitor the data flow of PACS facilitating the

detection of unauthorized image access and other abnormal

activities. In addition, this paper will discuss the develop-

ment of a security monitoring (SM) toolkit based on partial

components in HCAS.
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2. Deign of HIPAA compliant auditing system (HCAS)

Our goal is to design a HIPAA complaint auditing system

(HCAS) for medical images in PACS with the log data from

PACS components as input sources.
T

198

199

200

201

202

203

204

205
2.1. Design criteria

In order to apply the HCAS in various PAC systems

generating different format log files, the HCAS must be

independent from any individual PACS. For this reason, we

defined the design criteria as follows:
206

207

a.
IG

208

209

210
REC
HIPAA compliant. The HCAS should always be able to

generate the HIPAA compliant auditing trail report in

terms of who access it, when, where, what are accessed,

access status, and access types.
211
b.
212

213

214

215

216
OROpen and extensible. The HCAS should provide

interfaces for integration of new auditing or monitoring

techniques. The HCAS should be able to support current

HIPAA auditing requirements and accommodate new

HIPAA additions in the future without affecting the

already existed components.
217
c.
218

219

220

221

UNCPortable. This HCAS always assumes there is existing

logs generated by PACS and makes use of these logs.

The HCAS itself will not develop any logs for PACS.

Hence, this makes the HCAS not tie to any individual

PACS.
222
d.
223

224
No interruption on the workflow of PACS. Any

interruption on the workflow of PACS should be avoided

when designing the HCAS.
618—21/11/2004—12:00—SWAPNA—126067—XML MODEL 5 – pp. 1–7
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2.2. Design development of HCAS

According to the aforementioned design criteria, HCAS

was designed as a four-layer system shown in Fig. 1. The

first layer (the lowest layer) is the Record layer, consisting

of all the logs in PACS components. By logically separating

PACS logs from other components in HCAS, independence

from PACS can be achieved. The second layer is the Audit

layer, which includes a centralized auditing database and

other audit data analysis and interpretation tools. HIPAA

compliant audit trails can be generated based on the auditing

database. This layer also enables us to automatically

monitor the data flow of PACS, which greatly assists

PACS management. The third layer is Notification layer,

which has a Notification component sending warning or

alert messages of abnormal events to end users, such as

PACS administrators. Finally, in the fourth layer, end users

can decide to take certain actions against these abnormal

events.

2.2.1. Record layer

This first layer is the data resource layer, including

various types of log data shown in Table 1. PACS

application logs are the event logs generated by individual

PACS application. For example, an image query/retrieve

event in PACS archive server may include such information

as time, local host name, DICOM Application Entity Title

(AET), patient information and query/retrieve status. PACS

user login logs record user login events in each individual

PACS component. Other computer system logs generated in

PACS components, such as application access logs, can also

provide supplement information.

New logs can also be added to this layer. For example, an

image integrity log can be added to record image data

integrity verification events. Data integrity, as one require-

ment of HIPAA Security Standards, refers to protecting

image data from being altered or destroyed by unauthorized

users. A digital signature embedding (DSE) method has

been developed to ensure the data integrity of medical

images at IPI laboratory [9,10]. By recording signature

verification time, local machine, and signature verification

status in the integrity log, DSE method can provide logs for

the HCAS to generate HIPAA compliant audit trails on the

data integrity of image.

These logs provide the pertinent information needed to

generate HIPAA compliant audit trails. However, to extract

and interpret the pertinent information from thousands of

log events requires proper methodology, which will be

addressed in the second layer, the Audit layer.

2.2.2. Audit layer

As shown in Fig. 1, the Audit Layer is the heart of

the HCAS. It collects the audit data from distributed

PACS components and stores the data in a centralized

auditing database. The database is then used for audit

analysis and automatic monitoring. Currently, there are
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Fig. 1. HIPAA compliant auditing system (HCAS) for auditing of medical images in PACS.
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seven components in this layer: Audit Log Collector, Syslog

Server, Log Data Normalizer, Auditing Database, Audit

Analysis Tool, Role-based Policy and Monitor Tool.

Audit Log Collector. Because the audit data is scattered

within large volume of logs, a collector was designed to

extract the pertinent data from logs and send the data to the

centralized Auditing Database. PACS logs may be stored

with different formats, such as database tables or textual

files. The collector must support all these types of logs.

Syslog (System log) server. The pertinent data extracted

from PACS logs are distributed in different PACS

components connected by digital networks. In order to
UNCO
Table 1

Types of logs existing in the HCAS record layer

Type of logs Time Location U

PACS application logs Operation time Local operation

machine

N

PACS user login logs User login time Local machine user

login

L

Image integrity logs Integrity check time Local machine does

check

N

a AET, application entity title.
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store them in the centralized Auditing database, a

transmission mechanism is needed.

Currently, syslog [11] is a de-facto standard for transport

and storage of event notification messages in UNIX

systems, network devices and network applications. Syslog

is a client-server mechanism. The clients can be configured

to locally store event messages or directly send event

messages to the server without local storage. Syslog uses

User Datagram Protocol (UDP) to transfer event messages.

This feature can be utilized to reduce the overhead added to

the image transmission in PACS caused by event message

communication, since PACS uses DICOM (Digital Imaging
ser name Status DICOM AETa

/A Status of this operation DICOM AET of this

application

ogin user name Status of login N/A

/A Status of integrity

check

N/A

326

327

328

329

330

331

332

333

334

335

336



CM

Z. Zhou, B.J. Liu / Computerized Medical Imaging and Graphics xx (xxxx) 1–7

DTD 5 ARTICLE IN PRESS

337

338

339

340

341

342

343

344

345

346

347

348

349

350

351

352

353

354

355

356

357

358

359

360

361

362

363

364

365

366

367

368

369

370

371

372

373

374

375

376

377

378

379

380

381

382

383

384

385

386

387

388

389

390

391

392

393

394

395

396

397

398

399

400

401

402

403

404

405

406

407

408

409

410

411

412

413

414

415
and Communications in Medicine) Protocol and Trans-

mission Control Protocol (TCP).

For this advantage, syslog technology was adopted in the

HCAS to transfer pertinent log data. The data is converted to

syslog format by the syslog client in each PACS component.

The client then sends the data to Syslog server, which will

forward the data to the Log Data Normalizer.

Log Data Normalizer. The pertinent data extracted from

PACS components might have different terminologies for

the same object. For example, the name ‘film clerk’ in the

CT modality might be named as ‘clerk’ in an MR modality.

For this reason, a Log Data Normalizer was designed to

normalize the data into common terms and then add them to

the Auditing Database.

Auditing Database. In order to generate HIPAA

compliant audit trails in a short time, a centralized database

was designed to preserve all the obtained auditing data. The

structure of database was designed based on the requirement

of HIPAA compliant audit trails, including: who, when,

where, what, how, and status. Patient information, such as

name and id, and other relevant information are also

included in the database. The advantages to use database

technology to preserve the log data are:

416

417
a.
IG

418

419

420

421
No loss of historical logs: since all the logs generated in

PACS components are obtained and stored in the

database everyday, there is no loss of log data when

these logs are overwritten and updated by PACS

components.

422
b.
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Centralized management of data access information for

every patient: the image data access events for an

individual patient usually happen in multiple PACS

components. For example, an event that a CT image is

generated in a CT modality and another event that the

same CT image is retrieved to viewing workstation for

clinical review are related to the same patient. But these

two events were recorded in two different logs at two

separate PACS components. Without centralized data-

base, the pertinent information needs to be extracted

from these two components every time HIPAA com-

pliant audit trails of image access for this patient is

desired. Therefore, a centralized database enables us to

quickly generate audit trails.

Audit Analysis Tool. Most current PACS lack a

mechanism to dynamically monitor the data flow, which

results in PACS management mostly relying on the

experience of PACS administrators. A monitoring tool

that can automatically analyze the data to find abnormal

patterns and make decisions on the patterns would make

PACS management much easier. To develop such a tool, the

information of data flow of PACS needs to be collected and

analyzed in real time.

With audit data collected in the auditing database, the

HCAS can provide this ability using some data analysis

techniques, such as Intrusion detection technology [12].
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Audit Analysis Tool is the component in the HCAS to

perform such data analysis functions.

Monitor Tool. After the Audit Analysis Tool finds

abnormal patterns in the data flow of PACS, a Monitor

Tool was designed to monitor the pattern, and make

decisions whether it is an unauthorized data access for the

abnormal pattern based on the Role-based Policy. Any

pattern that violates the Policy would automatically cause a

warning or alert result. For example, Audit analysis tool

discovers an abnormal pattern of image query/retrieve by a

PACS user ‘A‘, belonging to the role of ‘Film clerk‘, which

was defined to have no image query/retrieve right in the

Policy. Monitor tool automatically makes a decision that

this is an unauthorized image query/retrieve and gives a

warning message.

Role-based Policy. The Role-based Policy defines the

roles for PACS users based on the roles they performed in

the clinical environment, such as film clerk, PACS manager

and Radiologists, and the image access rights for each role.

Two types of policies, Normal policy and Disaster policy,

are defined for two different conditions. Normal policy is for

daily operation, whereas Disaster policy is defined for the

emergency situations, such as earthquake, when normal

policy can be bypassed.

2.2.3. Notification layer

Notification layer consists of a notification component,

which receives the warning or alert messages from the Audit

layer and notifies PACS end users of the unauthorized image

data access and other abnormal activities.

2.2.4. Action layer

Action Layer is designed for PACS end users to take

actions, such as access control, against the unauthorized

image access and other abnormal activities.

This four-layer HCAS design enables PACS to generate

HIPAA compliant audit trails of image data access for a

specific patient on demand. Meanwhile, it can automatically

monitor the data flow of PACS facilitating PACS manage-

ment. With an open and extensible design, the HCAS can

also easily incorporate new data analysis and monitoring

techniques, and be extended to support future HIPAA

requirements.
3. Development of a security monitoring (SM) toolkit

A security monitoring (SM) toolkit has been developed

for automatic monitoring the data flow of PACS based on

partial components of the Audit Layer in HCAS. As shown

in Fig. 2, the SM toolkit currently includes such components

as Audit Log Collector, Syslog Server, Auditing Database,

Monitor Tool and Role-based Policy (Normal Policy).

A simple role-based policy was designed according to

the roles of healthcare providers. The policy consists of

three tables: role table, resource table and policy table.



T

Fig. 2. Components and data flow of the security monitoring (SM) toolkit

based on partial components of the Audit Layer in HCAS. The components

with dotted line have not been implemented in the SM toolkit.
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The role table defines different roles, such as radiologists.

The resource table records PACS applications, such as the

viewing software. The policy table, shown in Table 2,

assigns each user the role and the resources this user can

access based on the right of his/her role. For example, one

entry in the policy table is user ‘Michael’, ‘System

Administrator’, and ‘All’. ‘All’ means all the resources

can be accessed by this user.

The toolkit can monitor the dynamic data flow of PACS.

First, it collects pertinent auditing data from PACS

application logs, PACS user login logs and other computer

system logs. It then stores the log data in the Auditing

Database. Next, the toolkit compares the user name in every

record in the Auditing Database and the user name in the

policy table. If match occurs, the toolkit further compares

the application name in the database record and the

application name in the policy table. If any comparison

failed, the SM toolkit gives out a warning message of

unauthorized image data access in its graphic user interface

(GUI). Otherwise, a normal message is given out.
UNC
Table 2

Example of a role-based policy table

User name Role name Resources

Michael System administrator All

John Clerk Viewing software

Joe Radiologist All

Jessica Technician CT scanner

CMIG 618—21/11/2004—12:00—SWAPNA—126067—XML MODEL 5 – pp. 1–7
Currently, the toolkit lacks the ability to generate HIPAA

compliant audit trails of image data access for a specific

patient. This function is currently in development.
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4. Evaluation of SM toolkit

In order to evaluate the impact of this toolkit in PACS, a

laboratory-based PACS Simulator has been developed to

simulate the data flow of clinical PACS.

4.1. Educational PACS simulator

An educational PACS (Picture Archiving and Communi-

cation System) Simulator [13,14] has been developed for

the purposes of PACS trainings and application tests at IPI

Laboratory. The Simulator can simulate the complete data

workflow of clinical PACS from patient registration to exam

ordering, and to image generation, image archive and

display.

As shown in Fig. 3, the Simulator consists of six key

components: RIS simulator, Acquisition Modality Simu-

lator (AMS), DICOM gateway, PACS Controller, Viewing

workstations, and a PACS monitoring system which will be

discussed in more detail in the following paragraph. The

PACS monitoring system is separate from the SM toolkit

development presented in this paper. The AMS is connected

to a clinical PACS and contains thousands of CT, MR, US,

CR, and digitized film examinations in its local hard disk.

The images are replenished continuously through the

clinical PACS connection. With the patient information in

the DICOM header of the image removed, these images can

be used for simulation.

The PACS monitoring system is a software package

developed to monitor all the image data flow going through

the components of the PACS Simulator in real-time. The

PACS monitoring system consist of clients and a centralized

monitor server. The clients are installed in every component

except the RIS Simulator to receive event message of each

image data access activity generated by these components.

The clients send the log data to the monitor server, which

can display log data in a user interface for PACS users to

trace image data workflow at each component in real-time.

For example, the AMS simulated the CT chest image

generation for patient ‘John Doe’. Meanwhile, the AMS

also sent a log message of this generation activity to the

local monitor client, which immediately forwards the

message to the monitor server. The message includes such

information as time and location of this activity, and patient

name. The server then displayed the log message in its user

interface (UI). When other Simulator components per-

formed image data access activities, such as receiving the

images, they also generated log messages and sent the

messages to the monitor server. With all these log messages,

the PACS monitoring system has collected the necessary log

data for the SM toolkit, such as what, when and where



Fig. 3. Data workflow of the PACS simulator and PACS monitoring system.
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1.
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No preservation of historical log data. Except a log

database in the PACS controller, there is no preservation

of any other log data in the monitoring system. The log

database contains the information of every image data

coming in and out the PACS controller.

640
2.
 O 641
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No PACS user information. Additional resources need to

be used to collect the information of users who

performed the image access activity.
T

Fig. 4. Laboratory setup for evaluation of the SM toolkit.
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4.2. Evaluation set up

Because of the aforementioned limit of the PACS

monitoring system, the SM toolkit can only monitor the

data flow in the PACS controller utilizing the PACS

monitoring system. However, it is crucial to monitor other

components within the PACS Simulator, such as the

DICOM gateway and viewing workstation. These two

components are directly connected to the PACS controller.

Because of this, their user login logs and computer system

logs need to be collected by the SM toolkit as well. These

data, along with log data already collected by the PACS

monitoring client in PACS controller are used as input data

for the evaluation of the SM toolkit. Fig. 4 shows the

laboratory setup for the evaluation of the SM toolkit. The

toolkit was connected to the PACS controller, DICOM

gateway, and the viewing workstation. The pertinent

information in the log database of PACS controller was

collected and stored in the Auditing Database.

The user login information and application access

information from the computer system logs of DICOM

gateway and viewing workstations was also collected. The

information was utilized to address the second limit

mentioned above as to who performed the image data access

activity. For example, user ‘Michael’ logged on a viewing

workstation and made an image query/retrieve with the

viewing software. A viewing software access event with

the user name was recorded in computer system logs in
618—21/11/2004—12:00—SWAPNA—126067—XML MODEL 5 – pp. 1–7
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the workstation. Meanwhile, PACS controller also recorded

this query/retrieve activity in its log database. Comparing the

time of the software access event and the time of the image

query/retrieve and assuming that only a single user was using

the viewing software at that time, these two events can be

related together and the name of the user who did this

query/retrieve can be obtained.

A graphical user interface (GUI) was connected to the

SM toolkit for displaying the monitor information.
 P
R4.3. Test scenarios design

According to the perspective of clinical end-users, two

test scenarios were designed for the evaluation.
†
 DTest Scenario 1: Background scenarios
†
ETest Scenario 2: On-demand scenarios

Background scenarios are basically automatic storage

functions, such as DICOM gateway sending images to

PACS archive server, whereas on-demand scenarios are

requests issued by end users, such as image query/retrieve at

viewing workstations.

In order to simulate clinical 24/7 image automatic

storage, a loop process was designed in the AMS to

repeatedly send various types of modality images, such as

CT, CR, MR and Ultrasound images, to DICOM gateway,

which automatically forwards the images to PACS con-

troller. The test scenario 2 was performed by on-demand

query/retrieve from the viewing workstations. PACS



Fig. 5. Demonstration of the SM toolkit at InfoRAD exhibition of 2003

RSNA.
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both scenarios.

The laboratory evaluation is currently ongoing.
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5. Results

We have successfully given a demonstration of the SM

toolkit at the InfoRAD exhibition of 2003 RSNA (Radi-

ology Society of North America) annual meeting. Fig. 5

shows the demonstration set up. The SM toolkit and it GUI

were installed in a UNIX machine. The viewing software

was installed in a PC to perform image query/retrieve, while

the modality simulator software was installed in the same

PC to perform automatic image storage.
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6. Summary

The advent of HIPAA greatly impacts medical imaging

systems, such as PACS, and even the entire health

information systems. To be HIPAA compliant, every

medical imaging system must satisfy the HIPAA require-

ment of audit trails.

In this paper, we proposed a HIPAA compliant auditing

system (HCAS) for medical images in PACS. HCAS

enables PACS to generate HIPAA compliant audit trails

of image data access for a specific patient on demand. It also

enables PACS to automatically monitor the image flow in

the system, including detection of unauthorized usages of

image data and other abnormal activities.

A security monitoring (SM) toolkit has been developed

based on partial components of the Audit layer in HCAS.

The toolkit can automatically monitor the image flow in

PACS. Currently, the toolkit lacks the ability to generate

HIPAA compliant audit trails, which is in developing now.

A PACS Simulator has been developed for laboratory

evaluation of the toolkit. The evaluation is currently

ongoing.
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 MOBILE COMPUTING PAVILION PRESENTATION  
 
Date: Monday, November 29, 2004 
Time: 3:30 PM - 3:50 PM  
Location: Mobile Computing Pavilion 

MCP16 
One-Year Clinical Experience at Saint John's Health Center Utilizing the PDA as a Wireless Remote 
Control for Clinical image Distribution 
J. Documet, BS, Marina Del Rey, CA ● B.J. Liu, PhD ● L. Documet, PhD  (documet@usc.edu) 

Last year an application to perform wireless remote control of PACS image distribution utilizing a Personal 
Digital Assistant (PDA) was presented. This paper provides the clinical experiences that have been 
encountered after a year of operation at Saint Johns Health Center. This application is used to distribute 
PACS exam data to diagnostic/review workstations, a PACS web server, a teleradiology system and a CD 
burning device. In addition, a preview of the examination to be routed is displayed as a thumbnail to the 
user. This new feature provides a way for the users to verify that the chosen exam is the correct one before 
distribution. Clinical reviews form radiologists and other clinical staff was utilized to develop a user-friendly 
application. The easiness to operate the application simplifies PACS exams distribution. 
LEARNING OBJECTIVES: 1. Demonstrate the capability to manage and distribute PACS image data from 
a PDA with a wireless network connection. 2. Provide a thumbnail capability of the examinations in the PDA 
as a preview before distribution. 3. Provide clinical review from clinical users. 
 
 
 
EDUCATION EXHIBITS 
Oral Presentation 
 
Date: Wednesday ● December 1, 2004  
Time 3:20 PM 
Location: Room: S404-CD 
SESSION: Radiology Informatics (Internet 2, Image Compression) 
 
SSM21- 03 
A Consistent and Repeatable Clinical Protocol for High Performance International Internet-2 
Connection in Remote Medical Image Transmission 
L. W. Chan, PhD, Hong Kong, China ● H. K. Huang, DSC ● F. Cao, PhD ● Z. Zhou, MS ● M. Law ● F.H. 
Tang, PhD, l (orlchan@polyu.edu.hk) 

Internet-2 is high performance advanced network initiated by the University Corporation for Advanced 
Internet Development (UCAID) with the effort of US research universities. The high bandwidth, low latency, 
quality of service (QoS), multicast function and security assurance of Internet-2 facilitate remote 
applications such as rapid distribution of large-volume medical images and interactive teleconsultation. In 
North America, over 200 research universities and laboratories are connected by Abilene backbone that 
currently has 10 Gigabit-per-second capacity and about 50 ms round-trip-time across the US continent. 
However, global medical image and knowledge exchange requires a tremendously long and expensive 
connection from international partners outside US to a Chicago-based optical infrastructure for international 
Internet-2 access, called StarLight. With limited local support, the bandwidth of the existing Connection from 
the Hong Kong Academic and Research. Network (HARNET) to StarLight is 45 Megabit-per-second (Mbps) 
only. This connection has been used for daily medical image exchange between the Hong Kong 
Polytechnic University (PolyU) and the University of Southern California since October 2002. In October 
2003, a. multiple end-point video-teleconference connecting PolyU, University of Hawaii and University of 
Pittsburgh was successfully held. Such bandwidth is sufficient for video streaming. When it comes to 
remote synchronized image manipulation, the high latency of the international connection becomes a large 
barrier to synchronize data and instructions between remote sites. Our Hong Kong Internet-2 community 
and Web100 project have been designated to derive tuning protocols to tackle this problem by optimizing 
the TCP/IP parameters. The preliminary nary result shows that the network throughput with tuning is 14 
Mbps, while it was only 1.5 Mbps before tuning. Since the tuning protocol should be consistent and 



repeatable, in the clinical environment, the protocol is required to be self-contained in the kernel of 
operating system. The methodology, clinical implementation, performance and advantage of the proposed 
tuning protocol will be presented and discussed. 
 
SCIENTIFIC EXHIBITS 
Oral Presentation: 
 
Date: Wednesday ● December 1, 2004 
Time: 11:40 AM  
SESSION: Pediatric (Musculoskeletal Imaging) 
Location: Room N229 

SSK16-08 
How Accurate is the Greulich and Pyle Atlas for Bone Age Assessment of Children Today?  
H. K. Huang, DSC, Marina Del Rey, CA ● J. W. Sayre, PhD ● V. Gilsanz, MD, PhD,  (hkhuang@aol.com)  

PURPOSE: Bone age assessment (BAA) is a frequent procedure performed on pediatric patients to 
evaluate growth and is key for growth disease diagnosis/management. Most common method for BAA is 
matching by a left wrist radiograph against a small reference set atlas of normal standards developed by 
Greulich & Pyle (G&P) in the 1950s from data collected by the Brush Foundation Study. Due to increasing 
racial diversity and changing nutrition/behavior, the G&P method may not accurately reflect skeletal 
development for today's children. This study compares the difference in BAA using G&P method with a 
large set of racially diverse normal hand images of present-day children.  
METHOD AND MATERIALS: We have developed a digital hand atlas with 1,080 images collected from 
boys and girls of European, African, Hispanic and Asian descent at the Childrens Hospital of Los Angeles; 5 
images per age group of pre-pubertal children and 10 images during puberty of uniform distribution. All 
relevant patient information have also been collected and stored along with the digital images. The digital 
atlas contains features of 3 fingers including bone growth regions and phalange geometric parameters.  
RESULTS: Two pediatric Radiologists performed BAA. There are two significant results: 1) The collected 
normal data was validated by three existing standards. 2) A difference of approximately 10 months lower in 
bone age was noted between both the digital atlas mean and the G&P mean over the 5-14 year old children 
as compared to the children of the Brush Foundation Studies. Plots and tables of various comparisons 
among ethnic origin and gender will be exhibited. 
CONCLUSIONS: This discovery of the differing bone age assessments is puzzling since better nutrition and 
living environments today should produce the opposite effect. Possible explanations for these findings are 
related to at least one of four factors: true population change and ethnicity; differences in patient 
recruitment methods; quality of image presentation; and quality/training of the readers. This study will be 
further continued by enlarging the sample sizes and increasing statistical power and considering regional 
patient distribution effect, which may have skewed analysis. 
 
 
Poster Sessions: 
 
Date: Wednesday ● December 1, 2004 
Time:  12:25 PM  
Location:  Hall D1, Lakeside Center 
 
0920RI-p 
The Development and Implementation of a Prototype DICOM-based Radiotherapy Information 
System  
M. Law, PhD, Hong Kong, China ● H.K. Huang, DSC ● L.WC. Chang, PhD ● X. Zhang, PhD ● J. Sun, PhD, 
(ormaria@polyu.edu.hk)  

PURPOSE: DICOM-RT objects were ratified by 1999 but were neither totally nor widely used because of its 
complexity and its tediousness in implementation. The objective of this research is to develop a prototype 
DICOM-based Radiotherapy Information System for the radiotherapy community to appreciate the 
advantages of a common standard for radiotherapy information and to persuade for its implementation. 



METHOD AND MATERIALS: The workflow of a generic radiotherapy department and user requirements 
were reviewed, from which the data flow was designed. A prototype of the system consisting of a 
Radiotherapy Modality Simulator, a RT Gateway, a RT Archive Server, a RT Web Application Server and 
the Web client was designed. DICOM-RT objects and non-DICOM files were collected from various RT-
related imaging and radiotherapy systems. All non-DICOM files were converted into the DICOM format. The 
data files were then organized into DICOM-based virtual patients to test out the data flow through the 
system. Usability testing, including connectivity with Treatment Planning System and analysis by typical 
end-users was conducted for evaluation of the system. The evaluation results were used for iterative 
modifications to the system. 
RESULTS: 1. A prototype of the system was developed and implemented 2. Eleven windows with graphic 
user interface for the web client were designed for use by the end-users who are radiation oncologists and 
radiation therapists. 3. Data of ten virtual patients were input to the RT archive server, and reviewed at the 
web client workstation. The data flow was verified at the RT Archive Server and the RT Web Application 
Server. The data integrity was reviewed and verified at the web client. 4. Transmission of DICOM-RT 
objects from a treatment planning system using DICOM export to the RT archive server was successful. 5. 
End users were invited to perform the evaluation and their feedback was adopted to modify the system. 
CONCLUSIONS: The development of the DICOM-based RT Information System will facilitate the 
communication of RT information between equipment from different vendors, and improve the productivity 
of the Oncology Department and the healthcare efficiency. 
 
 
Date: Thursday ● December 2, 2004 
Time: 12:35 PM 
Location:   Hall D1, Lakeside Center 

0927RI-p  
Lossless Digital Signature Embedding (LDSE) for Image Integrity in a Fault-tolerant Clinical Off-site 
Backup Archive 
Z. Zhou, MS, Marina Del Rey, CA ● H.K. Huang, DSC ● B.J. Liu, PhD,   (zhengzho@usc.edu) 

PURPOSE: Image integrity is a vital issue in clinical off-site backup archive, where the image data are not 
under the security protection of local PACS anymore. Our previous work on image integrity uses a digital 
envelope method, which would permanently change the least significant bit (LSB) of some image pixels. 
This method is adequate for most current medical imagings since the LSB contains only noise. However, 
due to the higher density resolution of newer imaging modalities in the horizon, the LSB may also contain 
real data. We have developed a lossless digital signature embedding (LDSE) method, which can 
completely recover the original image pixels, and assure image integrity. 
METHOD AND MATERIALS: The data to be embedded in this method is the digital signature (DS) 
generated from the original image. The DS, which assures the image integrity, is embedded in the LSB of 
the image pixels at the acquisition gateway. The image integrity can be verified when the embedded image 
is received by the off-site backup archive, or when it is retrieved by workstations. In order to completely 
recover the LSB of the original image changed by the embedding, a lossless data embedding method is 
developed. In particular, the LSB of the image pixels to be embedded is first determined and extracted 
before the actual embedding; the extracted bits are then compressed with a lossless compression method; 
the compressed LSBs and DS are finally concatenated together and embedded into these image pixels. 
The compressed LSBs can be extracted and de-compressed, thus completely restoring the image pixels. 
RESULTS: A PACS simulator and a fault-tolerant clinical off-site backup archive were used to evaluate the 
performance of LDSE method. The embedded DS is extracted to verify the data integrity of various types of 
clinical imagings including CT CR, MRI, and US. The verification demonstrates that image pixels can be 
completely restored with LDSE method. Performance of the LDSE was acquired and tabulated. 
CONCLUSIONS: A LDSE method has been developed to assure the image integrity in clinical off-site 
backup archive without inducing any changes to the original image pixels. The performance of LDSE was 
evaluated at laboratory and clinics. 

 
 
 
 
 



Date: Thursday ● December 2, 2004 
Time: 12:55 PM 
Location:  Hall D1, Lakeside Center  

0929RI-p 
A HIPAA Compliant Architecture for Securing Clinical Images 
B.J. Liu, PhD, Marina Del Rey, CA ● Z. Zhou, MS ● H.K. Huang, DSC,  (brentliu@usc.edu)  

PURPOSE: HIPAA Security Standards mandate health institutions to protect health information against 
unauthorized use/disclosure. This can be achieved by utilizing access control and generating audit trails. 
Although most current clinical image systems (eg, PACS) have components that generate log files, there is 
a lack of methodology to obtain and synthesize pertinent data from the large volumes. We have designed 
and developed a HIPAA Compliant Architecture specifically for tracking and auditing the image workflow of 
clinical imaging systems such as PACS. 
METHOD AND MATERIALS: The HIPAA Compliant Architecture developed comprises of Four Layers: 
Record Layer, Audit Layer, Notification Layer, and Action Layer. The Record Layer consists of various log 
data (eg, PACS and RIS applications logs) as input sources. The Audit layer includes a centralized auditing 
database as well as audit analysis and interpretation tools. Information is collected from the Record Layer 
and normalization is performed prior to storing in the database. Analysis is performed on the database by 
Intrusion detection to discover abnormal access patterns. Role-based policy is utilized to aid in the decision 
of whether the abnormal activity is unauthorized or necessary under special circumstances. The Notification 
Layer receives the warning/alert messages from the Audit Layer and notifies PACS end users. The Action 
layer is designed for the PACS coordinator or manager to take actions such as limiting access control and 
is not included in the development of this architecture.  
RESULTS: As an initial step, a software toolkit was implemented based on the above HIPAA Compliant 
architecture. it was implemented within a PACS Simulator located in the IPI Lab at USC. Scenarios were 
developed where different user types performed legal/illegal access of PACS data in the system. Results 
were evaluated based on whether scenarios were correctly identified and documented. Integration and 
implementation pitfalls were also noted and included. 
CONCLUSIONS: A HIPAA Compliant Architecture was developed and designed to provide clinical imaging 
systems with the ability to assist in the protection and enforcement of unauthorized access to clinical image 
data. 
 
 
 
INFORAD EXHIBITS 
 
9113 DS-i 
An Intelligent Detection of Idiopathic Scoliosis In Chest Computed Radiography Under Picture 
Archiving and Communication System (PACS) Environment 
F.H. Tang, PhD, Kowloon, China ● L.W.C. Chan, PhD ● P. Wong, BS,  (orfhtang@polyu.edu.hk) 

Collection of digital image database in Picture Archiving and Communication System (PACS) has provided 
a useful means for improved image content accessibility. Idiopathic scoliosis is sometimes found in chest 
radiography of university students. In order to conduct retrospective studies of such disease, extraction of 
image features based on image content becomes crucial. To identify images with scoliosis, chest images 
are retrieved from the PACS image server and processed by an application server for content analysis. 
Automatic detection of image content can be enhanced by the fuzzy logics for the segmentation of 
vertebrae on the digital images retrieved from the PACS system. The intelligent classifier then identifies 
cases of scoliosis automatically. In addition to human interpretation, our method provides a more sensitive 
and efficient tool for detection of the abnormal feature in chest images. 
LEARNING OBJECTIVES: 1.By studying this exhibit, the learner will understand how fuzzy logic can help in 
detection of spine. 2.The learner will be aware of how computer detection method can be applied to Chest 
computed radiography. 
 
 
 
 
 



9114 DS-i 
Remotely Accessible Computer Assisted Skeletal Maturity Assessment 
E. Pietka, PhD ● A. Gertych, PhD, Gliwice, Poland ● K. Witko, MS,  (pietka@ps.edu.pl) 

Computer aided skeletal maturity assessment, being basically a tool, which assists the radiologists in 
performing the image diagnosis, has recently switched to a more sophisticated application system. Since 
image processing functions as well as pattern recognition procedures require a set of features, 
automatically extracted from hand radiographs, to be stored in a database system as a set of standards. A 
comparison with corresponding findings extracted from radiographs of normally developed subjects permits 
the bone age to be assessed. Interactions, performed by physicians during the diagnostic process, draw the 
attention towards a user-friendly graphical user interface (GUI). The WEB technology implemented in 
designing the GUI permits the system to be accessed remotely. Via the GUI data can be accessed in read 
only or read/write mode. Depending on the user permission access, the SQL select or SQL update query 
can be granted. LEARNING OBJECTIVES: (1) become familiar with the implementation of WEB technology 
implemented in designing the graphical user interface, (2) study the CAD design for the computer aided 
skeletal maturity assessment, (3) remote access to the standard data collected from a normal population, 
(4) review the image analysis methodology. 
 
9221 ED-i 
Collaborative Augmented Reality Environment for Liver Visualization 
C.S. Choy, PhD, Hong Kong, China ● F.H. Tang, PhD,  (mccliff@polyu.edu.hk)  

Visualizing of the complex structure of liver is important in training for surgeons. While 3D physical model is 
good for discussions and sharing of knowledge, the model can be highly complicated and expensive to 
make, especially if it has to reveal soft tissues, bones and vessels and their connections, and different 
cross-sectional views. Also, physical model requires physical presence of participants, which makes remote 
collaboration difficult. In this paper, we will demonstrate a system for collaborative augmented reality, in 
which participants with stereoscopic video-see-through head-mounted displays can see a shared virtual 
space with 3D virtual liver. Through a tangible device, participants can dissect, manipulate and add 
annotations to the virtual liver to communicate more effectively with others. In case when participants are 
separated physically, they can also supplement with audio communications. 
LEARNING OBJECTIVES: (1) To allow participants wearing head mounted displays (HMD) to visualize a 
shared virtual 3D liver with details including soft tissues, bones and blood vessels (2) To allow participants 
with suitable tangible devices to dissect, to manipulate parts of the virtual liver, to add virtual pointers, and 
to add annotations for collaborative discussion. 
 
 
9613 PACS-i 
Multi-dimensional Intelligence Integrated Server for Distributed Picture Archiving and 
Communication Systems 
F.H. Tang, PhD, Kowloon, China ● A. Lee, PhD ● L.W.C. Chan, PhD ● M. Law, PhD, 
(orfhtang@polyu.edu.hk) 

A coordination server (CS) is developed to integrate PACS servers distributed at different locations using 
web-based technology to facilitate data inter-change while the autonomy of individual PACS servers is 
preserved. In addition to ad-hoc information query and retrieval from the CS servers both at local and 
remote sites, an intelligence-enhanced program for automatic detection can be pushed from the CS to the 
PACS servers distributed at different locations to detect incidence of the disease at their location. When a 
case is detected in a distributed server, the result is sent back to the CS where a directory is created to 
keep track of patient records. Then the incidence of the disease in that location can be known. When further 
analysis is required, the case can be retrieved from the distributed PACS. Thus the intelligence-enhanced 
PACS would help to detect and monitor the spread of a particular disease at different locations. 
LEARNING OBJECTIVES: 1.By studying this exhibit, the learner will understand the working principle of 
coordination server for PACS. 2. The learner will be aware of the feasibility of using distributed computing 
method for detection of particular image pattern. 
 
 
 
 
 



 
9618 PACS-i 
Educational RIS/PACS Simulator Integrated with HIPAA Compliant Architecture (HCA) for Auditing 
Z. Zhou, MS, Marina Del Rey, CA ● B.J. Liu, PhD ● HK. Huang, DSC ● J. Zhang, PhD,  
(zhengzho@usc.edu) 

Many educational courses have been designed for training radiologists and allied healthcare providers to 
operate PACS workstations. However, there are yet tools available for training of PACS concept and 
workflow analysis. In 2002 RSNA we demonstrated an educational RIS/PACS Simulator for such purpose. 
In 2003 we added the Web distributions. The Simulator has seven components simulating a typical clinical 
RIS/PACS: RIS simulator, modality Simulator, DICOM gateway, PACS server, viewing workstations, 
monitoring system, and the web server. Due to the HIPAA mandates of healthcare providers to have the 
ability to generate audit trails on the data access for any specific patient, we add in this year a new feature 
in the Simulator with HIPAA compliant Architecture (HCA) for auditing the image flow of PACS. The added 
HCA, which extracts pertinent information from various PACS log data, stores it in a centralized audit 
database, and performs HIPAA audit analysis based on the audit database. 
LEARNING OBJECTIVES: 1. Trace image data access for a specific patient through HCA in the forms: 
who, when, where, what, and how, 2. Monitor the user actions on the RIS/PACS data from HCA, 3. 
Observe clinical RIS/PACS operation, component by component, with the HIPAA trails, 4. Induce failure in 
a component to observe its impact on the entire RIS/PACS operation. 
 
9902 PDA-i 
One-Year Clinical Experience at Saint John's Health Center Utilizing the PDA as a Wireless Remote 
Control for Clinical image Distribution 
J. Documet, BS, Marina Del Rey, CA ● B.J. Liu, PhD ● L. Documet,BS  (documet@usc.edu) 

Last year an application to perform wireless remote control of PACS image distribution utilizing a Personal 
Digital Assistant (PDA) was presented. This paper provides the clinical experiences that have been 
encountered after a year of operation at Saint Johns Health Center. This application is used to distribute 
PACS exam data to diagnostic/review workstations, a PACS web server, a teleradiology system and a CD 
burning device. In addition, a preview of the examination to be routed is displayed as a thumbnail to the 
user. This new feature provides a way for the users to verify that the chosen exam is the correct one before 
distribution. Clinical reviews form radiologists and other clinical staff was utilized to develop a user-friendly 
application. The easiness to operate the application simplifies PACS exams distribution. 
LEARNING OBJECTIVES: 1. Demonstrate the capability to manage and distribute PACS image data from 
a PDA with a wireless network connection. 2. Provide a thumbnail capability of the examinations in the PDA 
as a preview before distribution. 3. Provide clinical review from clinical users. 
 
 
Date: Monday, November 29, 2004 
Time:  3:30 PM 
Session: Electronic Medical Record 
Location: InfoRAD Theater 

9305 EMR-i 
Distribution of DICOM - RT ePR-based Radiotherapy Information 
M. Law, Hong Kong, China ● L.WC. Chan ● H.K. Huang, DSC ● X. Zhang ● J. Sun 
(ormaria@polyu.edu.hk)  

This exhibit demonstrates a prototype Web-based DICOM-RT ePR radiotherapy information system 
implemented in our Laboratory. The prototype consists of a DICOM-RT Archive Server used for storage of 
DICOM- based radiation therapy information, a web client/server for information distribution. Graphic user 
interface for operation in radiotherapy was designed for the client windows. Patient information including 
treatment plans, images and therapy records in DICOM format (or translated to DICOM format if non-
DICOM) is stored in the RT Archive Server and routed to the web server.  The patient image and treatment 
information can be queried and retrieved at the client workstation. This exhibit demonstrates the retrieval of 
virtual radiation therapy patient treatment information including images from the web server to the web 
client.  
LEARNING OBJECTIVES: 1.The use of DICOM standard for integration of radiotherapy patient image and 
treatment information.  2.  The distribution of radiotherapy information using Web technology.  3. A model 
radiotherapy electronic patient record  



 
 
Date: Thursday, December 2, 2004 
Time: 10:00 AM 
Location: InfoRAD Theater – PACS Workstation Classroom 

9604 PACS-i 
Web-based Collaborative Medical Applications with Image-Based Composite Objects (IBCO) 
J. Zhang, PhD Shanghai, China ● J. Sun, PhD ● Y. Tan, MS ● Y. Yang, MS ● B. Gao, BS ● H.K. Huang, 
DSC,  (jzhang@mail.sitp.ac.cn) 

We have developed a Web-based system to interactively display and manipulate image-based composite 
objects (IBCO) including 2D, 3D and 4D images, graphics, and therapy records for intranet and Internet 
collaborative applications. The system consists of IBCO gateways, a Web-based IBCO Repository Server, 
and IBCO Viewers. The gateway is used to import IBCO, and export them to the IBCO Repository Server. 
The Server stores the IBCO, and has a Web-based interface to communicate with IBCO Viewers. The 
Viewer, plugged in a Web browser, can display and manipulate IBCO. During networked collaborative 
applications, both local and remote users can use Viewers to retrieve IBCO objects from the Server, and to 
display and manipulate these objects interactively. The Viewer has remote control mechanism on both local 
and remote objects to synchronize operative functions. We have successfully used this system in 
teleradiology, distant learning, and teleconferencing on cardiology for three months. 
LEARNING OBJECTIVES: 1.How to create and manage IBCO from actual patient records; 2.Use Web 
technology and architecture for collaborative medical applications; 3.The value of using interactive methods 
with IBCO for difficult cases; 4.The advantages of on-time interactive communication in improving the 
efficiency and quality of collaborative healthcare. 
 
 
Date: Thursday, December 2 , 2004  
Time: 11:30 AM 
Location: InfoRAD Theater – Web Classroom 

9710 NT-i 
The Data Storage Grid: The Next Generation of Fault-Tolerant Storage for Backup and Disaster 
Recovery of Clinical Images 
B.J. Liu, PhD, Marina Del Rey, CA ● Z. Zhou, MS ● J. Documet, BS ● N. King, PhD ● H.K. Huang, DSC,  
(brentliu@usc.edu) 

Grid Computing represents the latest most exciting technology to evolve from the familiar realm of parallel, 
peer-to-peer and client-server models. We have researched and developed a novel Data Grid testbed 
involving several federated PACS based on grid architecture. By integrating a grid computing architecture 
to the DICOM environment, a failed PACS archive can recover its image data from others in the federation 
in a timely and seamless fashion. The design reflects the five-layer architecture of grid computing: Fabric, 
Resource, Connectivity, Collective, and Application Layers. This exhibit will display the Data Grid 
architecture with three simulated federated PACS with an archive failure event and its timely recovery with 
99.999% uptime. The successful demonstration of the Data Grid in the testbed will provide an 
understanding of the Data Grid concept in clinical image data backup as well as establishment of 
benchmarks for performance from future grid technology improvements. 
LEARNING OBJECTIVES: 1.Introduction to Grid Technology and Five- Layer Architecture. 2.Understand 
the importance of clinical image recovery and Continuous Availability (CA 99.999%). 3. See the application 
of the Data Grid for clinical image recovery. 4. See the Data Grid application recover clinical image data in a 
simulated downtime event. 
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